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maintains transparency on our progress and milestones and welcomes any further questions or discussion
around this work. Contact your sales representative, email Tanium Support at support@tanium.com, or email
accessibility@tanium.com to make further inquiries.
Tanium is a trademark of Tanium, Inc. in the U.S. and other countries. Third-party trademarks mentioned are
the property of their respective owners.
© 2021 Tanium Inc. All rights reserved.
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Comply overview
Use Comply to evaluate endpoints for security configuration exposures and software vulnerabilities using
industry standard security benchmarks, vulnerability definitions, and custom compliance checks. With
complete results on-demand and comprehensive, enterprise-wide results, you can reduce your
organization's overall risk, improve your security hygiene, and simplify preparation for industry compliance
audits such as PCI, HIPAA, and SOX.
Comply utilizes SCAP compliant content, such as benchmarks published by DISA or the Center for Internet
Security (CIS), to evaluate operating systems and applications for configuration of password policies, file
permissions, and other components. Comply supports Windows, macOS, Linux, AIX, and Solaris endpoints.

Integration with other Tanium products
Comply has built in integration with Tanium™ Connect, Tanium™ Patch, and Tanium™ Trends for additional
reporting of related data.

Connect
You can use Comply vulnerability reports as a connection source. For more information, see Exporting
vulnerability reports.

Patch
You can open Patch from a link in Comply vulnerability reports results to view details about the patch that
resolves a reported vulnerability. You can also install the patch to endpoints directly from the patch details
page. For more information, see Vulnerability report results.

Trends
Comply features Trends boards that provide data visualization of Comply concepts.
The Comply board displays information about your Comply deployment, compliance exposures,
vulnerability findings, tools deployed, and scanning status. The Comply board includes the following
sections and panels:
l

l

l

Coverage
l Coverage
Visibility
l Is Vulnerable
Deployment
l Tools Deployed - Last 30 Days
l

Tools Outdated - Last 30 Days

l

Scan Engines Deployed - Last 30 Days
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l

Effectiveness
l Compliance Exposures - Last 30 Days
l

l

Vulnerability Findings - Last 30 Days

Operationalization
l Endpoint Scanned - Last 30 Days
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Succeeding with Comply
Follow these best practices to achieve maximum value and success with Tanium Comply. These steps align
with the key benchmark metrics: Comply coverage across endpoints and decreasing the number of
endpoints with critical or high vulnerabilities.

Step 1: Gain organizational effectiveness
Complete the key organizational governance steps to maximize Comply value. For more information about
each task, see Gaining organizational effectiveness on page 14.
☐ Develop a dedicated change management process.
☐ Define distinct roles and responsibilities in a RACI chart.
☐ Validate cross-functional organizational alignment.
☐ Track operational metrics.

Step 2: Install Tanium modules
☐ Install Tanium Connect. See Tanium Connect User Guide: Installing Connect.
☐ Install Tanium Patch. See Tanium Patch User Guide: Installing Patch.
☐ Install Tanium Comply. See Installing Comply on page 33.
☐ Install Tanium Trends. See Tanium Trends User Guide: Installing Trends.
☐ Install Tanium Client Management and Tanium Endpoint Configuration. See Tanium Client Management
User Guide: Installing.
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☐ Import the Comply board from the Trends initial gallery. See Tanium Trends User Guide: Importing the
initial gallery. If you installed Trends using the Apply Tanium recommended configurations option, the
Comply board is automatically imported after the Comply service account is configured.

Step 3: Configure Comply
☐ Create computer groups for use in reports that include your supported Windows, macOS, Linux, AIX, and
Solaris endpoints. See Tanium Console User Guide: Create computer groups.
If you install Comply using the Apply Tanium
recommended configurations option, several
computer groups are created automatically.
See Requirements.
☐ Configure the Comply service account. See Configure the service account.
If you install Comply using the Apply Tanium
recommended configurations option, the
service account is automatically set to the
account that you used to install Comply.

Step 4: Create deployments
☐ Define the criteria for testing groups, which can be the computer groups that you created when you
configured Comply or that were created automatically if you installed Comply using the Apply Tanium
recommended configurations option.
☐ Define the success criteria and timelines for your testing.
☐ Define your production rollout of Comply. Do you want a phased rollout, or do you want to target all of
your production endpoints at the same time?
☐ Create deployments based on the architecture and platform of the targeted endpoints. Deploy each new
deployment to begin distributing the Comply tools and scan engines to targeted endpoints. See Create
deployments.
If you install Comply using the Apply Tanium
recommended configurations option,
deployments are created automatically to
deploy the Comply tools and the Tanium Scan
Engine (powered by JovalCM) to endpoints.
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Step 5: Configure benchmarks
☐ If needed, upload additional supported configuration compliance benchmarks. See Importing individual
benchmarks and assigning categories.
☐ If needed, configure additional vulnerability sources. See Create a new vulnerability source.

Step 6: Create reports
☐ Create a configuration compliance report that uses the Tanium Certified Benchmarks and targets
enterprise endpoints. See Create a configuration compliance report.
If you install Comply using the Apply Tanium
recommended configurations option, default
configuration compliance reports are created
for each operating system.
☐ Create a vulnerability report that uses the Tanium Vulnerability Library vulnerability definitions and
targets enterprise endpoints. See Create a vulnerability report.
If you install Comply using the Apply Tanium
recommended configurations option, default
vulnerability reports are created for each
operating system.
☐ Wait for the reports to complete.
☐ If needed, use Tanium Connect to export data from vulnerability reports. See Exporting vulnerability
reports.

Step 7: Monitor Comply metrics
☐ From the Trends menu, click Boards and then click Comply to view the Coverage, Is Compliant, and Is
Vulnerable panel.
☐ Monitor and troubleshoot Comply coverage on page 111.
☐ Monitor and troubleshoot endpoints with critical or high vulnerabilities on page 113.

© 2021 Tanium Inc. All Rights Reserved

Page 13

Gaining organizational effectiveness
The four key organizational governance steps to maximizing the value that is delivered by Comply are as
follows:
l

Develop a dedicated change management process. See Change management on page 141.

l

Define distinct roles and responsibilities. See RACI chart on page 14.

l

Validate cross-functional alignment. See Organizational alignment on page 18.

l

Track operational maturity. See Operational metrics on page 18.

1An

organization's vulnerability management program intersects with change management governance to
drive remediation activities. For example, when to run reports, implementation of remediation activities,
such as patching activities, as well as functional work schedules, such as the follow the sun model,
authorized maintenance windows, and change control activities.

Change management
Develop a tailored, dedicated change management process that aligns with the organizational vulnerability
management program to enable patching and configuration changes for a streamlined process using
Comply.
l

l

l

l

Update SLAs and align activities to key resources for Comply, where applicable. See Comply maturity and
RACI chart.
Designate change or maintenance windows for various scenarios, where applicable. For example, set up
third-party reporting technologies and integration with ticket systems, such as SIEM, Database Power BI,
and Tableau.

Identify internal and external dependencies to the vulnerability management process. For example,
achieve effective integrations with SIEM, Database Power BI, and Tableau with Comply.
Create a Tanium steering group (TSG) for discovery activities to expedite reviews and approvals of
processes that align with SLAs and vulnerability management processes, as applicable.

RACI chart
A RACI chart identifies the team or resource who is Responsible, Accountable, Consulted, and Informed, and
serves as a guideline to describe the key activities across the security, risk / compliance, and operations
teams. Every organization has specific business processes and IT organization demands. The following table
represents Tanium’s point of view for how organizations should align functional resources against
compliance and vulnerability management. Use the following table as a baseline example.
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Task

Establish a
Vulnerability
Management
Program

Security
Team

R/A

Risk /
Compliance
Team
R/A

Operations
Team

C

CISO

Rationale

I

Align to the
organizational
Vulnerability
Management Program,
which is used to make
Comply
implementation
decisions such as
report scheduling. For
example, whether the
schedules use the
"follow the sun"
model.
The organizational
Vulnerability
Management Program
is also used to make
decisions about
remediation needs
that are driven by
data provided by
Comply, such as:
a. Implementation of
remediation
activities, such as
patching
b. Authorized
maintenance
windows
c. Change control
activities

Report
verification:
define policy
report frequency

I

I

I

R/A

Define policy report
frequency in
alignment with any
regulatory
requirements.
Schedule reports in
Comply to meet the
frequency
requirements.

Report
verification:
define report
requirements
(regulatory)

I

I

I

R/A

Define policy
requirements in
alignment with any
regulatory
requirements. Create
reports in Comply to
meet the policy
requirements.
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Task

Security
Team

Risk /
Compliance
Team

Operations
Team

CISO

Rationale

Operationalize
report policies

R/A

I

I

C

Publish and distribute
the report policies
aligned to any
regulatory
requirements.

Execute report
policies

I

R/A

I

I

After policies are
created and
published, execute the
policies using Comply
to define targets for
reports, create
compliance profiles,
and identify a
vulnerability baseline.

Implement
configuration
compliance
reports

I

R/A

I

I

Implement the
policies for the
configuration
compliance workflow
by creating
configuration
compliance reports in
Comply.

Implement
vulnerability
reports

I

R/A

I

I

Implement the
policies for the
vulnerability
management
workflow by creating
vulnerability reports
in Comply.

Conduct report:
vulnerability
scan, remote
vulnerability
scan, and
configuration
compliance scan

I

R/A

I

I

Run reports against
identified targets
based on policies.

Report
validation:
distribute,
review, and take
action on
findings

I

R/A

I

C/I
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Take the results from
the report activities
and distribute, review,
and take action on the
findings. After the risk
report is completed,
the CISO team will
validate the risk
report results to
identify criticality to
implement controls,
where applicable.
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Task

Security
Team

Risk /
Compliance
Team

Operations
Team

CISO

Rationale

Remediate
findings: apply
patches

I

I

R/A

I

Changes to mitigate or
take action on
identified risks. For
example, use Tanium
Patch to install a
patch on an endpoint
to fix a vulnerability.

Remediate
findings: update
software

I

I

R/A

I

Changes to mitigate or
take action on
identified. For
example, use Tanium
Patch to update
software on an
endpoint to fix a
vulnerability.

Remediate
findings:
configuration
changes

I

I

R/A

I

Changes to mitigate or
take action on
identified risks that
will implement a
change in the
configuration of a
specific endpoint or
device. This change
may be a permanent
change from the
temporary controls
implemented or a new
change based on risk
report, such as using
Tanium to quarantine
a device or shutting
down a device.

Evaluate and
iterate on results

I

R/A

I

I

Operations and
Security teams inform
the Risk / Compliance
Team that controls
are applied so they
can verify the results.
Then, the workflow
starts over to
continually evaluate
risk posture in
security and
vulnerability
management.

© 2021 Tanium Inc. All Rights Reserved

Page 17

Tanium Comply Workflow

Organizational alignment
Successful organizations use Tanium across functional silos as a common platform for high-fidelity
endpoint data and unified endpoint management. Tanium provides a common data schema that enables
security, operations, and risk / compliance teams to assure that they are acting on a common set of facts
that are delivered by a unified platform.
In the absence of cross-functional alignment, functional silos often spend time and effort in litigating data
quality instead of making decisions on how to improve configuration compliance and reduce
vulnerabilities.

Operational metrics
Comply maturity
Managing compliance and vulnerability management programs successfully includes operationalization of
the technology and measuring success through key benchmarking metrics. The four key processes to
measure and guide operational maturity of your Tanium Comply program are as follows:
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Process

Description

Usage

how and when Tanium Comply is used in your organization, and is Tanium the sole tool or is it supplemented by
other tools, such as a remote assessment tool for network devices.

Automation

how automated Tanium Comply is, and how well is it used in automation of other systems

Functional Integration

how integrated Tanium Comply is across IT security, IT operations, patch and software deployment, and Asset
Management teams

Reporting

how is data from Tanium Comply used by people and systems within the organization

Benchmark metrics
In addition to the key compliance and vulnerability management programs, the key benchmark metric that
aligns to the operational maturity of the Tanium Comply program to achieve maximum value and success is
as follows:
Executive Metrics

Comply Coverage

Endpoints with Critical or High Vulnerabilities

Description

The number of endpoints in each of these categories:

Percentage of endpoints that have executed vulnerability
reports which found at least 1 critical or high severity
vulnerability.

l

l

l

Optimal: Endpoints where Comply is operational
Needs attention: Endpoints with an underlying issue
that might impact Comply, such as low disk space, out
of date scan engine, or out of date Comply tools
Unsupported: Endpoints with an operating system
version that is not supported by Comply

For steps to investigate endpoints that are categorized as
Needs Attention or Unsupported, see Monitor and
troubleshoot Comply Coverage.
For operating system and Tanium Client versions supported
by Comply, see Requirements.
Instrumentation

Uses the Comply - Coverage Status sensor to return
the number of endpoints where Comply is optimal, needs
attention, and is unsupported.

Number of endpoints that have had a vulnerability report
which resulted in 1 or more critical or high severity
vulnerabilities divided by the number of endpoints that
have run a vulnerability report.

Why this metric
matters

If you are not scanning all endpoints, then you are at risk.

If you have a significant number of endpoints with
outstanding high or critical vulnerabilities, you are at
greater risk.

Vulnerability Findings
Use vulnerability findings to aid in determining levels of compliance and remediation needs.
Vulnerability Level

Definition

High

Endpoint has at least 1 high vulnerability found

Medium

Endpoint has no high vulnerabilities but has at least 1 medium vulnerability found

Low

Endpoint has no high or medium vulnerabilities but has at least 1 low vulnerability found
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Vulnerability Level

Definition

Not scored

Endpoint has no high, medium, or low vulnerabilities but has at least 1 unscored vulnerability found

No Vulnerabilities

Endpoint has been scanned in the last 30 days with no vulnerabilities found

Not scanned

Endpoint has not been scanned in the last 30 days

Use the following table to determine the maturity level for Tanium Comply in your organization.
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Process

Metrics

Level 1
(Needs
improvement)

Level 2
(Below
average)

Level 3
(Average)

Level 4
(Above average)

Level 5
(Optimized)

Usage

Comply installed and
configured. One or
more users have
access and are asking
basic questions.

Third-party
components
uploaded and
deployments
created.

Configuration
compliance and
vulnerability
reports
configured.

Customized
configuration
compliance and
vulnerability reports
configured.

Custom
benchmarks
created and used
for
organizational
reports. Custom
vulnerability
sources
configured and
in use. Ongoing
maintenance of
checks and
standards.

Automation

Only manual, ad hoc
reports in use.

Only manual, ad
hoc reports in
use.

Automated,
recurring
configuration
compliance and
vulnerability
reports

Customized
configuration
compliance and
vulnerability reports
running. Documented
compliance and
vulnerability
management life cycle
with SLAs on mitigation
time frames.

Configuration
compliance and
vulnerability risk
data used as
input to threat
hunting
activities by
correlating risk
data with
security alerts to
determine risk
scoring for
environment.

Functional
integration

Comply installed, but
not
operationalization.

Trends boards
imported.

Trends boards
created to
manage and
track
vulnerability
reports.

Integration with thirdparty reporting
technologies, integration
with IT ticket systems,
automated workflow
with Tanium Patch for
approval and
deployment of patches,
automated export into
data
repository/warehouse)

Integration with
remediation
process and
capabilities.

Reporting

Manual; Reporting for
Operators only
through Comply

Manual; Export
of recurring
reports

Automated;
Export through
Tanium Connect

Automated; Third-party
technologies reporting
from Comply

Automated;
Third-party
technologies
reporting from
Comply

Compliance
Percentage

0-49%

51-65%

66-85%

86-95%

>95%

Comply
Coverage

0-49%

51-65%

66-85%

86-95%

>95%
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Comply requirements
Review the requirements before you install and use Comply.

Tanium dependencies
In addition to a license for Comply, make sure that your environment meets the following requirements.
Component
Tanium Core Platform

Requirement
l

l

Tanium™ Client

7.3.314.4250 or
later
7.4.1.1939 or
later

Any supported
version of Tanium
Client. For the
Tanium Client
versions supported
for each OS, see
Tanium Client User
Guide: Client
version and host
system
requirements.
If you use a client
version that is not
listed, certain
product features
might not be
available, or
stability issues can
occur that can only
be resolved by
upgrading to one of
the listed client
versions.
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Component

Requirement

Tanium Products

Comply requires the
specified minimum
versions to work
with the following
modules:
l

Tanium
Endpoint
Configuration
1.2 or later
Note: Endpoint
Configuration is
installed as part
of Tanium
Client
Management 1.5
or later.

l

l

l

l
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Tanium
Connect 4.10.5
or later
Tanium Interact
2.6 or later
Tanium Trends
3.6 or later
Tanium
Discover 3.0 or
later required
for remote
vulnerability
reports
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Component

Requirement

Computer groups

(Tanium Core
Platform 7.4.2 or
later only) When
you first log into
the Tanium Console
after installing the
Tanium Server, the
server automatically
imports the
computer groups
that Comply
requires:
l

All Computers

l

All Windows 10

l

l

l

All Windows
Server 2012 R2
All Windows
Server 2016
All Windows
Server 2019

l

All Red Hat 7

l

All Red Hat 8

l

All Ubuntu 18

l

All Ubuntu 19

l

All Ubuntu 20

l

All CentOS 7

l

All CentOS 8

l

l

l

All macOS
10.14
All macOS
10.15
All macOS 11.1

Endpoints
Supported operating systems
Tanium Client operating system support for Comply is the same as Tanium Client support (see Tanium
Client User Guide: Host system requirements) with the following exceptions.
Operating
System
Windows

Version

l

Windows 7 SP1 or later

l

Windows 2008 R2 SP1 or later
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Operating
System

Version

AIX

7.1.4 or later
The IBM XL C++ runtime libraries file set (xlC.rte), version 16.1.0.0 or later, and the IBM LLVM runtime libraries file set
(libc++.rte) must be installed. For installation instructions, see Tanium Client User Guide: Deploying the Tanium Client to
AIX endpoints.

Note the following:
l
l

Only Configuration Compliance reports are supported on AIX and Solaris endpoints.
You must use the CIS-CAT engine to run a compliance report that uses CIS benchmarks. You can use
the Tanium Scan Engine (powered by JovalCM) to run a compliance report that uses the DISA SCAP
Solaris benchmarks.

Disk space requirements
Endpoints must have at least 200 megabytes (MB) available in free disk space.

Scan engines
A scan engine evaluates endpoints for security configuration exposures and software vulnerabilities using
industry standard security benchmarks, vulnerability definitions, and custom compliance checks.
In Comply, the scan engine evaluates Open Vulnerability Assessment Language (OVAL) or Security Content
Automation Protocol (SCAP) content to determine endpoint compliance and vulnerability status. Comply
generates reports based on the results of this evaluation by the scan engine.
At least one scan engine is required to use Comply. Comply 2.3 and later includes Tanium Scan Engine
(powered by JovalCM) and Amazon Coretto Java Runtime Environment (JRE) versions 8.x and 11.x. Version
8.x is provided for use with supported Windows 32-bit endpoints, and version 11.x is provided for use with
supported 64-bit endpoints. Most organizations can use the Tanium Scan Engine and Amazon Coretto JRE
and do not need to upload any scan engines or JREs.
If needed, you can upload other scan engines to Comply. Comply supports the Tanium Scan Engine (which
is included by default), SCC (used by the United States government), and CIS-CAT scan engines. The
supported versions of the scan engines are listed in the Import Engine window and on this page: Reference:
Supported engines and JREs. Typically the most recent version plus the two previous versions are
supported.
The Amazon Coretto JRE is not currently supported on some distributions of Linux, AIX, and Solaris. If you
need to run a scan on an endpoint with one of these operating systems and do not want to use the existing
JRE on the endpoint, you can upload it to Comply. For best results, use Comply to install a JRE (rather than
using the existing JRE on the endpoint) so that you know which JRE is used to run scans.
Tanium Scan Engine and CIS-CAT also require PowerShell and do not work if PowerShell is in the
ConstrainedLanguage language mode.
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Operating system

Operating system
version

Supported JRE distributions and versions

Can deploy
using
Comply?

Microsoft Windows Server

Microsoft Windows Server
2008 and 2008 R2

Java version 8 distribution provided with Comply

Yes

Microsoft Windows Server
2012 and 2012 R2
Microsoft Windows Server
2016 and later
Microsoft Windows
Workstation

Microsoft Windows 7 and
later

macOS

OS X 10.11 El Capitan and
later
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l

Java version 8 distribution provided with Comply

l

Java version 8 distributions provided by Oracle

l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

Yes

Yes

Yes

Yes

Page 26

Operating system

Operating system
version

Linux

Amazon Linux 1 AMI
(2016.09, 2017.12, 2018.03)
Amazon Linux 2 LTS

Debian 6.x, 7.x
Debian 8.x and later

l

JRE provided with Comply

l

Java version 8 distributions provided by Amazon

l

JRE provided with Comply

l

Java version 8 distributions provided by Amazon

Java version 7 or 8 (preferred) distributions provided by Oracle
l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

Can deploy
using
Comply?
Yes

Yes

Yes6
Yes

Oracle Linux 5.x and later

Java version 7 or 8 (preferred) distributions provided by Oracle

Yes6

Red Hat Enterprise Linux
(RHEL) 5.x

Java version 7 or 8 (preferred) distributions provided by Oracle

Yes6

Red Hat Enterprise Linux
(RHEL) 6.x and later
CentOS 5.x
CentOS 6.x and later

SUSE Linux Enterprise
Server (SLES) 11.x
openSUSE 11.x

SUSE Linux Enterprise
Server (SLES) 12.x and
later
openSUSE 12.x and later

Ubuntu 12.04 - 13.x
Ubuntu 14.x and later

AIX1

Supported JRE distributions and versions

l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

Java version 7 or 8 (preferred) distributions provided by Oracle
l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

l

JRE provided with Comply

l

Java version 7 or 8 distributions provided by Oracle

l

JRE provided with Comply

l

Java version 7 or 8 distributions provided by Oracle

l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

Java version 7 or 8 distributions provided by Oracle
l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

Yes

Yes6
Yes

Yes6

Yes6

Yes

Yes

Yes6
Yes

IBM AIX 6.1 TL7SP10 and
later2

IBM JRE version 7.x or 8 (preferred)

Yes3

IBM AIX 7.1 TL1SP10 and
later2

IBM JRE version 7.x or 8 (preferred)

Yes3

OpenJDK JRE version 7 or 8 with the HotSpot JVM

Yes4

IBM JRE version 7.x or 8 (preferred)

Yes3

OpenJDK JRE version 7 or 8 with the HotSpot JVM

Yes4

IBM AIX 7.2
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Operating system

Operating system
version

Supported JRE distributions and versions

Can deploy
using
Comply?

Solaris5

Oracle Solaris 10 SPARC

Oracle JRE 7 or 8 (preferred)

Yes6

Oracle Solaris 10 x862

Oracle JRE 7 or 8 (preferred)

Yes6

Oracle Solaris 11 SPARC

Oracle JRE 7 or 8 (preferred)

Yes6

Oracle Solaris 11 x862

Oracle JRE 7 or 8 (preferred)

Yes6

1The

IBM JRE is usually already installed on AIX endpoints. Supported versions can be used with Comply scans.

264-bit

only.

3Only

IBM JRE 8 64-bit is supported for deployment through Comply. You must repackage the JRE before it can be deployed through Comply.
For details, see Repackage the IBM JRE for deployment to AIX endpoints.
4Only

version 8 is supported for deployment through Comply. Check the OpenJDK release site for supported service pack levels for a particular
OpenJDK JRE release: AdoptOpenJDK: Latest release.
5The

Oracle JRE is usually already installed on Solaris endpoints. Supported versions can be used with Comply scans.

6Only

version 8 is supported for deployment through Comply.

Note: Amazon Coretto Java Runtime Environment (JRE) version 8.x is provided for use with supported Windows 32-bit endpoints,
and version 11.x is provided for use with supported 64-bit endpoints. For more information, refer to Working with scan engines and
JREs on page 1.

For more information, see Working with scan engines and JREs on page 45.

Host and network security requirements
Specific processes are needed to run Comply.

Security exclusions
If security software is in use in the environment to monitor and block unknown host system processes, your
security administrator must create exclusions to allow the Tanium processes to run without interference.
Comply security exclusions
Target Device
Module Server

Notes

Process
<Module Server>\services\comply-service\node.exe
<Module Server>\services\comply-service\node_
modules\ovalindex\build\bin\ovalindex.exe

Windows endpoints

<Tanium Client>\Tools\Comply\TaniumExecWrapper.exe
<Tanium Client>\Tools\Comply\jre\bin\java.exe
<Tanium Client>\Tools\Comply\7za.exe
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Comply security exclusions (continued)
Target Device

Notes

Process
<Tanium Client>/Tools/Comply/TaniumExecWrapper

Linux/macOS/AIX
endpoints

<Tanium Client>/Tools/Comply/jre/bin/java
<Tanium Client>/Tools/Comply/7za
<Tanium Client>/Tools/Comply/xsltproc
<Tanium Client>/Tools/Comply/joval/Joval4Tanium.jar

Tanium Scan
Engine

<Tanium Client>/Tools/Comply/joval/Joval-Utilities.jar
<Tanium Client>/Tools/Comply/cis-cat/CIS-CAT.jar

CIS-CAT engine

SCC engine Windows endpoints

Linux only

<Tanium Client>/Tools/Comply/cis-cat/CIS-CAT.sh

Windows only

<Tanium Client>/Tools/Comply/cis-cat/CIS-CAT.BAT
<Tanium Client>\Tools\Comply\scc\cscc.exe
<Tanium Client>\Tools\Comply\scc\cscc32.exe
<Tanium Client>\Tools\Comply\scc\cscc64.exe
<Tanium Client>\Tools\Comply\scc\scc.exe
<Tanium Client>\Tools\Comply\scc\scc32.exe
<Tanium Client>\Tools\Comply\scc\scc64.exe

SCC engine Linux/macOS
endpoints

<Tanium Client>/Tools/Comply/scc/cscc
<Tanium Client>/Tools/Comply/scc/cscc.bin
<Tanium Client>/Tools/Comply/scc/scc
<Tanium Client>/Tools/Comply/scc/scc.bin

Note: For remote vulnerability reports, see Tanium Discover User Guide: Host and network security
requirements for Nmap security exclusions.
For best results, add a recursive security exclusion for the Tanium Client directory:
l

l

Windows endpoints: <Tanium Client>
This path is usually C:\Program Files (x86)\Tanium\Tanium Client.
Linux endpoints: /opt/Tanium/TaniumClient

If a recursive exclusion is not possible, ensure that your exclusion for the TaniumExecWrapper process
includes child processes. The path to this process is listed for each operating system in the preceding table.
Some engines use child processes to run scans, and those child processes must be allowed for Comply to
function.
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User role requirements
The following tables list the role permissions required to use Comply. For more information about rolebased access control (RBAC), role permissions, and associated content sets, see Tanium Core Platform User
Guide: Managing RBAC.
Comply user role permissions
Permission

Comply
Administrator

Comply
Operator

3

Comply
Deployment
Administrator

Comply
Report
Content
Administrator

Comply
Report
Administrator

Comply
Report
Reviewer

Comply
Custom
Check
Writer

Comply
Endpoint
Configuration
Approver 1 ,2

Show Comply
View the
Comply
workbench
Comply Report
Read
Review
report results
Comply Report
Write
Manage
reports
Comply Report
Content Read
Read
benchmarks,
custom
checks,
custom ID
mappings,
custom
profiles, and
vulnerability
sources
Comply Report
Content Write
Manage
benchmarks,
vulnerability
sources,
custom ID
mappings,
and custom
profiles
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Comply user role permissions (continued)
Permission

Comply
Administrator

Comply
Operator

3

Comply
Deployment
Administrator

Comply
Report
Content
Administrator

Comply
Report
Administrator

Comply
Report
Reviewer

Comply
Custom
Check
Writer

Comply
Endpoint
Configuration
Approver 1 ,2

Comply
Deployment
Read
Review
deployments
and engines
Comply
Deployment
Write
Manage
deployments
and engines
Comply Custom
Check Write
Manage
custom
checks
Comply Endpoint
Configuration
Approve
Enables
approver
privileges in
Tanium
Endpoint
Configuratio
n for Comply
changes
1 This role

provides module permissions for Tanium Endpoint Configuration. For more information, see the Tanium Endpoint Configuration
User Guide: User role requirements.
2If

you installed Tanium Client Management, Endpoint Configuration is installed, and by default, configuration changes initiated by the
module service account (such as tool deployment) require approval. You can bypass approval for module-generated configuration changes by
applying the Endpoint Configuration Bypass Approval permission to this role and adding the relevant content sets. For more information,
see Tanium Endpoint Configuration User Guide: User role requirements.
3 This role

provides module permissions for Tanium Trends. You can view which Trends permissions are granted to this role in the Tanium
Console. For more information, see Tanium Trends User Guide: User role requirements.

© 2021 Tanium Inc. All Rights Reserved

Page 31

Provided Comply Advanced user role permissions for Tanium 7.1.314.3071 or later
Permissions

Content Set
for
Permission

Comply
Administrator

Comply
Operator

Comply
Deployment
Administrator

Comply
Report
Content
Administrator

Comply
Report
Administrator

Comply
Report
Reviewer

Comply
Custom
Check
Writer

Ask Dynamic
Questions
Read Sensor

Reserved

Read Sensor

Comply
Deployment

Read Sensor

Comply
Reporting

Read Action

Comply
Deployment

Read Action

Comply
Reporting

Write Action

Comply
Deployment

Write Action

Comply
Reporting

Write Action
For Saved
Question

Comply
Reporting

Execute
Plugin

Comply

Write Package

Comply
Deployment

Write Package

Comply
Reporting

Read Saved
Question

Comply
Reporting

Write Saved
Question

Comply
Deployment

Write Saved
Question

Comply
Reporting
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Installing Comply
Use the Tanium Solutions page to install Comply and choose either automatic or manual configuration:
l

l

Automatic configuration with default settings (Tanium Core Platform 7.4.2 or later only): Comply is
installed with any required dependencies and other selected products. After installation, the Tanium
Server automatically configures the recommended default settings. This option is the best practice
for most deployments. For details about the automatic configuration for Comply, see Import and
configure Comply with default settings on page 33.
Manual configuration with custom settings: After installing Comply, you must manually configure
required settings. Select this option only if Comply requires settings that differ from the
recommended default settings. For more information, see Import and configure Comply with custom
settings on page 34.

Best Practice: Use the Automatic configuration with default settings option.

Before you begin
l

Read the release notes.

l

Review the Comply requirements on page 22.

l

If you are upgrading from a previous version, see Upgrade Comply.

Import and configure Comply with default settings
When you import Comply with automatic configuration, the following default settings are configured:
l

The Comply service account is set to the account that you used to import the module.

l

Computer groups that Comply requires are imported:
l

All Computers

l

All Windows 10

l

All Windows Server 2012 R2

l

All Windows Server 2016

l

All Windows Server 2019

l

All Red Hat 7

l

All Red Hat 8

l

All Ubuntu 18

l

All Ubuntu 19
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l

All Ubuntu 20

l

All CentOS 7

l

All CentOS 8

l

All macOS 10.14

l

All macOS 10.15

l

The Comply action group is set to the computer group All Computers.

l

Comply tools and the Tanium Scan Engine (powered by JovalCM) are deployed to endpoints.

l

Default configuration compliance and vulnerability reports are created for each operating system.

l

Scans begin to run after the installation completes.
Note: Deployments begin immediately after module installation. The Distribute over setting
for the deployments is set to three minutes. After the three minute distribution window
completes, reports will run. The Distribute over setting for reports is also three minutes.

To import Comply and configure default settings, be sure to select the Apply Tanium recommended
configurations check box while performing the steps in Tanium Console User Guide: Manage Tanium
modules. After the import, verify that the correct version is installed: see Verify Comply version on page 43.

Import and configure Comply with custom settings
To import Comply without automatically configuring default settings, be sure to clear the Apply Tanium
recommended configurations check box while performing the steps in Tanium Console User Guide:
Manage Tanium modules. After the import, verify that the correct version is installed: see Verify Comply
version on page 43.
Reports and statistics on the Comply Home page might not be updated immediately with current results
since this data is updated every 10 minutes.
Best Practice: Verify that the Tanium Comply action group is set to All Computers:
1. From the Main menu, click Actions > Scheduled Actions.
2. In the list of action groups, click Tanium Comply.
3. Verify that the Computer Group Targets parameter is set to All Computers. If needed, click
Edit to update the action group.

Configure Comply for an air-gapped environment
When your Tanium Server is in an air-gapped environment, the server cannot download the Tanium Engines
or Tanium Vulnerability Library files from the internet. You must configure Comply for an air-gapped
environment and upload these files to Comply.
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1. From the Comply Home page, click Settings

.

2. On the General tab, find the is_airgapped setting and click Edit.

3. In the Edit Setting window, enter true in the Value field.

4. Click Save.
Note: If you edit the is_airgapped setting back to false, you must restart Comply for the
Tanium Vulnerability Library (TVL) to update properly.
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UPLOAD THE TANIUM ENGINES PACKAGE

1. From the Comply menu, click Setup > Configuration and go to the Engines tab.
2. Click Upload Engines Package.

3. Download the air gap ZIP file from the following link indicated in the Upload Tanium Engines Airgap
Archive window (https://content.tanium.com/files/published/comply-engines/engines.cgz) using a
machine that can connect to the internet and save it on the air-gapped machine.
4. Click Select Engines Package File, select the engines.cgz file from the location where you saved
it on the air-gapped machine, and click Open.
5. Click Upload.
6. After your upload is complete, click Close.
UPLOAD THE TANIUM VULNERABILITY LIBRARY FILES

1. From the Comply menu, click Standards > Vulnerability to open the Vulnerability Standards page.
2. Click Upload Airgap Zip.

3. Download the air gap ZIP file from the link indicated in the Upload TVL Airgap Zip window
(https://content.tanium.com/files/published/tvl/Comply-Standards-Airgap-v1.zip) using a machine
that can connect to the internet and save it on the air-gapped machine.
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4. Click Select File, select the Comply-TVL-Airgap-pkg.zip file from the location where you saved it on
the air-gapped machine, and click Open.
5. Click Upload.
6. After your upload is complete, click Close on the Upload TVL Airgap Zip window. Allow
approximately five minutes for Comply to update the vulnerability benchmarks. If you expand a
vulnerability source, you will see the Type indicated as Local as well as a completed count of CVEs
after the benchmarks are successfully updated from the uploaded air gap ZIP file.

Configure the service account
You must create and configure a Comply service account to run background Comply functions, such as
populating Home page data.
This user must have the following roles and access configured:
l
l

l

The Comply Administrator role. For more information, see User role requirements on page 30.
Access granted to any computer groups that provide input to Comply reports. For more information
about assigning computer groups to a user, see Tanium Core Platform User Guide: Assign computer
groups to a user.
If you installed Tanium Client Management, Endpoint Configuration is installed, and by default,
configuration changes initiated by the module service account (such as tool deployment) require
approval. You can bypass approval for module-generated configuration changes by applying the
Endpoint Configuration Bypass Approval permission to this role and adding the relevant content
sets. For more information, see Tanium Endpoint Configuration User Guide: User role requirements.
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1. From the Comply Overview page, click Settings

. Click the Service Account tab.

2. Enter the Tanium credentials and click Save.
Note: Another way to configure the service account is by clicking Configure Now in the
yellow banner that displays if the service account is not configured.

Upload scan engines and JREs
A scan engine evaluates endpoints for security configuration exposures and software vulnerabilities using
industry standard security benchmarks, vulnerability definitions, and custom compliance checks.
In Comply, the scan engine evaluates Open Vulnerability Assessment Language (OVAL) or Security Content
Automation Protocol (SCAP) content to determine endpoint compliance and vulnerability status. Comply
generates reports based on the results of this evaluation by the scan engine.
At least one scan engine is required to use Comply. Comply 2.3 and later includes Tanium Scan Engine
(powered by JovalCM) and Amazon Coretto Java Runtime Environment (JRE) versions 8.x and 11.x. Version
8.x is provided for use with supported Windows 32-bit endpoints, and version 11.x is provided for use with
supported 64-bit endpoints. Most organizations can use the Tanium Scan Engine and Amazon Coretto JRE
and do not need to upload any scan engines or JREs.
If needed, you can upload other scan engines to Comply. Comply supports the Tanium Scan Engine (which
is included by default), SCC (used by the United States government), and CIS-CAT scan engines. The
supported versions of the scan engines are listed in the Import Engine window and on this page: Reference:
Supported engines and JREs. Typically the most recent version plus the two previous versions are
supported.
The Amazon Coretto JRE is not currently supported on some distributions of Linux, AIX, and Solaris. If you
need to run a scan on an endpoint with one of these operating systems and do not want to use the existing
JRE on the endpoint, you can upload it to Comply. For best results, use Comply to install a JRE (rather than
using the existing JRE on the endpoint) so that you know which JRE is used to run scans.
Tanium Scan Engine and CIS-CAT also require PowerShell and do not work if PowerShell is in the
ConstrainedLanguage language mode.
In the Configuration Progress section, click the Upload Engine/JRE step and then click Comply Engines
to open the Manage Engines page. For more information about uploading engines and JREs from this page,
see Uploading scan engines and JREs.

Create deployments
You must have the Comply Deployment Administrator role to create deployments. For more information
about Comply roles, see User role requirements on page 30.
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Create deployments based on the architecture and platform of the targeted endpoints to deploy engines and
JREs to endpoints on a schedule. For example, you might want to create the following deployments:
l

Windows 64-bit

l

Windows 32-bit

l

macOS 64-bit

l

Linux 64-bit

Best Practice:
l Ensure that the computer groups targeted by each deployment include all applicable
endpoints. Review the deployments to confirm that no computer groups are missing.
l

Ensure that deployment are created for all possible architectures (bitness) and platforms. For
example, some environments still contain 32-bit Linux and Windows endpoints. These
endpoints require specific deployments.

For steps to create a deployment, see Working with deployments.

Create a remote scan profile
You can find vulnerabilities on unmanaged endpoints in your environment by creating a remote
vulnerability report. To create remote vulnerability reports in Comply, you must use the Discover module.
Before you can run a remote vulnerability report, you must configure a remote scan profile.
IMPORTANT: For Comply 2.7 or later, you must use Discover 4.0 or later.
If you are using Discover 3.0 or later with Comply 2.6 or earlier, proceed to the subsequent steps. If you are
using Discover 2.9.0 - 2.11.1, complete these steps before you proceed to the subsequent steps: Configuring
Discover 2.9.0 - 2.11.1 for use with Comply.
Note: Remote vulnerability reports are not supported with the CIS-CAT scan engine.
BEFORE YOU BEGIN

Confirm that the Discover configuration is complete. For more information, see Discover User Guide:
Installing Discover.
To create or edit a remote scanning profile, you must have either the Discover Administrator role or the
Discover Profile Write privilege.
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CREATE A REMOTE SCANNING PROFILE

Create a remote scanning profile to specify the computer groups that you want to target with the scan and
how often the scan runs.
1. From the Comply menu, click Setup > Remote Profiles.
2. Click Create Profile.
3. Configure the profile.
a. Name: Specify a name for the profile.
b. Targeting: Select the computer group that you want to target with this profile. Targeting
determines the networks to include and exclude from the scan.
l Isolated Subnets/Systems: Select this check box to prevent devices that have no peers
from performing scans.
l

l

l

Specific Exclusions: Enter IP addresses to be excluded from scans. These can be single
addresses, address ranges, or comma-separated CIDRs.
VPN Exclusions: Enter VPN networks to be excluded from scans. These can be single
addresses, address ranges, or comma-separated CIDRs.
Zone Exclusions: Enter zone servers to be excluded from scans. These can be IP
addresses or host names separated by commas.

c. Scan Frequency: Specify how often you want the scan to run.
d. Port Specification:
By default, the Network Mapper utility (Nmap) scans the top 1000 most commonly used TCP
ports. If needed, you can customize the ports that are scanned during the discovery process
and the source ports from which clients run scans.
l Target Ports: Specify the TCP ports that you want to scan: Top 1000 Ports, Top 1000
Ports plus specified ports, or Only Specified Ports.
l

l

Excluded Ports: Specify a list of TCP ports to exclude from the ports scanned. These
ports are excluded from all types of scans.
Requested Source Port: Specify a source port from which Nmap on clients attempts to
run scans.
Note: Nmap honors this request if possible, but might use other ports when
necessary.

4. Click Create Profile.
CREATE THE REPORT

Comply is now configured to run a remote vulnerability report. For more information about creating a
remote vulnerability report, see Create a remote vulnerability report.
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Restrict report visibility
By default, users with the Comply Report Reviewer role can see all reports, even reports that target
computer groups for which the user does not have management rights.
If you want users to only see reports that target computer groups for which they have management rights,
set the report_mr_enabled setting to true. When you enable this setting, users can only see reports when
they have management rights to all computer groups that the report targets. If a report targets multiple
computer groups, but the user does not have management rights to one or more of the targeted computer
groups, the user cannot see the report.
1. From the Comply Overview page, click Settings

.

2. On the General tab, find the the report_mr_enabled setting and click Edit.

3. In the Edit Setting window, enter true in the Value field.
4. Click Save.
The change takes effect immediately and does not require you to restart Comply.

Create reports
From the Comply menu, click Reports to open the Reports page. From this page, you can create
configuration compliance reports, vulnerability reports, and remote vulnerability reports. You can also view
and update existing reports.
For more information about reports, see:
l

Creating reports

l

Working with reports

© 2021 Tanium Inc. All Rights Reserved

Page 41

Manage solution configurations with Tanium Endpoint Configuration
Tanium Endpoint Configuration delivers configuration information and required tools for Tanium Solutions
to endpoints. Endpoint Configuration consolidates the configuration actions that traditionally accompany
additional Tanium functionality and eliminates the potential for timing errors that occur between when a
solution configuration is made and the time that configuration reaches an endpoint. Managing
configuration in this way greatly reduces the time to install, configure, and use Tanium functionality, and
improves the flexibility to target specific configurations to groups of endpoints.
Note: Endpoint Configuration is installed as a part of Tanium Client Management. For more
information, see the Tanium Client Management User Guide: Installing Client Management.
Additionally you can use Endpoint Configuration to manage configuration approval. For example,
configuration changes are not deployed to endpoints until a user with approval permission approves the
configuration changes in Endpoint Configuration. For more information about the roles and permissions
that are required to approve configuration changes for Comply, see User role requirements on page 30.
To use Endpoint Configuration to manage approvals, you must enable configuration approvals.
1. From the Main menu, go to Administration > Shared Services > Endpoint Configuration to open
the Endpoint Configuration Overview page.
2. Click Settings

and click the Global tab.

3. Select Enable configuration approvals, and click Save.
For more information about Endpoint Configuration, see Tanium Endpoint Configuration User Guide.

Manage dependencies for Tanium solutions
When you start the Comply workbench for the first time, the Tanium console ensures that all of the
required dependencies for Comply are installed at the required version. You must install all required Tanium
dependencies before the Comply workbench can load. A banner appears if one or more Tanium
dependencies are not installed in the environment. The Tanium Console lists the required Tanium
dependencies and the required versions.
1. From the Main menu, go to Administration > Configuration > Solutions.
2. Select the required solutions, click Import Selected, and then click Begin Import. When the import
is complete, you are returned to the Tanium Solutions page.
3. From the Main menu, go to Modules > Comply to open the Comply Overview page after you import
all of the required Tanium dependencies.
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Upgrade Comply
For the steps to upgrade Comply, see Tanium Console User Guide: Manage Tanium modules. After the
upgrade, verify that the correct version is installed: see Verify Comply version on page 43.

Verify Comply version
After you import or upgrade Comply, verify that the correct version is installed:
1. Refresh your browser.
2. From the Main menu, go to Modules > Comply to open the Comply Overview page.
3. To display version information, click Info
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Configuring Comply
The following settings are configured by default:
l

The Comply action group is set to the computer group All Computers.

l

Comply tools and the Tanium Scan Engine (powered by JovalCM) are deployed to endpoints.

Configure Comply action group
By default, the Comply action group is set to the All Computers. You can update the action group if
needed.
1. From the Tanium console, got to Administration > Actions > Action Groups.
2. Select Tanium Comply and click Edit to update the action group.

Manage solution configurations with Tanium Endpoint Configuration
Tanium Endpoint Configuration delivers configuration information and required tools for Tanium Solutions
to endpoints. Endpoint Configuration consolidates the configuration actions that traditionally accompany
additional Tanium functionality and eliminates the potential for timing errors that occur between when a
solution configuration is made and the time that configuration reaches an endpoint. Managing
configuration in this way greatly reduces the time to install, configure, and use Tanium functionality, and
improves the flexibility to target specific configurations to groups of endpoints.
Note: Endpoint Configuration is installed as a part of Tanium Client Management. For more
information, see the Tanium Client Management User Guide: Installing Client Management.
Additionally you can use Endpoint Configuration to manage configuration approval. For example,
configuration changes are not deployed to endpoints until a user with approval permission approves the
configuration changes in Endpoint Configuration. For more information about the roles and permissions
that are required to approve configuration changes for Comply, see User role requirements on page 30.
To use Endpoint Configuration to manage approvals, you must enable configuration approvals.
1. From the Main menu, go to Administration > Shared Services > Endpoint Configuration to open the
Endpoint Configuration Overview page.
2. Click Settings

and click the Global tab.

3. Select Enable configuration approvals, and click Save.
For more information about Endpoint Configuration, see Tanium Endpoint Configuration User Guide.
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Working with scan engines and JREs
A scan engine evaluates endpoints for security configuration exposures and software vulnerabilities using
industry standard security benchmarks, vulnerability definitions, and custom compliance checks.
In Comply, the scan engine evaluates Open Vulnerability Assessment Language (OVAL) or Security Content
Automation Protocol (SCAP) content to determine endpoint compliance and vulnerability status. Comply
generates reports based on the results of this evaluation by the scan engine.
At least one scan engine is required to use Comply. Comply 2.3 and later includes Tanium Scan Engine
(powered by JovalCM) and Amazon Coretto Java Runtime Environment (JRE) versions 8.x and 11.x. Version
8.x is provided for use with supported Windows 32-bit endpoints, and version 11.x is provided for use with
supported 64-bit endpoints. Most organizations can use the Tanium Scan Engine and Amazon Coretto JRE
and do not need to upload any scan engines or JREs.
If needed, you can upload other scan engines to Comply. Comply supports the Tanium Scan Engine (which
is included by default), SCC (used by the United States government), and CIS-CAT scan engines. The
supported versions of the scan engines are listed in the Import Engine window and on this page: Reference:
Supported engines and JREs. Typically the most recent version plus the two previous versions are
supported.
The Amazon Coretto JRE is not currently supported on some distributions of Linux, AIX, and Solaris. If you
need to run a scan on an endpoint with one of these operating systems and do not want to use the existing
JRE on the endpoint, you can upload it to Comply. For best results, use Comply to install a JRE (rather than
using the existing JRE on the endpoint) so that you know which JRE is used to run scans.
Tanium Scan Engine and CIS-CAT also require PowerShell and do not work if PowerShell is in the
ConstrainedLanguage language mode.
You must have the Comply Deployment Administrator role to import scan engines. For more information
about Comply roles, see User role requirements on page 30.

Default Targeting
When first setting up Comply, you are prompted to choose one of the following on the Engines page:
l

Use Default Targeting - If you select this option, engines are deployed to all endpoints in the
Comply action group.
If you are upgrading Comply and select Use Default Targeting, old engines will not be
removed.
Note that the engine selection is for the latest Corretto version. Comply will use version 11 for
the platforms that support it and version 8 for platforms that do not support version 11.
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l

Do Not Use Default Targeting - If you select this option, you must manually choose computer
groups for each engine.

Download and import the CIS engine
Note: Comply 2.3 and later includes Tanium Scan Engine (powered by JovalCM). Most organizations
can use the Tanium Scan Engine and do not need to upload the CIS engine.
1. Go to https://workbench.cisecurity.org and log in or register if this is the first time you are using CIS
Security benchmarks.
2. After you log in, click Downloads to go to the Downloads page to download the latest ciscat-fullbundle-<version>.zip file. See Reference: Supported engines and JREs on page 117 for the
latest version of this file supported by Comply.
3. In Comply, select Configuration under the Setup menu.
4. On the Engines tab, click Import Engine.
5. In the Engine Type drop-down menu, select CIS-CAT.
6. Check Benchmarks to import the benchmarks in the bundle into Comply. For best results, check this
option. This option is enabled by default the first time you upload the CIS-CAT bundle.
7. Uncheck Engine if you have already imported the required scan engine and you only want to import
benchmarks (see note below).
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8. Click Select File to select the ZIP file you downloaded from CIS.
9. Click Import.

Note: For the CIS-CAT scan engine to work, you must also install the JRE package. See Upload a Java
Runtime Environment (JRE) package on page 49.
To upgrade your benchmarks when CIS releases a new version of the bundle, select Benchmarks
only. This is how new, updated benchmarks are imported into Comply in bulk. Existing reports and
benchmarks will not be affected by this process, and the benchmarks used in these reports are not
automatically upgraded to the new versions of the respective benchmarks.

IMPORTANT: If you are using CIS-CAT with Comply 1.3.2 or older, you must upgrade to Comply 1.3.3
or later for the CIS-CAT engine to work properly. See Issues with CIS-CAT for Comply 1.3.2 or earlier
on page 109.

Download and import the SCC scan engine
SCC is the scan engine used by the United States government; it is not available to the general public. If you
are part of a government organization, contact Tanium support about how to obtain the appropriate SCC
bundles. See Contact Tanium Support on page 116.
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Note: Within each SCC ZIP file, there is another ZIP file (on Windows) or a TGZ file (on Linux/macOS).
Comply will accept these inner ZIP or TGZ files as well as the original ZIP archive. This reduces the
amount of data in half that you must upload.
1. Select Setup > Configuration .
2. On the Engines tab, click Import Engine.

3. In the Engine Type drop-down menu, select SCC .
4. Select content: Benchmarks and/or Engines.
5. Click Browse to select the SCC bundle that you would like to upload.
6. Click Import.
Note: Some SCC bundles come packaged with DISA STIG benchmarks. To import these, be sure to
check Benchmarks. Not all SCC bundles include this content.
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TARGET COMPUTER GROUPS

1. On the Engines tab, hover over an engine and click the Edit icon

that appears.

2. Select endpoints to receive this engine by choosing one of the following:
l Default: Default targeting uses the Comply action group.
l

l

Custom Targeting: Choose this option to build your own groupings. Use the And/Or buttons
to build upon or narrow your selection. Use the Row button to add a new row to the group.
Use the Grouping button to build another And/Or combination for targeting. When finished,
click Apply for each selection and then click Save.
Do not distribute to endpoints: Choose this option to prevent the engine from being
distributed to endpoint systems.

Upload a Java Runtime Environment (JRE) package
Note: The Amazon Coretto Java Runtime Environment (JRE) is included with Comply 2.3 and later.
This JRE is supported on Windows, macOS, and most distributions of Linux. If you use this JRE, you
do not need to upload any JREs to Comply.
The Amazon Coretto JRE is not currently supported on some distributions of Linux, AIX, and Solaris. If you
need to run a scan on an endpoint with one of these operating systems and do not want to use the existing
JRE on the endpoint, you can upload it to Comply. For best results on these operating systems, upload a
JRE and use Comply to install that JRE (rather than using the existing JRE on the endpoint) so that you
know which JRE is used to run scans.
If you need to upload a JRE to Comply, download the appropriate JRE package for each platform and
architecture required for the endpoints in your environment. For a list of the supported JRE distributions
and versions, see Java Runtime Environment.
If you upload an Oracle JRE, both the standard JRE and server JRE packages are supported. Because the
underlying binary files that Comply uses are the same for both packages, you can upload only one package
(standard JRE or server JRE) for a particular platform/architecture. Either package can be used for scanning
all endpoints (workstations and servers) on the associated platform. You can upload only the TGZ or ZIP
packages to Comply. Be sure to download the TGZ or ZIP packages, not the EXE, RPM, or DMG files.
Download the JRE packages from the following URL:
http://www.oracle.com/technetwork/java/javase/downloads/index.
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Import JREs
1. From the Comply menu, select Setup > Configuration.
2. On the JREs tab, click Import JRE.

3. Click Browse to select one of the JRE, TGZ, or ZIP files that you downloaded earlier.
4. Click Import.
To remove a scan engine or JRE, select it and click Remove. You cannot remove the Tanium Scan Engine
(powered by JovalCM) or the JREs that are included with Comply.
TARGET COMPUTER GROUPS

1. On the JREs tab, hover over an engine and click the Edit icon

that appears.

2. Select endpoints to receive this engine by choosing one of the following:
l Default: Default targeting uses the Comply action group.
l

l

Custom Targeting: Choose this option to build your own groupings. Use the And/Or buttons
to build upon or narrow your selection. Use the Row button to add a new row to the group.
Use the Grouping button to build another And/Or combination for targeting. When finished,
click Apply for each selection and then click Save.
Do not distribute to endpoints: Choose this option to prevent the engine from being
distributed to endpoint systems.

Import Custom Settings
1. From the Comply menu, select Setup > Configuration.
2. In the Custom Settings tab, click Customize or Add Custom Settings.
3. In the Create Custom Settings window, set the following:
l CPU Count : Set a maximum number of CPUs for scanning. The default recommendation is 1 CPU.
l

Java Heap Size: Set the maximum amount of Java heap memory used for scanning. The default
recommendation is 512 MB.
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l

l

Distribute Downloads Over (Minutes): To distribute network load for downloading engines and
Java runtimes to endpoints, set a delay time-frame. By default, this is set to zero, which disables
the setting.
Targeting: Select endpoints to receive these customized settings. Select Default or Custom
Targeting.
o Custom Targeting: Choose this option to build your own groupings. Use the And/Or
buttons to build upon or narrow your selection. Use the Row button to add a new row to
the group. Use the Grouping button to build another And/Or combination for targeting.
When finished, click Apply for each selection.

4. Click Save.

Updating the Tanium Engines
If updates are available for the Tanium Scan Engine (powered by JovalCM) or Amazon Coretto JREs that are
included with Comply, a yellow banner displays on the Comply Main page that says Updates are available
for one or more engines. Click the Update Now link to open the Manage Engines page.
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Click the Download Engine Update button on the Manage Engines page to update the engines to the latest
version.

Upload the Tanium Engines package for air-gapped environments
Tanium Scan Engine (powered by JovalCM) and Amazon Coretto Java Runtime Environment (JRE) are
included with Comply 2.3 and later. If you are working in an air-gapped environment and you want to use
these engines, you must configure that setting in Comply and then upload the Tanium Engines file. For the
steps to configure Comply for an air-gapped environment, see Configure Comply for an air-gapped
environment.
1. After you specify that you are working in an air-gapped environment, click Setup > Configuration to
open the Engines page.
2. Click Upload Engines Package.

3. Download the air gap ZIP file from the link indicated in the Upload Tanium Engines Airgap Archive
window (https://content.tanium.com/files/published/comply-engines/engines.cgz) using a machine
that can connect to the internet and save it on the air-gapped machine.
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4. Click Select File, select the engines.cgz file from the location where you saved it on the air-gapped
machine, and click Open.
5. Click Upload.
6. After your upload is complete, click Close.
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Setting up Endpoints
Scan endpoints by configuring engines for targeted computer groups.

Configure engines
Target deployments to computer groups based on the architecture and platform of the targeted endpoints
to deploy engines and JREs to endpoints on a schedule. For example, you might want to create the
following deployments:
l

Windows 64-bit

l

Windows 32-bit

l

macOS 64-bit

l

Linux 64-bit

Best Practice:
l Ensure that the computer groups targeted by each deployment include all applicable
endpoints. Review the deployments to confirm that no computer groups are missing.
l

Ensure that deployments are created for all possible architectures (bitness) and platforms. For
example, some environments still contain 32-bit Linux and Windows endpoints. These
endpoints require specific deployments.

By default, Tanium provides the Tanium Scan Engine (powered by JovalCM), but if you uploaded another
supported engine, you can select that engine. For more information on scan engines, see Working with scan
engines and JREs.
1. Go to Setup > Configuration.
2. In the Engines tab, do the following:

3. Click

for an engine in the list to open the targeting window.

4. Select Computer Groups you want to target.
l Default: Default targeting uses the Comply action group.
l

l

Custom Targeting: Choose this option to build your own groupings. Use the And/Or buttons
to build upon or narrow your selection. Use the Row button to add a new row to the group.
Use the Grouping button to build another And/Or combination for targeting. When finished,
click Apply for each selection and then click Save.
Do not distribute to endpoints: Choose this option to prevent the engine from being
distributed to endpoint systems.
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5. Click Save.
The Encrypt JRE option is selected by default. This option encrypts the ZIP file on the endpoint that
contains the JRE and prevents access to the JRE. When you use JRE encryption, reports that require
the JRE distribute a key file to decrypt the JRE. After the report runs, the key file and decrypted JRE
are removed. The encrypted JRE remains and is used the next time it is required. On the Reports
page, any report with an encrypted JRE will show a lock next to that engine.

If a JRE encryption key is lost or overwritten, you can recreate the JRE encryption key. See Recreate
JRE encryption key on page 110.

Custom settings
Set limits for engines on endpoints using targeting.
On the Setup > Configuration page, select the Custom Settings tab.
Note: The default configuration with suggested "best practice" parameters is displayed:
l For CPU Count, 1 CPU is selected.
l

For Java Heap Size, a default value 768 MB is set.

l

For Distribute Downloads, 0 is the value.

l

For Targeting, Default is selected for the action group.

1. To create a custom configuration, click the Customize button to set the following:
l CPU Count - Select the maximum number of CPUs for scanning.
l
l

l

Java Heap Size - Set limits for the amount of Java heap memory consumed for scanning.
Distribute Downloads - Set a randomized time, in minutes, for endpoint downloads to take place
in order to reduce network load. If you set this value to 0 minutes, there is no randomization.
Custom Targeting - Use the Row and Grouping buttons to select computer groups for targeting.
Also use the And and Or buttons to widen or narrow the group of targeted systems.
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2. Click Save.
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Working with benchmarks and vulnerability
sources
You must have the Comply Report Content Administrator role to read and write configuration compliance
benchmarks and vulnerability sources. For more information about Comply roles, see User role
requirements on page 30.
Note: Comply 2.4 and later includes several Tanium Certified benchmarks. These benchmarks have a
tanium-certified label. You can use these benchmarks only with the Tanium Scan Engine (powered
by JovalCM).
If you want to use other benchmarks or scan engines, you must import them. See Download and
import the CIS engine on page 46 and Download and import the SCC scan engine on page 47 for
instructions on how to import or upgrade benchmarks in bulk.

Configuration compliance benchmarks
Importing individual benchmarks and assigning categories
You can import benchmarks in Comply that have the following file formats:
l

Split XCCDF format: XCCDF file, OVAL file, CPE, and CPE-dictionary

l

Single SCAP 1.2 datastream single file

l

Multiple ZIP files containing split XCCDF files

Use categories and labels to group the benchmarks. You can filter the list of benchmarks on the Standards
> Compliance page by category and label.
1. On the Standards > Compliance page, click the Import Compliance Standards button
configuration compliance benchmarks.

to import

2. Provide a Description for the benchmark.
3. In the Category drop-down list, select an existing category or click Create new category... to create a
category to assign to the benchmark.
a. If you created a category, enter a name for your new category in the New Benchmark Category
window, and click Save.
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Note: When benchmarks are imported with an engine, such as CIS-CAT or SCC, they are
automatically assigned the applicable category. By default, new benchmarks are assigned the
Imported category.
4. (Optional) Enter custom labels in the Labels field to describe the benchmark.
5. Click Select Files and select the benchmark files.
6. Click Import.

FILTER STANDARDS BY CATEGORY

You can filter benchmarks by category on the Standards > Compliance page by selecting a category from
the Filter arrow and choosing from the Label drop-down list.
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CHANGE A STANDARDS CATEGORY OR LABEL

1. On the Standards > Compliance page, hover over a benchmark to show the Edit icon. Click this icon.

2. In the Standard Metadata window, select a different Category and, if needed, edit the Labels for the
benchmark.
3. Click OK.
CREATE A STANDARDS CATEGORY

1. From the Comply Setup page, click Compliance.
2. Click Create Profile.

3. In the Standards Profile window, enter a title and a description.
4. Select a Benchmark and click Create.
DELETE STANDARDS CATEGORIES

1. From the Comply Setup menu, click Compliance.
2. On the Custom Profiles tab, click Delete

next to the category you want to delete.

3. Click OK.

Filtering benchmarks
Use the Label Filter field at the top right of the Standards > Compliance page to filter the benchmarks.
Begin entering text to see a list of available labels or click the X next to an existing label to remove it from
the list of filters.
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Comply 2.4 and later includes several Tanium Certified benchmarks. These benchmarks have a taniumcertified label. You can use these benchmarks only with the Tanium Scan Engine (powered by JovalCM).
Benchmarks with a verified label were tested and confirmed to work with Comply. Only verified
benchmarks display by default. Benchmarks with a yellow unverified label were not tested with Comply.
This label does not mean that the benchmark does not work with Comply. Benchmarks with a red
unsupported label do not work with Comply.

Viewing configuration compliance standard profiles and creating reports
1. In Standards > Compliance, click Expand

to see the details of a configuration compliance standard.

2. In the Profiles section, click the Create Report link next to a benchmark profile to create a report for
that profile.
Note: Click the Create Report button at the top to create a report for the first profile listed.
The Create Configuration Compliance Report page opens. For the steps to create a configuration
compliance report, see Create a configuration compliance report.

Vulnerability sources
Click Standards > Vulnerability to open the Vulnerability Standards page.

Default vulnerability sources
Expand Tanium Vulnerability Library to see the three vulnerability sources provided by Comply:
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l

Tanium Vulnerability Library for Unix

l

Tanium Vulnerability Library for macOS

l

Tanium Vulnerability Library for Windows

Expand default vulnerability sources to view details, create a report, update them, or edit them. Click on
the number of CVEs to see the full list of CVEs included in a standard. You can search the CVE list by using
Filter by Name field.
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Tanium maintains the Tanium Vulnerability Library daily. The new version of the Tanium Vulnerability
Library is available for download by clicking Update Source
on the Vulnerability Standards page.

in the Tanium Vulnerability Library section

By default, the Tanium Vulnerability Library is automatically updated daily. To change this schedule, click
Edit Source .
Best Practice: Keep the default schedule that updates the Tanium Vulnerability Library daily.

Note: Comply checks approximately every 60 minutes to compare scheduled vulnerability reports
against the most recent version of the Tanium Vulnerability Library. The report rebuilds if new
definitions are available for any of the specified Vulnerability Content (Range of CVEs, CVSS Score,
or Individual CVEs) and a report is scheduled to run.

© 2021 Tanium Inc. All Rights Reserved

Page 62

Search for CVEs
Enter one or more CVEs in the Search CVEs field at the top of the Vulnerability Standards page and click
Search for CVEs. You can use a search to scan all vulnerability sources to identify which sources contain the
specified CVEs.

Upload the vulnerability source file for air-gapped environments
If you are working in an air-gapped environment, you must configure that setting in Comply and then
upload the air gap ZIP file. For the steps to configure Comply for an air-gapped environment, see Configure
Comply for an air-gapped environment.
1. After you specify that you are working in an air-gapped environment in the Comply settings, click
Standards > Vulnerability to open the Vulnerability Standards page.
2. Click Upload Airgap Zip.

3. Download the air gap ZIP file from the link indicated in the Upload TVL Airgap Zip window
(https://content.tanium.com/files/published/tvl/Comply-Standards-Airgap-v1.zip) using a machine that
can connect to the internet and save it on the air-gapped machine.

4. Click Select File, select the Comply-TVL-Airgap-pkg.zip file from the location where you saved it on the
air-gapped machine, and click Open.
5. Click Upload.
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6. After your upload is complete, click Close on the Upload TVL Airgap Zip window. Allow approximately
five minutes for Comply to update the vulnerability benchmarks. If you expand a vulnerability source, you
will see the Type indicated as Local as well as a completed count of CVEs after the benchmarks are
successfully updated from the uploaded air gap ZIP file.

Create a new vulnerability source
1. Click Create Source on the Vulnerability Standards page.
2. In the Details section, provide a Name, Vendor, and Description.
3. To schedule automatic updates, check Enable recurring updates.
4. In the OVAL Definitions File section, choose either Remote or Upload for the Location.
Note:
A remote source is a URL that points to an OVAL definition XML file and can be updated by
clicking Update next to the benchmark on the Vulnerability Benchmarks page.
Remote sources are best suited when OVAL content is updated periodically. Uploaded sources
are best suited to air-gapped environments or when you would like to manually download and
provide the source feed.
This OVAL definition file from CIS provides access to all vulnerability definitions in their
repository: https://oval.cisecurity.org/repository/download/5.11.1/all/oval.xml
5. Enter the path for the Remote File or Select file for Upload as appropriate.
6. Click Save.

Edit or delete a vulnerability source
On the Vulnerability Standards page, click Edit
vulnerability source.

to edit a vulnerability source or Delete

to delete a

Perform a vulnerability scan and create a report
1. Click Expand to see the details of a vulnerability standard and view information about the associated
XML file and operating systems. Click Create to create a new vulnerability report.
2. For more information, see Create a vulnerability report on page 68.
3. Click Create & Deploy to run the vulnerability scan.
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Creating reports
Note: Comply works best with operating system-level checks. See Creating Computer Groups.
You can create a new report on the Reports page or create one using an existing benchmark on the
Compliance Standards page. You must have the Comply Report Administrator role to create reports. For
more information about Comply roles, see User role requirements on page 30.
Run a configuration compliance report to check the security configuration compliance state of a group of
machines. This will execute reports using Security Content Automation Protocol (SCAP) Extensible
Configuration Checklist Description Format (XCCDF) benchmarks. Run a vulnerability report to execute Open
Vulnerability and Assessment Language (OVAL) checks against your endpoints to check for the presence of
identified vulnerabilities.
Best Practice: Run general reports that address all known configuration compliance issues and
vulnerabilities once a month or bi-monthly. In addition to that large, general report, configure a
small lightweight report that uses only targeted compliance benchmarks or high and critical severity
vulnerability definitions from the current year so that you can run it frequently without negative
performance impact. For example, you might run the lighter report weekly or every 3 days.

Create a configuration compliance report
Configuration compliance reports are supported for all endpoint operating systems that are supported by
Comply: Windows, macOS, Linux, AIX, and Solaris.
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Create a configuration compliance report from the Reports page
1. Select Reports > Compliance from the Comply menu.
2. Select Create Compliance from the Create Report drop-down button.
3. On the Create Configuration Compliance Report page, in the Summary section, enter a Name for the
report. You can also provide Labels.

4. Select Computer Groups.
IMPORTANT: Be sure to select the appropriate platform (AIX, Linux, Mac, or Windows) and
Computer Groups containing endpoints that align with the Platform for Comply to work
correctly.
5. The Tanium Comply action group is created automatically by Comply and will be automatically
populated in the Action Group field. All saved actions created by Comply will be created under this action
group.
6. Select a Platform.
7. Select the Engine. The Engine field displays only when more than one engine is installed.
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8. Select either Low or Normal from the Execution Priority drop-down list.
If you select Low, the Comply scan process yields processor utilization to other processes running on
the endpoint. If you select Normal, the scan process runs with the same priority as other processes
on the endpoint.
Note: Selecting Low might increase the duration of the scan processes on endpoints with high
processor utilization.
9. Select the Benchmark from the drop-down list in the Benchmarks section.
10. (Optional) Select Start on and End on and complete the date and time values to limit the report to run
only during a specific time period.
The date and time displayed by default is the local browser time. For details on how this time is used
to deploy the scheduled action, see Tanium Console User Guide: Deploying actions (Step 5).
11. (Optional) Select the Distribute Over option and enter values to run the report over minutes or hours.
This value cannot be over four hours. For more information on deploying actions, see Tanium Console
User Guide: Deploying actions (Step 5).
12. In the Repeat field, select Interval, Using report age, or Never.
l If you choose Interval, the Reissue every field displays, and you can specify how often the report
runs.
l

If you choose Using report age, then the Run when results are older than field displays, and
you can specify how old you want the results to be before the report runs again. If a targeted
endpoint comes online that has never run the report, the report runs as soon as the next age-check
occurs. The age of results is checked every 3 hours unless you specify an age less than 3 hours. In
this case, the age of results is checked every hour.

Best Practice: Use the Using report age option and set it to 7 days.
13. Click Create & Deploy and enter your credentials. Action results will display.
14. If you have Custom Checks or Custom ID Mappings, you can specify these in the Advanced section. See
Customizing compliance results on page 83 for more information.
Note: Custom checks should take less than a minute to run – they can output anything to
standard output as long as the last line is a valid rule result string such as pass, fail,
or error.

Create a Configuration Compliance report from the Benchmarks page
On the Configuration Compliance Benchmarks page, click Create Report next to a benchmark profile to
create a report for that profile.
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Create a vulnerability report
Create a vulnerability report from the Reports page
Vulnerability reports are supported only for Windows, macOS, and Linux endpoints. They are not supported
for AIX or Solaris endpoints.
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1. Select Reports > Vulnerability from the Comply menu.
2. Select Create Vulnerability from the Create Report drop-down button.
3. On the Create Vulnerability Report page, in the Summary section, enter a Name for the report. You
can also provide Labels.
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4. Select Computer Groups.
Best Practice: Be sure to select the appropriate platform (Linux, Mac, or Windows) and
Computer Groups containing endpoints that align with the Platform.
5. The Tanium Comply action group is created automatically by Comply and will be automatically
populated in the Action Group field. All saved actions created by Comply will be created under this action
group.
6. Select a Platform.
7. Select the Engine. The Engine field displays only when more than one engine is installed.
8. Select either Low or Normal from the Execution Priority drop-down list.
If you select Low, the Comply scan process yields processor utilization to other processes running on
the machine. If you select Normal, the scan process runs with the same priority as other processes
on the machine.
Note: Selecting Low might increase the duration of the scan processes on endpoints with high
processor utilization.
9. Select the Source from the drop-down list in the Vulnerability Content section.
10. Select an Operating System.
11. Specify the Range of CVEs. The Preview section on the right will show the number of CVEs and
Definitions that will be included in the report.
Note: You can specify now in the Range of CVEs field as the end of a range. For example,
entering 2016-now will run the report against all Common Vulnerabilities and Exposures
(CVEs) from 2016 to the current date. By using this format, you can easily define a range that
always is current.
As a best practice, scan more frequently for recently released high and critical vulnerabilities
(for example, 2018-now high and critical on a weekly basis), and conduct scans against all
vulnerabilities less frequently (for example, monthly or quarterly).
12. Check the scores you want to see in CVSS Score.
13. List specific CVEs in the List of Individual CVEs field.
Note: If you specify a List of Individual CVEs, they will always be included in the report
regardless of the values specified for Range of CVEs or CVSS Score. To search by year and
score, you must provide values for both fields for the search to be valid. If you specify Range
of CVEs, you must select at least one score in CVSS Score. If you select a score in CVSS Score,
you must specify Range of CVEs. If you list specific CVEs, you can choose to leave the Range
of CVEs field blank and select no CVSS Score.
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If you have previously saved a report with values for List of Individual CVEs, Range of CVEs,
or CVSS Score, these values will remain the same for the next vulnerability report you create.
You can edit these values as needed.
14. Specify the Batch Size.
Note: Batch Size defines the number of checks that will run at a time. In order to run a
manageable number of checks on your endpoints, the default value for this field is 500 for CISCAT and SCC, and the default is 2000 for Tanium Scan Engine (powered by JovalCM).
This setting does not typically need to be adjusted from the default value.
15. If you have custom Vulnerability Mappings, you can specify these in the Advanced Settings section.
See Customizing vulnerability results on page 97 for more information.
16. Select Remote Open Ports if you want your vulnerability report to include open ports. The Open Ports
section lists open ports and their corresponding processes on Tanium-managed endpoints.
17. Select Start on and End on and complete the date and time values to limit the report to run only during
a specific time period.
The date and time displayed by default is the local browser time. For details on how this time is used
to deploy the scheduled action, see Tanium Console User Guide: Deploying actions (Step 5).
18. Select the Distribute Over option and enter values to run the report over minutes, hours, or days. For
more information on deploying actions, see Tanium Console User Guide: Deploying actions (Step 5)
19. Select Interval, Using report age, or Never for the Repeat field.
l

l

If you choose Interval, the Reissue every field displays, and you can specify how often the report
is run.
If you choose Using report age, then the Run when results are older than field displays, and
you can specify how old you want the results to be before the report is run. If a targeted endpoint
comes online that has never run the report, the report will be run as soon as the next age-check
occurs. The age of results is checked either every hour or every 3 hours. If you specify an age less
than 3 hours, the age of results will be checked every hour.

Best Practice: Use the Using report age option and set it to 7 days.
20. Click Create & Deploy and enter your credentials. Action results will display.

Create a vulnerability report from the Benchmarks page
Select Benchmarks from the main menu, select Vulnerability and click Create Report next to the
vulnerability benchmark for which you want to create a report.
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Create a remote vulnerability report
You can find vulnerabilities on unmanaged endpoints in your environment by creating a remote
vulnerability report. To create remote vulnerability reports in Comply, you must use the Discover module.
Before you can run a remote vulnerability report, you must configure a remote scan profile.
For the steps to create a remote scan profile, see Create a remote scan profile.
Note: Remote vulnerability reports are not supported with the CIS-CAT scan engine.
1. Select Reports > Vulnerability from the Comply menu.
2. Select Create Vulnerability from the Create Report drop-down button.
3. On the Create Remote Vulnerability Report page, in the Summary section, enter a Name for the
report. You can also provide Labels.
4. The Tanium Comply action group is created automatically by Comply and is automatically populated in
the Action Group field.
5. Select Computer Groups.
IMPORTANT: The computer groups you select must contain endpoints that are included in the
computer groups that you defined in the profile that you created in the previous section.
These are the computers from which the results will be pulled.
6. Click Create & Deploy and enter your credentials. Action results will display.

What to do next
See Working with reports. For steps to maintain reports when an updated vulnerability source or
configuration compliance benchmark is released, see Update vulnerability reports and Delete a report.
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Working with reports
View results
Select Reports > All from the Comply menu to view the results for All reports, Configuration Compliance
reports, or Vulnerability reports that have been run and the next scheduled run, if applicable.
Note: By default, users with the Comply Report Reviewer role can see all reports, even reports that
target computer groups for which the user does not have management rights.
If the report_mr_enabled setting is set to true, users can only see reports that target computer
groups for which they have management rights. With this setting enabled, users can only see reports
when they have management rights to all computer groups that the report targets. If a report targets
multiple computer groups, but the user does not have management rights to one or more of the
targeted computer groups, the user cannot see the report.
The maintain_management_rights setting is set to false by default. When this is set to true, the
management rights of a report's original creator are preserved when the saved action for the report is
recreated. The saved action is recreated when the report schedule is edited or when a report
vulnerability feed is updated. With this setting, users who are not administrators, can only change
the schedule for reports they create.
Click Refresh Statistics to update report data in the current window.

Expand a report to see details about that report. Click on the report name to see results associated with
that report and details about the policies included in configuration compliance reports and questions
included in vulnerability reports.
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Reports can include the following:
l

Last run, date and time

l

Next run, date and time

l

Compliance checks with a color-coded failed and passed bar.

l

Details such as computer group, scan priority, and benchmarks.

l

CVEs (Common Vulnerabilities and Exposures) with total found and high, medium, and low
assignments.

If you see a Scan Error

next to a report , click the icon to see details about the errors.

Vulnerability report results
When you view Vulnerability report results, you will see icons to the left of each CVE indicating the severity
of that vulnerability.
Expand a CVE to get more details including Remediation Instructions and a Solution.

Integration with Patch
The scan engine in Comply scans for both vulnerability and operating system patch definitions. If you have
Tanium Patch installed and the scan engine finds a vulnerability definition and a patch definition that are
associated with the same CVE, Comply checks Patch for the necessary patch. If the patch is available in

© 2021 Tanium Inc. All Rights Reserved

Page 74

Patch, a Patch icon

displays next to vulnerability.
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Click the Patch icon
to open the corresponding page in Patch. From there, you can click Install to create
an install deployment.

For more information, see Patch User Guide: Deploying patches.
Best Practice: Use Patch to deploy operating system patches and software updates to proactively
remediate and eliminate software and operating system vulnerabilities before they are found by
vulnerability reports.

Comply-related sensors
Get Comply - Report Age
Use this sensor in Interact to see which Comply reports exist and when they were run.

Comply - Vulnerability CVE Search
Use this sensor in Interact to find endpoints with specific CVEs and see details. The sensor extracts
multiple CVE numbers as a parameter; you can then enter them one line at a time in the input field in
Interact. Add Computer Name to your parameters to get more specific results.
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Comply - Vulnerability Discovery Dates
This sensor will show the date on which a vulnerability was first encountered on an endpoint and the
date of the last discovery of that vulnerability on an endpoint. This data is also available from the
Comply – [engine] Vulnerabilities Full sensor. Add Computer Name to your parameters to get more
specific results.

Upgrade Report Question
When you upgrade to Comply 2.0.0 and later, you will need to upgrade your saved questions to the newest
format. You will see a warning next to reports requiring an upgrade.
1. On the Reports page, select the report(s) requiring an upgrade.
2. Click Upgrade Reports.
3. Enter your credentials and click OK.

Filter reports
Use the Filter Results fields at the top of the Reports page to filter the list of reports.

Update vulnerability reports
When vulnerability sources are updated and contain new definitions that match a report's vulnerability
content, Comply automatically marks the reports as having new content available and displays a
notification banner. If a service account is configured, then Comply automatically redeploys reports that are
scheduled to run again as part of the service account background process. If you need the update sooner,
you can manually update and deploy vulnerability reports that Comply has identified as outdated before the
service account deploys them.
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Note:
l

l

If reports are configured only for CVEs from a previous year, then a source update will not
generate the message because updates to the CVEs for that year are unlikely. If reports are
configured to include CVEs for the current year, then a source update generates the message.
This workflow does not apply to configuration compliance reports, which require a new report
to use updated configuration compliance benchmarks. See Delete a report.

1. Click Update Now in the notification message to see the list of affected reports.
2. Click Update Reports.
3. Select the reports you want to update.
4. Click Update Report. You can view the status of the update in the Status column.

View scheduled report actions
You can view reports that are scheduled to run on the Tanium Comply action group in the Tanium Console.
1. Select Scheduled Actions under Actions from the main menu.
2. On the Actions page, enter Comply in the Filter by text field at the top right to see the reports
scheduled to run on the Tanium Comply action group.
Selecting the Tanium Comply action group in the left navigation pane shows all scheduled actions for
Comply, including engine/JRE scheduled actions as well as those created for report execution.

Run a report again
On the Reports page, select a report and click Deploy Now to run the report.
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Export report results
1. From the Reports menu, select All, Configuration Compliance, or Vulnerability.
2. Select a report.
3. Click Manage Report > Export Report.

4. In the Export Report window, provide a Title and Description for the report.
5. Choose either HTML or CSV from the Format drop-down list for the exported data.
6. For Configuration Compliance reports, the pass, fail, and error report types are selected by default. Click
in the Report Types field to select additional types or to remove any of the default types.
7. For Configuration Compliance reports, select options for Results Display and Rule Details.
Use Results Display to turn off the summary values for each result so that the endpoint list is the
complete list of computer names and IP addresses.
8. Click Export. Enter your credentials and click OK.
Note: You can close the Export Report window and let the report export process run in the
background. Go to the Report Export page to view the progress of any report export jobs
currently running. The last column in the results table on indicates the status of the report
export job.
9. When the export report is complete, click View report export to go to the Report Exports page or click
Download to download the report in the format you selected. On the Report Exports page, you can also
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select a report and click Download.

10. Use the Filter Results fields to filter the list of reports.

Refresh individual report results
1. On the Reports page for All, Configuration Compliance, or Vulnerability, select a report.
2. Under the Manage Report drop-down button, click Refresh Results. Comply will retrieve the results
from the Tanium Server for the selected report.

Reissue Question
1. On the Reports page for All, Configuration Compliance, or Vulnerability, select a report.
2. Under the Manage Report drop-down button, click Reissue Question. Comply will re-ask the report
questions.
Note: Use Refresh Results to retrieve new results from the Tanium Server for the selected
report.

View Saved Question
1. On the Reports page for All, Compliance, or Vulnerability, select a report.
2. Under the Manage Report drop-down button, click View Saved Question to see the questions in
Interact that retrieved the results for the selected report.

Edit a report
1. On the Reports page, select Edit Report next to the report for which you want to edit the schedule or
title.
2. Edit the Title if needed.
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3. Add labels in the Labels field. Click the X next to a label to remove it.
4. Change the Engine if needed.
5. Change the Scan Priority if needed.
6. Select Start at and End at and complete the date and time values to limit the report to run only during a
specific time period.
7. Select the Distribute over and enter values to run the report over minutes or hours. This value cannot
be over four hours.
8. Select None, Interval, or Use report age for the Repeat field.
l

l

l

If you choose None, the report will run once if the Start At field is specified for a date and time in
the future. Otherwise, the report will not run again.
If you choose Interval, the Reissue every field will appear, and you can specify how often the
report is run. The default value for this field is 1 Days and, if you do not specify a value for Start
at, the report will run immediately. If you choose Interval and do not enter a value for End At, the
report will run at the specified interval forever.
If you choose Use report age, then the Run when results are older than field will appear, and
you can specify how old you want the results to be before the report is run. The default value for
this field is 1 Days and, if you do not specify a value for Start at, the report will run immediately. If
a targeted endpoint comes online that has never run the report, the report will be run as soon as
the next age-check occurs. The age of results is checked either every hour or every 3 hours. If you
specify an age less than 3 hours, the age of results will be checked every hour. If do not enter a
value for End At, the report will continue to run forever.

9. Click Save, enter your credentials, and click OK.

Delete a report
When an updated version of a new configuration compliance benchmark is released, you must delete the
configuration compliance report that used the old benchmark and create a new report with the updated
benchmark.
Note:
l

l

This workflow does not apply to vulnerability reports, which are updated automatically if a
service account is configured. See Update vulnerability reports.
You cannot edit the content of a report once it has been created, and you cannot delete a
benchmark, custom check, or custom ID mapping if they are associated with a report. You can
only change when a report runs. See Edit a report on page 80.

On the Reports page, select a report and click Delete to delete it. See Deleting stale reports from
endpoints on page 82 to remove the report from the endpoints.
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Deleting stale reports from endpoints
If you delete a report using the procedure described in Delete a report on page 81, you still need to delete it
from the endpoints.
1. On the Comply Home page, click Help

.

2. On the Troubleshooting tab, in the Manage Stale Reports section, click Update Reports.

3. The Stale Reports window will appear and provide a list of reports that are no longer known to comply.
Select the report you want to remove.
4. Edit the following scheduling fields to schedule the removal action:
l

l
l

Select Start at and End at and complete the date and time values to limit the removal to occur
only during a specific time period.
Select the Distribute over and enter values to run the removal over minutes, hours, or days.
Select the Reissue every and define the interval in minutes, hours, or days in which the removal
will run.

5. Click Remove Selected.
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Customizing compliance results
You must have the Comply Report Content Administrator role to customize compliance results. For more
information about Comply roles, see User role requirements on page 30.

Custom profiles
A profile defines a set of rules to be evaluated and the parameters for those rules. Custom profiles allow you
to specify just a subset of the checks available in a benchmark to be deployed.
1. From the Comply menu, click Setup > Compliance.
2. On the Compliance tab, click Create Profile.

You can either create a custom profile or upload one from a tailoring file.
CREATE A NEW CUSTOM PROFILE

1. Click Create Profile.
2. On the New Custom Profile page, enter a Title and Description.
3. In the Rules section, select a benchmark from the Benchmark drop-down list.
4. Select each rule you would like to include in your custom profile.
Tip: Click Advanced Filter to filter the rules by category, such as Account Policies.
5. Click Add Selection To Profile to move the selected rules to the Selected Rules section.
To remove a rule that you added, select the rule and click Remove Selection From Profile.
6. Some benchmarks (for example, CIS Microsoft Windows Server 2008 and 2012) require you to choose a
selector for certain rules. In the Selected Rules section, these rules have a drop-down list in the
Selector column. In the CIS Windows example, set the MS (for member server) or DC (for domain
controller) selector for each rule.
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To set or change the selector for multiple rules, select the rules and click Change Selector. Choose a
selector.

7. Click Create to create the new custom profile.
You can also modify some rule values within your custom profile. If a rule value is customizable, a value of
true displays in the Can Customize column along with the default value for the rule in the Default Values
column.
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Customize a rule value
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1. Select the rule and click Modify Rule Value.
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2. In the Modify Custom Profile Value window, enter a Custom Rule Title and change the Custom value
field.

Note: Rule titles occasionally include the value used in the rule. Customize the title of rules
for which values have been changed. The customized rule titles will then show up in report
results, question answers, and report exports. For example, If you provide a new value for the
rule (L1) Ensure 'Enforce password history' is set to '24 or more password(s)', you can
change 24 to match the custom value.
3. Click Save. The new value will appear in the User-defined Values column. You can return to the Default
Value of a rule by clicking Use Default.
On the Custom Profiles page, click a custom profile to view its details.
You will see the rules included in the custom profile as well as those for which the values have been
modified.
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UPLOAD A NEW CUSTOM PROFILE

1. Click Import Tailoring File.
2. In the Upload Custom Profile window, enter a Description.
3. Select a benchmark from the Benchmark drop-down list.
4. Click Select File and locate the tailoring file for the new profile.
Note: A custom profile can also be specified with a tailoring file, which is supported in SCAP
1.2 and later. For more information about tailoring files, see NIST's Technical Specification for
the Security Content Automation Protocol (SCAP) or contact Tanium support. See Contact
Tanium Support on page 116.

Cloning custom profiles
1. Click Clone next to the custom profile.
2. Provide a new Title and Description for the duplicate custom profile.
3. Make any necessary changes to the rules included in the custom profile.
4. Click Create.

Editing custom profiles
1. Click Edit next to the custom profile.
2. In the Details section, you can edit the Title and Description.
3. In the Rules section, choose additional rules or select a new benchmark from the Benchmark drop-down
list to select other rules.
Note: If you choose to select a new benchmark, previously selected rules might no longer be
valid. If a rule is invalid, No will be displayed as the value in the Valid column of the Selected
Rules list. A warning also appears below the list indicating the total number of invalid rules
that have been selected.
4. Click Update.
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5. If any of the selected rules are invalid, a confirmation window appears that invalid rules will automatically
be removed from the custom profile. Click OK.

6. If one or more reports currently use this custom profile, a confirmation window appears. If you want to
redeploy these reports immediately, click Redeploy and Continue; otherwise, click Continue. Reports
with changes that are not redeployed will show a Warning

next to them on the Reports page.

Report results only include results from endpoints with the latest version of the custom profile. If any
endpoint has an older version, the Endpoints count will indicate the number pending an update.

Custom checks
You can create custom checks in Comply to check a condition on endpoints that might not be included in
any benchmark. A custom check can be either PowerShell or VBScript on Windows and bash shell scripts
on Linux/macOS. PowerShell scripts should use the file extension .ps1, and VBScript files should use the
.vbs extension.
You must have the Comply Custom Check Writer role to write custom checks. For more information about
Comply roles, see User role requirements on page 30.
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1. In the Comply menu, select Setup > Compliance.

© 2021 Tanium Inc. All Rights Reserved

Page 90

2. On the Custom Checks tab, click Create Check.
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3. In the New Custom Check window, enter a Title, Description, and Identifier.
4. Select the appropriate Severity and Platform.
5. Click Select File and locate the file for the custom check.
6. Click Save. Your custom check will now show under Custom Checks and be available in the Custom
Checks section of the page when you create a new Configuration Compliance report.
The result of a custom check is indicated by the last line of output from the custom check. This value
should appear on a line by itself after all other output and should return one of the following results:
Result

Description

pass

All conditions are satisfied.

fail

All conditions are not satisfied.

error

Compliance evaluation could not be completed; therefore, the status of the endpoint
(s) compliance has not been confirmed.

unknown

The result is unknown.

Custom ID mappings
Use custom ID mappings to create a custom column on results that associates a specific tag with a custom
check or rule identifier.
1. In the Comply menu, select Setup > Compliance.
2. On the Custom ID Mappings tab, click Create Custom ID.
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3. Click Create Custom ID.

4. In the New Custom ID window, enter a Name and Description.
5. Click Select File and locate the custom ID mapping file.
6. Click Save. Your custom ID will now show under Custom ID Mappings and be available in the Advanced
Settings section when you create a new Compliance report.
Use the following file format for a custom ID mapping: Rule id|custom id
Example: xccdf_org.cisecurity.benchmarks_rule_1.1.1_Create_Separate_
Partition_for_tmp|company_policy_rule_42
Note: A report can only have a single custom ID mapping associated with it; however, it can have
multiple benchmarks and custom checks. When selecting the benchmarks and custom checks, be
aware that a report is targeted to a single action group.
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View Custom IDs in Interact
1. Obtain the hash for the custom ID for a report by clicking on the report name on the Compliance
Reports page and expanding More Details. You can click to copy the hash.

2. In Interact, ask the question that matches the engine type such as Get Comply - CIS-CAT Results
from all machines and paste the hash in the Comply bundle hash field.
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Use the appropriate Comply sensor for the engine type:
l

Comply - CIS-CAT Results

l

Comply - JovalCM Results

l

Comply - SCC Results

3. Click Ask Question.
4. The Custom ID column in the results grid shows any custom IDs for compliance benchmarks.

Export custom check or ID mapping
In order to view, edit, or reuse a custom check or ID mapping, you can export it by doing the following:
1. On the Setup > Compliance page, click the Custom Checks tab.
2. Select a custom check and click Export
console.

. You will select this exported file from the other Tanium

3. Log into the Tanium console where you want to import the custom check and navigate to the
Custom Checks tab.
4. Click the Create Check button.
5. In the New Custom Check window, fill out the fields using the same information you entered for the
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exported file in the first Tanium console.
6. Click Select File and choose the file you exported in the second step.
7. Click Save.
If you have custom IDs to go along with the custom check, export and import them using the steps above,
but from the Custom ID Mappings tab.
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Customizing vulnerability results
You must have the Comply Report Content Administrator role to customize vulnerability results. For more
information about Comply roles, see User role requirements on page 30.
Best Practice: Use custom ID mapping and custom scoring to align CVEs to the frameworks on
which you report.

Custom scores
Comply allows you to specify a score to an individual CVE. By default, Comply shows the CVSS score.
1. From the Comply menu, click Setup > Vulnerability.
2. On the Custom Vulnerability Scores tab, click Create Score Mapping.
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3. In the Upload Vulnerability Score Mapping window, enter a Name, Prefix , and Description.

4. Click Select File and locate the score mapping file.
5. Click Save. Your custom score will now show under Custom Vulnerability Scores and be available in
the Advanced section of the New Vulnerability Report page when you create a new report.
Use the following file format for a custom score mapping: CVE|score
Example: CVE-2017-8789|11.5

Custom ID mappings
Custom ID mappings allow you to create a custom column on results that associates a specific tag with a
CVE.
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1. From the Comply menu, click Setup > Vulnerability
2. On the Custom Vulnerability IDs tab, click Create ID Mapping.

3. In the Upload Vulnerability ID Mapping window, enter a Name, Prefix , and Description.
4. Click Select File and locate the custom vulnerability ID mapping file.
5. Click Save. Your custom ID will now show under Custom Vulnerability IDs and be available in the
Advanced section of the New Vulnerability Report page when you create a new report.
Use the following file format for a custom ID mapping: CVE|custom id
Example: CVE-2014-2814|KB297262

Upload IAVM mapping definitions
Information Assurance Vulnerability Management (IAVM) is a vulnerability source that is managed by the
Department of Defense (DOD) and is accessible only with a common access card (CAC).
If you use IAVM mappings, you can upload IAVM mapping definitions in Comply.
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1. From the Comply menu, click Setup > Vulnerability.
2. On the IAVM Mappings tab, click Upload IAVM Mapping Definitions and select the IAVM mapping file.

3. Click Save. The last upload time and the count of IAVM ID and score mappings will be listed on the IAVM
Mappings page following successful upload.
Note: When you upload new IAVM mapping definitions, they will replace any existing mapping
definitions.
After you upload an IAVM mapping file to Comply, click Download IAVM Mapping File on the IAVM
Mappings page to download the last file that was uploaded.
IMPORTANT: To apply the IAVM mappings, you must add both the IAVM ID and score mappings when
you create a vulnerability report. In the Advanced section of the New Vulnerability Report page,
select IAVM ID Mappings (ID map) to add it. Then click Add Additional Vulnerability Mapping and
select IAVM Score Mapping (score map) to add it.
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View ID Mappings and Score Mappings in Interact
1. Obtain the hash for the custom ID for a report by clicking on the report name on the Vulnerability
Reports page and expanding More Details. You can click Copy to copy the hash.
2. In Interact, ask the question that matches the engine type such as Get Comply - CIS-CAT
Vulnerabilities from all machines and paste the hash in the Comply bundle hash field.
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Use the appropriate Comply sensor for the engine type:
l

Comply - CIS-CAT Vulnerabilities

l

Comply - JovalCM Vulnerabilities

l

Comply - SCC Vulnerabilities

3. Click Ask Question.
4. The ID Mappings and Score Mappings columns in the results grid show these mappings.

Download custom ID mapping
In order to view, edit, or reuse a custom ID mapping, you can download it.
Select a custom ID mapping and click export.
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Configuring Remote Profiles with Discover
You must have the Discover module to configure this feature. There is background information and
detailed instructions for this section in the Tanium Discover User Guide.

IMPORTANT: For Comply 2.7 or later, you must use Discover 4.0 or later.
1. From the Comply menu, click Setup > Remote Profile.
2. Click the Create Profile button.
3. In the Summary section, enter a Name.
4. In the Targeting section, enter the following:
l In Computer Groups, select a group from the list.
The following fields are optional:
l Select the check box to Exclude isolated subnets from scans.
l
l

l

In the Specific Exclusions field, enter IP addresses or ranges to exclude from scans.
In the VPN Exclusions field, enter IP addresses or ranges connected through VPNs to exclude from
scans.
In the Zone Exclusions field, enter IP addresses or host names connected through DMZ facing
networks, home networks, or other remote connections to exclude from scans.

5. Configure the Scan Frequency.
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6. Under Target Ports, select to target only the Top 1000 Ports or you can target the Top 1000 ports
plus specified ports.
l Optionally, enter ports to exclude from targeting.
l

Optionally, enter a Requested Source Port. Nmap will try to use this port to run scans.

7. Click Create Profile.
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Exporting vulnerability reports
Create a connection in Tanium Connect to export data from vulnerability reports to Connect destinations,
such as Email, File, HTTP, Socket Receiver, Splunk, and SQL Server.

Before you begin
l

You must have access to Connect with the Connect User role.

l

You must have Connect 4.10.5 or later and Comply 2.1.0 or later.

Create a connection
1. From the Connect menu, click Connections and then click Create Connection.
2. Enter a name and description for your connection in the General Information section.
3. In the Advanced section, set the following:
l Log level:- By default, the logging is set to Information. To reduce the amount of logging, you can
set the log level to Warning, Error, or Fatal.
l

l

Minimum Pass Percentage: Minimum percentage of the expected rows that must be processed
for the connection to succeed.
Memory Ceiling: Maximum sum of memory (Gb) for all node processes to run connections.
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4. In the Configure section set the Source and Destination as follows:
a. Select Tanium Comply as the Source.

b. In the Report Type list, Vulnerability is selected by default and is the only report type supported
for use with Connect.
c. Select a report from the Report Name list.
Tip: If you have multiple reports with the same name, you can use the report hash to
distinguish them.
d. The Include Endpoint findings and Include CVE details options determine which rows are
exported from the report. Select one or both of these options.
e. If needed, modify the Advanced Settings for the source:
l Question Timeout : Specifies the timeout for the request.
l

l

Polling Interval: Specifies how often Comply is polled for updated data while the
connection is active.
Batch Size: Specifies how many rows are exported.

f. Configure the connection destination.
Select a connection destination from the Destination list. Provide the configuration information
for the destination you select. For more information on configuring destinations, see the Tanium
Connect User Guide: Connection destinations.
5. Configure the Format for the data. For information on configuring the format, see the section on the
destination type that you selected in the Tanium Connect User Guide.
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6. (Optional) Configure a Filter.
You can use filters to modify the data that you are getting from your connection source before it is
sent to the destination.
For more information about the types of filters you can configure, see Tanium Connect User Guide.
7. Configure the Schedule for the connection. For information on how to run connections on a schedule, see
Tanium Connect User Guide: Schedule connections. Enable the connection to run on a schedule.
Select Enable. You can set up the schedule when you configure the rest of the connection. If the schedule
is not enabled, the connection only runs when you manually run it.
8. Click Save or Save and Run.

Test a connection and review report data
1. From the Connect Home page, click Connections.
2. Click the connection that you created for a vulnerability report.
3. Click Run Now. Confirm that you want to run the connection.
4. View the summary of the run.
5. View the vulnerability report in the destination that you configured for the connection.
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Managing application settings
CAUTION: Any changes to the default values for the Comply application settings must be tested first
in a lab or staging environment so that you understand the implications of the change. You must
have the Comply Administrator role to modify application settings. For more information about
Comply roles, see User role requirements on page 30.
1. On the Comply Overview page, click Settings

.

2. On the General tab, click Edit in the row for the setting that you want to modify.

3. Enter a Value and click Save.
Note: You cannot add a new application setting or delete any of the existing application settings.
You can only update the default values for these settings. If you click Delete
the default value. The setting is not deleted.
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Troubleshooting
CAUTION: Do not manually delete any Tanium content that includes Comply in the name for any
reason. Deleting Tanium content can cause Comply to stop working correctly.

Issues with CIS-CAT for Comply 1.3.2 or earlier
Due to an expired CIS certificate, all CIS-CAT engines supported by Comply 1.3.2 or earlier will fail signature
validation, which causes the engine not to run.
To resolve this issue, upgrade to Comply 1.3.3 or later. The tools in Comply 1.3.3 and later provide a workaround for this issue. After deploying these tools, all versions of CIS-CAT will work correctly. Comply 1.3.3
and later also adds support for CIS-CAT 3.0.43, which contains code signed with a valid certificate.

Issues with CIS-CAT v4.0.19 or later
Comply 2.6 includes preliminary support for the CIS-CAT v4.0.19 engine. In this preliminary support stage,
the CIS-CAT v4 engine should only be used for testing purposes in a lab environment. The CIS-CAT v4 engine
does not successfully assess multiple supported operating systems. Therefore, it is strongly recommended
that the CIS-CAT v4 engine is not deployed or used in any production environments.

Deployments do not run as expected
Check for the following error messages if a deployment does not run as expected:
Some machines included in this deployment cannot be deployed to.
Ensure that targeted endpoints have enough disk space to accommodate deployments.
Some machines included in this deployment don't have the system utilities
required to complete a scan.
Linux or macOS endpoints do not have the UNIX utilities installed that are required for Comply to
work correctly.

Collect support bundle
You might need to collect a support bundle that includes logs associated with Comply for troubleshooting
purposes.
You must have the Comply Administrator role to collect the support bundle. For more information about
Comply roles, see User role requirements on page 30.
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1. On the Comply Home page, click Help

.

2. On the Troubleshooting tab, in the Support Request section, click Create Package to download a
support bundle of files to provide to Tanium support.

Locate log files
You might need to locate log files on your endpoint or on the Tanium Module Server for troubleshooting
purposes when working with technical support.

Endpoint log files
Comply log files are created on endpoints at the following path: <Tanium
Client>\Tools\Comply\logs
Log files for each scan are keyed by report hash. Only the most recent file is kept.

Tanium Module Server log files
Comply log files are created on the Tanium Module Server at the following path: <Module
Server>\services\comply-service\logs
Service log files are found here.

Recreate JRE encryption key
If a JRE encryption key is lost or overwritten, you can recreate the JRE encryption key.
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1. On the Comply Home page, click Settings

.

2. On the JRE Encryption Key tab, click Generate Random Key to generate a new JRE encryption key.

Note: You can provide your own encryption key; however, as a best practice you should
generate a random key.
3. Enter your credentials and click OK.
IMPORTANT: If you have existing reports on endpoints with an encrypted JRE, those reports
must be redeployed. In addition, all existing encrypted deployments must be redeployed so
they are updated with the new key.

Monitor and troubleshoot Comply coverage
The following table lists contributing factors into why the Comply coverage metric report endpoints as
Needs Attention, and corrective actions you can make.
Contributing factor
Endpoints do not have the latest scan
engine installed

Corrective action
l

l

l

Go to Setup > Deployments and click Show Status for the deployment that is targeting the
endpoint to check the current status.
Ensure that the computer groups targeted by each deployment include all applicable
endpoints. Review the deployments to confirm that no computer groups are missing.
Ensure that deployments are created for all possible architectures (bitness) and platforms. For
example, some environments still contain 32-bit Linux and Windows endpoints. These
endpoints require specific deployments.
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Contributing factor

Corrective action

Endpoints do not have the latest
Comply tools installed

Ensure that the Comply Action Group targets All Computers.

Specific endpoints missing Comply
tools, scan engines, or JREs

Ensure that existing deployments include all possible architectures (bitness) and platforms. For
example, some environments still contain 32-bit Linux and Windows endpoints. These endpoints
require specific deployments.

Issue with a specific endpoint that might
prevent Comply from running
successfully

Check for issues with the endpoint that might prevent Comply from running successfully, such as
having less than the minimum required available disk space (200 MB).

Comply tools are not successfully
deployed to endpoints

Ensure that the Comply Action Group targets All Computers. Comply actions are always explicit, so
the action group targeting does not need to be restrictive.

Monitor and troubleshoot endpoint compliance distribution
The following table lists contributing factors into why the endpoint compliance distribution metric might
be lower than expected, and corrective actions you can make.
Contributing factor

Corrective action

Endpoints are missing from compliance
reports

Ensure that those endpoints exist in correctly targeted computer groups and that those computer
groups are explicitly targeted for compliance reports. Make sure that compliance reports run on a
periodic schedule.

Configuration compliance reports do
not include endpoints that were offline
at the time of the initial report schedule

Change your configuration compliance report scheduling to use Using report age, and instead of
running a weekly report, set the report result maximum age to 7 days. For more information, see
Create a configuration compliance report.
With this configuration, Comply continuously checks for and attempts to assess endpoints as they
come online, as long as they do not already have findings that are newer than 7 days. This setting
allows global organizations and "follow the sun" models to continuously scan managed endpoints
as they come online around the world, regardless of timezone or the original scan execution time.

Systems that were included in the
original report do not have any results

Benchmark content does not meet local
requirements

Make sure that the targeted endpoints are the correct operating system and platform for the
configured report. For example, some compliance standards are specific to Windows Server 2008
and not Windows Server 2008 R2. Compliance benchmarks can be specifically developed for the
targeted operating systems, and in some cases will not function if the wrong operating system is
targeted.
l

Use custom profiles or import a tailoring file to customize compliance checks to meet your
business needs.

l

Develop custom checks to assess things not covered by an existing benchmark.

l

Use custom ID mapping to align checks to local guidance or frameworks.

For more information, see Customizing compliance results and Customizing vulnerability results.
Third-party content compatibilities and
bugs

Ensure any imported content meets the defined requirements, such as:
l

l

Compliance benchmarks must follow SCAP standards and contain OVAL definitions. For more
information on requirements for imported benchmarks, see Importing individual benchmarks
and assigning categories.
Tailoring is supported only in SCAP 1.2 and later. For more information on importing a
tailoring file, see Upload a new custom profile.
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Monitor and troubleshoot endpoints with critical or high vulnerabilities
The following table lists contributing factors into why the Comply endpoints with critical or high
vulnerabilities metric might be lower than expected, and corrective actions you can make.
Contributing factor

Corrective action

Endpoints are missing from vulnerability
reports

Ensure that those endpoints exist in correctly targeted computer groups and that those computer
groups are explicitly targeted for vulnerability reports. Make sure that vulnerability reports run on
a periodic schedule.

OVAL checks do not align with locally
developed guides or industry
frameworks

Use custom ID mapping and custom scoring to align CVEs to the frameworks on which you report.
For more information, see Customizing vulnerability results.

Monitor and troubleshoot mean time to identify vulnerability findings
The following table lists contributing factors into why the Comply mean time to identify vulnerability
findings metric might be higher than expected, and corrective actions you can make.
Contributing factor

Corrective action

Newly released or discovered
vulnerabilities are not being detected in
vulnerability reports

Ensure that the Tanium Vulnerability Library (TVL) is configured to automatically update. For more
information, see Default vulnerability sources.

Newly released or discovered
vulnerabilities are being detected, but
not as quickly as needed

For best results, run general reports that address all known vulnerabilities once a month or bimonthly. In addition to that large general report, configure a small lightweight report that uses
only high and critical severity vulnerability definitions from the current year so that you can run it
frequently without negative performance impact. For example, you might run the lighter report
weekly or every 3 days.

Vulnerability reports are not targeting
the desired vulnerabilities

Verify that the report configuration includes the appropriate severity, CVE years, and computer
group targeting that was intended for the report.

CVEs have been published, but no OVAL
definition is available

Check the Tanium Community for guidance on using Tanium to find and remediate a particular
CVE. For example, Use Tanium to Find and Remediate CVE-2020-0796 (SMBv3 Remote Code
Execution Vulnerability).

Comply automatically updates reports to use new definitions, but those reports must run again
using the new definitions.

Monitor and troubleshoot mean time to remediate compliance findings
The following table lists contributing factors into why the Comply mean time to remediate compliance
findings metric might be higher than expected, and corrective actions you can make.
Contributing factor

Corrective action

Configuration compliance findings are
taking too long to address, or longer
than required by the organization

Review your organizational policy regarding policy enforcement, and consider Tanium Protect as a
mechanism to prevent enterprise endpoints from going out of compliance.
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Contributing factor

Corrective action

Organizational endpoints are going out
of compliance, and the organization
does not know about it until a
compliance report identifies the changes

Consider monitoring critical configuration compliance issues in near real-time by either
implementing Tanium Integrity Monitor or by configuring much more frequent, targeted
compliance reports with Comply.

Monitor and troubleshoot mean time to remediate vulnerability findings
The following table lists contributing factors into why the Comply mean time to remediate vulnerability
findings metric might be higher than expected, and corrective actions you can make.
Contributing factor

Corrective action

Vulnerability findings are taking too long
to address or remediate

Consider using Tanium Patch and Tanium Deploy to rapidly deploy operating system patches and
software updates to remediate and eliminate software and operating system vulnerabilities.

Endpoints are consistently identified
with vulnerabilities for too long before
remediation

Consider taking a more aggressive scanning approach for recent high and critical severity
vulnerabilities.
Configure automated reporting for appropriate stakeholders using Tanium Connect. For more
information, see Exporting vulnerability reports.

Remove Comply tools from endpoints
You can deploy an action to remove Comply tools from an endpoint or computer group. Separate actions
are available for Windows and non-Windows endpoints.
1. In Interact, target the computers from which you want to remove the tools. For example, ask a question
that targets a specific operating system:
Get Endpoint Configuration - Tools Status from all machines with Is <OS> equals
True , for example:
Get Endpoint Configuration - Tools Status from all machines with Is Windows
equals True

2. In the results, select the row for Comply, drill down as necessary, and select the targets from which you
want to remove Comply tools. For more information, see Tanium Interact User Guide: Managing
question results.
3. Click Deploy Action.
4. On the Deploy Action page, enter Endpoint Configuration - Uninstall in the Enter package
name here box, and select Endpoint Configuration - Uninstall Tool [Windows] or Endpoint
Configuration - Uninstall Tool [Non-Windows], depending on the endpoints you are targeting.
5. For Tool Name, select Comply.
6. (Optional) By default, after the tools are removed they cannot be reinstalled. To allow tools to be
automatically reinstalled, clear the selection for Block reinstallation. Re-installation occurs almost
immediately.
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Note: If reinstallation is blocked on an endpoint, you must deploy the Endpoint
Configuration - Unblock Tool [Windows] or Endpoint Configuration - Unblock Tool [NonWindows] package (depending on the targeted endpoints) before the tools can be reinstalled.
7. (Optional) To remove all Comply databases and logs from the endpoints, clear the selection for Soft
uninstall.
8. (Optional) To also remove any tools that were dependencies of the Comply tools that are not
dependencies for tools from other modules, select Remove unreferenced dependencies.
9. Click Show preview to continue.
10. A results grid displays at the bottom of the page showing you the targeted endpoints for your action.
If you are satisfied with the results, click Deploy Action.
Note: If you have enabled Endpoint Configuration, tool removal must be approved in Endpoint
Configuration before tools are removed from endpoints.

Uninstall Comply
If you need to uninstall Comply, first clean up the Comply artifacts on endpoints and then uninstall Comply
from the server.

Remove Comply content from endpoints
1. From the Main menu, click Interact.
2. Ask a question to target the endpoints from which you want to remove Comply content and tools. For
example, Get Comply - Tools Version from all machines returns all endpoints with the
Comply tools installed.
3. Select the endpoints from which you want to remove Comply content and tools.
4. Click Deploy Action.
5. On the Deploy Action page, enter Comply - Remove in the Enter package name here field.
6. Select either the Comply - Remove Client Files - Windows or Comply - Remove Client Files - Unix
action, as appropriate. For more information, see Tanium Platform User Guide: Managing Scheduled
Actions.
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7. Check Remove ALL Comply files if you want to remove all Comply content and tools or select only the
content and tools you want to remove.

8. Click Show preview to continue.
9. A results grid displays at the bottom of the page showing you the targeted endpoints for your action. If
you are satisfied with the results, click Deploy Action.

Remove the Comply solution from the Tanium Module Server
1. From the Main menu, click Tanium Solutions.
2. In the Comply section, click Uninstall.
3. Review the content that will be removed and click Uninstall.
4. Depending on your configuration, enter your password or click Yes to start the uninstall process.
5. Return to the Tanium Solutions page and verify that the Import button is available for Comply.

Contact Tanium Support
To contact Tanium Support for help, sign in to https://support.tanium.com.
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Reference: Supported engines and JREs
The following engines and JREs are supported in Comply.

CIS-CAT
Version

Filename

3.0.69

ciscat-full-bundle-2020-08-25-v3.0.69.zip

3.0.71

ciscat-full-bundle-2020-12-17-v3.0.71.zip

4.3.1

Assessor-v4.3.1.zip

Tanium Scan Engine
Comply 2.3 and later includes the Tanium Scan Engine (powered by JovalCM).

SCC
Version

Filename
scc-5.1_Windows_bundle.zip
scc-5.1_ubuntu16_amd64_bundle.zip
scc-5.1_macosx10_x86_64_bundle.zip

5.1
scc-5.1_rhel6_i686_bundle.zip
scc-5.1_rhel6_x86_64_bundle.zip
scc-5.1_rhel7_x86_64_bundle.zip
scc-5.1_Windows_bundle.zip
scc-5.1_ubuntu16_amd64_bundle.tar.gz
scc-5.1_macosx10_x86_64_bundle.tar.gz
5.1 (embedded*)
scc-5.1_rhel6_i686_bundle.tar.gz
scc-5.1_rhel6_x86_64_bundle.tar.gz
scc-5.1_rhel7_x86_64_bundle.tar.gz
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Version

Filename
scc-5.2.1_Windows_bundle.zip
scc-5.2.1_ubuntu16_amd64_bundle.zip
scc-5.2.1_macosx10_x86_64_bundle.zip

5.2.1
scc-5.2.1_rhel6_i686_bundle.zip
scc-5.2.1_rhel6_x86_64_bundle.zip
scc-5.2.1_rhel7_x86_64_bundle.zip
scc-5.2.1_Windows_bundle.zip
scc-5.2.1_ubuntu16_amd64_bundle.tar.gz
scc-5.2.1_macosx10_x86_64_bundle.tar.gz
5.2.1 (embedded*)
scc-5.2.1_rhel6_i686_bundle.tar.gz
scc-5.2.1_rhel6_x86_64_bundle.tar.gz
scc-5.2.1_rhel7_x86_64_bundle.tar.gz
5.3.1

scc-5.3.1_Windows_bundle.zip
scc-5.3.1_ubuntu16_amd64_bundle.zip
scc-5.3.1_macosx10_x86_64_bundle.zip
scc-5.3.1_rhel6_i686_bundle.zip
scc-5.3.1_rhel6_x86_64_bundle.zip
scc-5.3.1_rhel7_x86_64_bundle.zip

5.3.1 (embedded*)

scc-5.3.1_Windows_bundle.zip
scc-5.3.1_ubuntu16_amd64_bundle.tar.gz
scc-5.3.1_macosx10_x86_64_bundle.tar.gz
scc-5.3.1_rhel6_i686_bundle.tar.gz
scc-5.3.1_rhel6_x86_64_bundle.tar.gz
scc-5.3.1_rhel7_x86_64_bundle.tar.gz

Note: *Embedded files are the zip/tar.gz files found within each corresponding SCC zip file.
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Java Runtime Environment (JRE)
Operating system

Operating system
version

Supported JRE distributions and versions

Can deploy
using
Comply?

Microsoft Windows Server

Microsoft Windows Server
2008 and 2008 R2

Java version 8 distribution provided with Comply

Yes

Microsoft Windows Server
2012 and 2012 R2
Microsoft Windows Server
2016 and later
Microsoft Windows
Workstation

Microsoft Windows 7 and
later

macOS

OS X 10.11 El Capitan and
later
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l

Java version 8 distribution provided with Comply

l

Java version 8 distributions provided by Oracle

l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

Yes

Yes

Yes

Yes

Page 119

Operating system

Operating system
version

Linux

Amazon Linux 1 AMI
(2016.09, 2017.12, 2018.03)
Amazon Linux 2 LTS

Debian 6.x, 7.x
Debian 8.x and later

l

JRE provided with Comply

l

Java version 8 distributions provided by Amazon

l

JRE provided with Comply

l

Java version 8 distributions provided by Amazon

Java version 7 or 8 (preferred) distributions provided by Oracle
l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

Can deploy
using
Comply?
Yes

Yes

Yes6
Yes

Oracle Linux 5.x and later

Java version 7 or 8 (preferred) distributions provided by Oracle

Yes6

Red Hat Enterprise Linux
(RHEL) 5.x

Java version 7 or 8 (preferred) distributions provided by Oracle

Yes6

Red Hat Enterprise Linux
(RHEL) 6.x and later
CentOS 5.x
CentOS 6.x and later

SUSE Linux Enterprise
Server (SLES) 11.x
openSUSE 11.x

SUSE Linux Enterprise
Server (SLES) 12.x and
later
openSUSE 12.x and later

Ubuntu 12.04 - 13.x
Ubuntu 14.x and later

AIX1

Supported JRE distributions and versions

l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

Java version 7 or 8 (preferred) distributions provided by Oracle
l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

l

JRE provided with Comply

l

Java version 7 or 8 distributions provided by Oracle

l

JRE provided with Comply

l

Java version 7 or 8 distributions provided by Oracle

l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

Java version 7 or 8 distributions provided by Oracle
l

JRE provided with Comply

l

Java version 8 distributions provided by either Oracle or Amazon

Yes

Yes6
Yes

Yes6

Yes6

Yes

Yes

Yes6
Yes

IBM AIX 6.1 TL7SP10 and
later2

IBM JRE version 7.x or 8 (preferred)

Yes3

IBM AIX 7.1 TL1SP10 and
later2

IBM JRE version 7.x or 8 (preferred)

Yes3

OpenJDK JRE version 7 or 8 with the HotSpot JVM

Yes4

IBM JRE version 7.x or 8 (preferred)

Yes3

OpenJDK JRE version 7 or 8 with the HotSpot JVM

Yes4

IBM AIX 7.2
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Operating system

Operating system
version

Supported JRE distributions and versions

Can deploy
using
Comply?

Solaris5

Oracle Solaris 10 SPARC

Oracle JRE 7 or 8 (preferred)

Yes6

Oracle Solaris 10 x862

Oracle JRE 7 or 8 (preferred)

Yes6

Oracle Solaris 11 SPARC

Oracle JRE 7 or 8 (preferred)

Yes6

Oracle Solaris 11 x862

Oracle JRE 7 or 8 (preferred)

Yes6

1The

IBM JRE is usually already installed on AIX endpoints. Supported versions can be used with Comply scans.

264-bit

only.

3Only

IBM JRE 8 64-bit is supported for deployment through Comply. You must repackage the JRE before it can be deployed through Comply.
For details, see Repackage the IBM JRE for deployment to AIX endpoints.
4Only

version 8 is supported for deployment through Comply. Check the OpenJDK release site for supported service pack levels for a particular
OpenJDK JRE release: AdoptOpenJDK: Latest release.
5The

Oracle JRE is usually already installed on Solaris endpoints. Supported versions can be used with Comply scans.

6Only

version 8 is supported for deployment through Comply.

Note: Amazon Coretto Java Runtime Environment (JRE) version 8.x is provided for use with supported Windows 32-bit endpoints,
and version 11.x is provided for use with supported 64-bit endpoints. For more information, refer to Working with scan engines and
JREs on page 1.
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Reference: Repackage the IBM JRE for
deployment to AIX endpoints
Before you begin
The IBM JRE is usually already installed on AIX endpoints and supported versions can be used with Comply
scans.
You can deploy supported versions of OpenJDK JRE version 8 through Comply to endpoints running AIX 7.1
TL1SP10 and later or AIX 7.2. Check the OpenJDK release site for supported service pack levels for a
particular OpenJDK JRE release: AdoptOpenJDK: Latest release.
The OpenJDK JRE version 8 does not support AIX 6.1; therefore, you must use the IBM JRE on AIX 6.1
endpoints.
If needed, you can deploy IBM Java SE Version 8 (64-bit) to AIX endpoints through Comply, but you must
repackage it first to a format that is compatible with Comply.

Procedure
IMPORTANT: You must complete these steps on an AIX machine.
1. Download IBM Java SE Version 8 (64-bit): IBM: Developer Kits for Java Standard Edition on AIX.
2. Complete the following steps from a command line on an AIX machine:
a. Move the downloaded JRE file to the directory where you want to extract the files.
b. Change directory to the directory where you moved the file.
c. Run the following commands, which use these variables:
l <downloaded file name>: the file that you downloaded from the IBM website. For
example, Java8_64.jre.8.0.0.610.tar.gz.
l
l

l

<extracted file name>: the extracted file. For example, Java8_64.jre.
<extracted file path>: the directory to which the file was extracted. For
example, Java8_64.
<file name for resulting file>: Name that you specify for the resulting file.
This name must reflect the exact JRE version. For example, Java8_
64.jre.8.0.0.605.tar.gz.

gzip -dc <downloaded file name> | tar -xof restore -qxvdf <extracted file name> .
cp -R usr/lpp/<extracted file name>/inst_root/etc/<extracted file
path>/jre/lib/* usr/<extracted file path>/jre/lib/
cd usr/<extracted file path>/
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tar -cvf /tmp/<file name for resulting file>.tar jre
cd /tmp
//If you downloaded the original file to /tmp, you must delete that
file using the following command
// before you can create the resulting .tar file since the two files
have the same name.
//If you downloaded the file to a location other than /tmp, skip to
the last command
rm -rf <downloaded file name>
gzip <file name for resulting file>.tar

The subsequent example shows the commands with actual filenames and paths.
IMPORTANT: You must name the file so that it reflects the exact JRE version. For
example, Java8_64.jre.8.0.0.605.tar.gz. In most cases, the file name will
match the file name of the original JRE that you downloaded.
EXAMPLE
The following example shows the commands to generate the file that can be deployed through Comply.

This example uses these inputs:
l

The version of the downloaded JRE is 8.0.0.605

l

The file name for the downloaded JRE is Java8_64.jre.8.0.0.605.tar.gz

l

The directory for file extraction is /tmp/jre_extract

l

The resulting JRE file is Java8_64.jre.8.0.0.605.tar.gz (the same as the original
downloaded JRE file)

cd /tmp/jre_extract
gzip -dc Java8_64.jre.8.0.0.605.tar.gz | tar -xof restore -qxvdf Java8_64.jre .
cp -R usr/lpp/Java8_64.jre/inst_root/etc/java8_64/jre/lib/* usr/java8_
64/jre/lib/
cd usr/java8_64/
tar -cvf /tmp/Java8_64.jre.8.0.0.605.tar jre
cd /tmp
gzip Java8_64.jre.8.0.0.605.tar

These commands produce a file, Java8_64.jre.8.0.0.605.tar.gz, that can be deployed to AIX
endpoints through Comply.

What to do next
Import the JRE file and deploy it to AIX endpoints as needed. For more information, see Download and
import the Java Runtime Environment (JRE) package and Creating deployments.
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