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Integrity Monitor overview
With Integrity Monitor, you can simplify regulatory compliance for your enterprise by
consolidating tools and accomplish the following:
l

Continuously monitor critical operating system (OS), application, and log files.
l With uninterrupted, real-time integrity monitoring, you are not limited by a set
schedule.
l

l
l

Avoid the complexity of deploying several point tools and tuning them for
individual endpoints.

Go from alert to active investigation using other modules on the Tanium platform.
Deploy continuous monitoring for common or new attack vectors to any dynamic
group of computers or across the enterprise. By leveraging Tanium™ Connect,
integrate with existing change management and incident response systems to scale
integrity monitoring.

Managing file events
Using Integrity Monitor, you specify files or directories that you want to watch for changes
in watchlists, and then you define how those watchlists are deployed to endpoints using
monitors. After you create and deploy monitors, Integrity Monitor records file events on the
included endpoints.

Labeling events
You can label events to mark actions that need to be taken on those events. You can also
create rules that automatically label events, which can help you readily identify events of
concern.

Legacy labeling and enhanced labeling
Integrity Monitor 2.4 and later includes the capability to use labels that are stored on
endpoints, known as enhanced labeling. This allows labels to be available from Integrity
Monitor sensors across the Tanium platform and to be combined with other data, which
allows you to use labels in filters. For example, when using enhanced labeling, you can ask
the question Get Computer Name and Integrity Monitor File Events Details
contains Label Important in Tanium Interact to retrieve only file events with the label
Important. Additionally, the sensors Integrity Monitor Labeled File Events Details,
Integrity Monitor Unlabeled File Events Overview, and Integrity Monitor Unlabeled File
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Events Details are available when using enhanced labeling. For more information, see
Working with events on page 49.
When all events are appropriately labeled, you can filter for only unlabeled events, which
might represent unexpected or unauthorized changes, depending on your environment.
Enhanced labeling also lets you integrate with ServiceNow change management.
Currently, when you use enhanced labeling, the following restrictions apply:
l

You cannot manually add labels to events.

l

You cannot add notes to labeled events.

l

You cannot view and manage event labels in the Integrity Monitor File Events
Overview.

l

Reports are unavailable.

l

Label history is unavailable.

Enhanced labels are shown in text format as normal sensor output, whereas legacy labels
were shown graphically with colored boxes. This change allows ordering and filtering
based on label names, just as with any Tanium sensor output.
With legacy labeling, labels are stored on the Tanium Module Server, and they are available
only within Integrity Monitor.
Enhanced labeling is available only for monitors for Windows and Linux Endpoints.
Monitors for AIX and Solaris endpoints must use legacy labeling.

Integration with IT workflows
When you integrate Integrity Monitor with IT workflows in ServiceNow Change
Management, Integrity Monitor can automatically label events based on change requests or
change tasks in ServiceNow, which lets you determine which events are authorized and
filter out events within authorized change windows.

Integration with other Tanium products
Integrity Monitor has built in integration with Tanium™ Trends for additional reporting of
related data.
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Trends
By default, Integrity Monitor features Trends boards that provide data visualization of
Integrity Monitor concepts.
Deployment
Displays the health statuses of deployed monitors and the versions of Integrity
Monitor tools installed on endpoints.
Effectiveness
Displays the most frequent change types for events, file paths with the most change
events, and users with the most change events.
Operationalization
Displays the percentages of endpoints that are currently monitored (grouped by
operating system), the breakdown of deployed monitors by operating system, and
the breakdown of watchlists in use by path style.
For more information about how to import the Trends boards that are provided by
Integrity Monitor, see Tanium Trends User Guide: Importing the initial gallery.

This documentation may provide access to or information about content, products (including hardware and software), and services provided by third parties
(“Third Party Items”). With respect to such Third Party Items, Tanium Inc. and its affiliates (i) are not responsible for such items, and expressly disclaim all
warranties and liability of any kind related to such Third Party Items and (ii) will not be responsible for any loss, costs, or damages incurred due to your access to
or use of such Third Party Items unless expressly set forth otherwise in an applicable agreement between you and Tanium.
Further, this documentation does not require or contemplate the use of or combination with Tanium products with any particular Third Party Items and neither
Tanium nor its affiliates shall have any responsibility for any infringement of intellectual property rights caused by any such combination. You, and not Tanium,
are responsible for determining that any combination of Third Party Items with Tanium products is appropriate and will not cause infringement of any third party
intellectual property rights.
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Getting started
1. Install and configure Integrity Monitor. For more information, see Installing Integrity
Monitor on page 26.
2. Create watchlists. For more information, see Working with watchlists on page 31.
3. Create monitors. For more information, see Working with monitors on page 41.
4. View and label your results. For more information, see Working with monitors on
page 41.
5. Send out your results using Connect. For more information, see Working with events
on page 49.
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Integrity Monitor requirements
Review the requirements before you install and use Integrity Monitor.

Tanium dependencies
In addition to a license for Integrity Monitor, make sure that your environment meets the
following requirements.
Component Requirement
Tanium™
Core
Platform
Tanium™
Client

7.2 or later

If you are using an older version, contact your Technical Account Manager (TAM)
before installing and using Integrity Monitor.
l

Windows:
l 7.2.314.3584 or later
l

l

Linux :
l 7.2.314.3211 or later
l

l

7.4.1.1955 or later

AIX:
l 6.0.314.1437 or later
l

l

7.4.1.1955 or later

7.2.314.3584 or later

Solaris:
l 6.0.314.1321 or later
l

7.2.314.3584 or later

l

7.4.1.1955 or later

For best results with AIX and Solaris endpoints, use version 7.2.314.3584 or later
due to known issues with file handling in the 6.0 client that were fixed in later
versions.
For more information about specific Tanium Client versions and supported
operating system versions, see Tanium Client User Guide: Host system
requirements.
For more information about deploying the Tanium Client to endpoints with
different operating systems, see the Tanium Client User Guide.
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Component Requirement
Tanium
products

If you clicked Install with Recommended Configurations when you installed
Integrity Monitor, the Tanium Server automatically installed all your licensed
modules at the same time. Otherwise, you must manually install the modules that
Integrity Monitor requires to function, as described under Tanium Console User
Guide: Manage Tanium modules.
The following modules are optional, but Integrity Monitor requires the specified
minimum versions to work with them:

Computer
groups

l

Tanium™ Connect 4.0 or later

l

Tanium™ Trends 2.4 or later

(Tanium Core Platform 7.4.2 or later only) When you first log into the Tanium Console
after installing the Tanium Server, the server automatically imports the computer
groups that Integrity Monitor requires:
l

All Computers

l

All AIX

l

All Linux

l

All Solaris

l

All Mac

l

All Windows Server 2019

l

All Windows Server 2016

l

All Windows Server 2012 R2

l

All Windows Server 2012

l

All Windows Server 2008 R2

Endpoints
Supported operating systems
The following endpoint operating systems are supported with Integrity Monitor.
l

Microsoft Windows Server: Windows Server 2008 R2 or later.

l

Microsoft Windows Workstation: Windows 7 or later.

l

Linux: Same as Tanium Client support. See Tanium Client User Guide: Host system
requirements.
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Note: Integrity Monitor is not currently supported on Red Hat Enterprise Linux
(RHEL) 8.x.
l

l

AIX: Same as Tanium Client support. See Tanium Client User Guide: Host system
requirements.
Solaris: Same as Tanium Client support. See Tanium Client User Guide: Host system
requirements.

LINUX REQUIREMENTS

For Linux endpoints:
l

l

l

Install the most recent stable version of the audit daemon and audispd-plugins. For
information on deprecated parameters in the audit daemon configuration, see
Tanium Client Recorder Extension User Guide. See the specific operating system
documentation for instructions.
Be aware that when using immutable "-e 2" mode, the recorder adds Tanium audit
rules in front of the immutable flag. When using the -e 2 flag on Linux, the endpoint
must be restarted after the recorder is enabled.
Be aware that when using the failure "-f 2" mode, the Linux kernel panics in the event
that auditd message is lost. The recorder does not add audit rules if this
configuration is detected.

Disk space requirements
By default, the endpoint database is 1 GB in size. There must be 2 times the maximum
database size available in free disk space on the partition where the Tanium Client is
installed.

Processor requirements
The CPU demand on the endpoint averages less than 1%.

Memory requirements
For best results, each endpoint device must have a minimum of 4 GB RAM.

Client Recorder Extension
Integrity Monitor uses the Tanium™ Client Recorder Extension to gather data from
endpoints. For more information, see Client Recorder Extension User Guide.
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Integrity Monitor 2.0 and later includes an upgrade to Client Recorder Extension 2.0,
commonly referred to as the recorder. Recorder 2.0 includes significant improvements to
performance and interoperability between modules that use the recorder (Integrity
Monitor, Tanium™ Threat Response, and Tanium™ Map).
This upgrade does not require you to update all three modules at the same time, but
conditional logic is applied to determine whether to upgrade the recorder component from
version 1.x to 2.0 when more than one of these modules is deployed to an endpoint. The
recorder updates on an endpoint as follows:
l

l

l

If Integrity Monitor is the only module installed that uses the recorder, the endpoint
updates to the new recorder when you upgrade to Integrity Monitor 2.0 or later.
If Threat Response 1.4.2 or earlier is installed along with Integrity Monitor 2.0 or later,
the previous version of the recorder is used on the endpoint until you upgrade to
Threat Response 2.0 or later.
If Map 1.2.2 or earlier is installed along with Integrity Monitor 2.0 or later and Threat
Response 2.0 or later, the endpoint updates to the new recorder. Map will not
function as expected until you upgrade to Map 2.0.

Integrity Monitor does not use the Client Recorder Extension for Solaris and AIX endpoints.

Third-party software
For integrating Integrity Monitor with an IT workflow in ServiceNow Change Management,
the Madrid or later release of ServiceNow is required.

Host and network security requirements
Specific processes are needed to run Integrity Monitor.

Security exclusions
If security software is in use in the environment to monitor and block unknown host system
processes, your security administrator must create exclusions to allow the Tanium
processes to run without interference.
Table 1: Integrity Monitor security exclusions
Target device

Process

Module Server

<Module Server>\services\integrity-monitorservice\node.exe
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Target device

Process

Windows x86 and x64
endpoints

<Tanium Client>\Tools\IM\TaniumSQLiteQuery.exe
<Tanium Client>\Tools\IM\TaniumExecWrapper.exe
<Tanium Client>\Python27\TPython.exe (7.2.x clients)
<Tanium Client>\Python38\TPython.exe (7.4.x clients)
<Tanium Client>\Python38\*.dll (7.4.x clients)
<Tanium Client>\TaniumCX.exe

Linux x86 and x64 endpoints

<Tanium Client>/Tools/Trace/recorder
<Tanium Client>/Tools/EPI/TaniumEndpointIndex
<Tanium Client>/Tools/EPI/TaniumExecWrapper
<Tanium Client>/python27/python (7.2.x clients)
<Tanium Client>/python38/python (7.4.x clients)
<Tanium Client>/TaniumCX

For best results, add a recursive security exclusion for the Tanium Client directory:
l

l

Windows endpoints: <Tanium Client>
This path is usually C:\Program Files (x86)\Tanium\Tanium Client.
Linux endpoints: /opt/Tanium/TaniumClient

Service account user
The Integrity Monitor service account requires certain privileges to run background jobs
which include gathering endpoint statistics, sending labels to Connect, and evaluating
rules. See Installing Integrity Monitor on page 26 to create a service account user and
configure the service account within Integrity Monitor.

User role requirements
Integrity Monitor 1.2.1 introduced role-based access control (RBAC) permissions that
control access to Integrity Monitor functions. The four predefined roles are Integrity
Monitor Admin, Integrity Monitor Author, Integrity Monitor User, and Integrity Monitor Read
Only User.
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Table 2: Integrity Monitor user role privileges for Tanium 7.1.314.3071 or later
Privilege

Integrity
Monitor
Administrator

Integrity
Monitor
Author

Integrity
Monitor User

Integrity
Monitor Read
Only User

Show Integrity
Monitor
View the
Integrity
Monitor
workbench.
Integrity Monitor
Use API

1

1

1

Integrity Monitor
Monitor Event
Labels Read

1

1

1

1

1

1

1

1

1

1

1

1

View monitor
event labels.
Integrity Monitor
Watchlists Read
View
watchlists.
Integrity Monitor
Rules Read
View rules.
Integrity Monitor
Monitor Events
Read
View monitor
events.
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Privilege

Integrity Monitor
Monitors Read

Integrity
Monitor
Administrator
1

Integrity
Monitor
Author

Integrity
Monitor User

Integrity
Monitor Read
Only User

1

View monitors.
View and
download
reports.
Integrity Monitor
Settings Read

1

View general
settings,
templates, and
default labels.
Integrity Monitor
Monitor Event
Labels Write

1

Create and edit
monitor event
labels and label
notes.
Send labeled
events to
Connect
manually.2
Integrity Monitor
Watchlists Write
Create and edit
watchlists.
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Privilege

Integrity
Monitor
Administrator

Integrity
Monitor
Author

Integrity
Monitor User

Integrity
Monitor Read
Only User

Integrity Monitor
Rules Write
Create and edit
rules.
Integrity Monitor
Monitors Write
Create and edit
monitors.
Enable, disable,
or delete
reports for a
monitor.
Integrity Monitor
Settings Write
Update general
settings,
templates, and
default labels.
Integrity Monitor
Monitor Event
Labels Delete
Delete monitor
event labels
and notes.
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Privilege

Integrity
Monitor
Administrator

Integrity
Monitor
Author

Integrity
Monitor User

Integrity
Monitor Read
Only User

Integrity Monitor
Execute
Scheduled Task
Execute tasks
in the IM
service via the
IM schedule
plugin,
including
sending labeled
events to
Connect via a
background
scheduled task
and scheduling
the weekly day
and time to
generate
reports.
Execute and
apply rules to
events.
Integrity Monitor
Deploy Monitors
Deploy
monitors.
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Privilege

Integrity
Monitor
Administrator

Integrity
Monitor
Author

Integrity
Monitor User

Integrity
Monitor Read
Only User

Integrity Monitor
Troubleshooting
Create, check
the status of,
and download
the
troubleshooting
archive.
1

Denotes a provided permission.

2To

send labeled events to Tanium Connect, you must have Connect installed. You must also
have the Integrity Monitor Monitor Event Labels Write permission and the Tanium Connect
Connect Event Write permission, which is provided through the Connect roles. The lowest
privileged Connect role that an Administrator can assign to grant this privilege is Connect User.

Table 3: Provided Integrity Monitor Advanced user role permissions for Tanium
7.1.314.3071 or later
Permission

Content Set
for
Permission

Execute plugin

Integrity
Monitor Events

Execute plugin

Integrity
Monitor

Read action

Integrity
Monitor
Deployments
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Permission

Content Set
for
Permission

Read saved question

Integrity
Monitor Events

Read sensor

Reserved

Read sensor

Integrity
Monitor
Deployment

Read sensor

Integrity
Monitor Events

Write action

Integrity
Monitor
Deployment

Write package

Integrity
Monitor
Deployment

Write saved question

Integrity
Monitor Events

Integrity
Monitor
Administrator

Integrity
Monitor
Author

Integrity
Monitor
User

Integrity
Monitor
Read Only
User

Permission recording
Linux
To monitor permission event types, there are no special requirements for Linux endpoints.

Windows
To monitor permission event types, you must configure the Audit File System permission
under Local Security Policy on the endpoint.
You can check to see if this permission is already configured using the Get Integrity
Monitor Endpoint Tools Status and Computer name from all machines sensor in
Tanium™ Interact. You will get the following results if the permission is not configured,
depending on the version of Client Recorder Extension that is installed:
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Client Recorder
Extension Version

Error Messages

Client Recorder Extension
1.0

Audit Policy for File System auditing is
configured for: No Auditing
or
Audit Policy for File System auditing is
configured for: Failure
followed by
Error: Audit Policy for File System auditing is
not properly configured

Client Recorder Extension
2.0

Recorder - Error: File permission auditing is
disabled

The following steps to configure the Audit File System permission might slightly vary
depending on your exact version of Windows.

Figure 1: Local Security Policy in Windows 10
1. Open Local Security Policy, usually found in the Administrative Tools folder.
2. Expand Advanced Audit Policy Configuration under Security Settings.

© 2020 Tanium Inc. All Rights Reserved

Page 24

3. Expand System Audit Policies - Local Group Policy Object.
4. Double click Object Access.
5. Double click Audit File System.
6. Select Configure the following audit events: and then select Success.
7. Click Apply and then click OK.
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Installing Integrity Monitor
Use the Tanium Solutions page to install Integrity Monitor and choose either automatic or
manual configuration:
l

l

Automatic configuration with default settings (Tanium Core Platform 7.4.2 or later
only): Integrity Monitor is installed with any required dependencies and other
selected products. After installation, the Tanium Server automatically configures the
recommended default settings. This option is the best practice for most deployments.
For details about the automatic configuration for Integrity Monitor, see Import and
configure Integrity Monitor with default settings on page 26.
Manual configuration with custom settings: After installing Integrity Monitor, you
must manually configure required settings. Select this option only if Integrity Monitor
requires settings that differ from the recommended default settings. For more
information, see Import and configure Integrity Monitor with custom settings on page
27.

Before you begin
l

Read the release notes.

l

Review the Integrity Monitor requirements on page 13.

l

If you are upgrading from a previous version, see Upgrade Integrity Monitor.

Import and configure Integrity Monitor with default settings
When you import Integrity Monitor with automatic configuration, the following default
settings are configured:
l

l
l

l

The Integrity Monitor service account is set to the account that you used to import
the module.
The Integrity Monitor action group is set to the computer group All Computers.
A watchlist is created for each supported operating system (Windows, Linux, Solaris,
and AIX) based on the Critical System Files template for the operating system.
A monitor is created to deploy the watchlist for each supported operating system.
The Windows monitor is targeted only to Windows Server computer groups: All
Windows Server 2008 R2, All Windows Server 2012, All Windows Server 2012 R2, All
Windows Server 2016, and All Windows Server 2019.
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All other monitors are targeted to the associated All <Operating System> computer
group: All Linux, All Solaris, and All AIX.
Tip: If one or more of the targeted operating systems are not used in your
environment, delete the associated monitors.
l

Monitors are deployed to endpoints.

To import Integrity Monitor and configure default settings, be sure to select the Apply
Tanium recommended configurations check box while performing the steps in Tanium
Console User Guide: Manage Tanium modules. After the import, verify that the correct
version is installed: see Verify Integrity Monitor version on page 30.

Import and configure Integrity Monitor with custom settings
To import Integrity Monitor without automatically configuring default settings, be sure to
clear the Apply Tanium recommended configurations check box while performing the
steps in Tanium Console User Guide: Manage Tanium modules. After the import, verify that
the correct version is installed: see Verify Integrity Monitor version on page 30.

Configure the Integrity Monitor service account
You must create and configure an Integrity Monitor service account to run several
background processes, such as gathering endpoint statistics and sending labels to
Connect. This user must have the following roles and access configured:
l

The Connect User role

l

The Integrity Monitor Administrator role

l

Access to monitored computer groups

Note: For best results, grant the service account user access to the All Computers
group for access to any endpoints assigned to monitors. Otherwise, every time you
add a computer group to a monitor, you must assign that computer group to your
service account for Integrity Monitor or you will encounter issues running configured
rules.
1. From the Integrity Monitor Home page, in the Configure Integrity Monitor section,
click the Configure Service Account step and click Configure Service Account.
2. Enter the User Name and Password for the service account user and click Save.
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Set up watchlists
Create a watchlist to define a set of files and directories that you want to monitor for any
changes. For more information, see Working with watchlists.

Set up monitors
Use monitors to deploy watchlists to endpoints for continuous recording of file events. For
more information, see Working with monitors.

Deploy monitors
1. After you create a monitor, click Deploy Monitors to see results.

2. In the Confirm Deploy window, click Yes. If you have more than one monitor, all
monitors are deployed.
Note: When you deploy a monitor, you deploy all monitors. When you take an action
on monitors (such as creating, modifying, or reprioritizing monitors) you will be
prompted to deploy all monitors. For best results, create the monitors you know you
need and then deploy them all at once.

IMPORTANT: Deploying a monitor that uses legacy labeling to an endpoint to which
a monitor that uses enhanced labeling has previously been deployed is not
supported. Migration is intended to occur only from legacy labeling to enhanced
labeling. As a best practice, avoid this condition when reprioritizing monitors or
modifying and redeploying monitors. Deploying legacy labeling to an endpoint that is
using enhanced labeling due to a previous deployment might require removal and

© 2020 Tanium Inc. All Rights Reserved

Page 28

redeployment of Integrity Monitor tools on endpoints. For more information about
removing Integrity Monitor tools, see Remove Integrity Monitor tools from endpoints
on page 74, and consult your Technical Account Manager (TAM) for information
about best practices.

Set up rules
Create rules to automatically label events based on attributes of the event itself. You can
use these labels to differentiate between planned, expected, and suspicious changes in
your event stream and align with change windows. For more information, see Working with
rules.

Deploy rules (enhanced labeling)
When you are using enhanced labeling, rules are deployed to endpoints in order to apply
labels to events directly on endpoints. Thus, rules for monitors that use enhanced labeling
must be deployed after creation or modification. For more information, see Working with
rules.

Upgrade Integrity Monitor
For the steps to upgrade Integrity Monitor, see Tanium Console User Guide: Manage
Tanium modules. After the upgrade, verify that the correct version is installed: see Verify
Integrity Monitor version on page 30.
Read the release notes for a particular version before you upgrade Integrity Monitor.
As a best practice, perform some basic tests in Integrity Monitor before and after the
upgrade to ensure that all operations are working as expected.
After you upgrade Integrity Monitor, you must redeploy all monitors.
IMPORTANT: If you do not redeploy the monitors, the system might be left in a
nonworking state.
UPGRADING TO INTEGRITY MONITOR 2.0 AND LATER

Integrity Monitor 2.0 and later includes an upgrade to Client Recorder Extension 2.0,
commonly referred to as the recorder. Recorder 2.0 includes significant improvements to
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performance and interoperability between modules that use the recorder (Integrity
Monitor, Tanium™ Threat Response, and Tanium™ Map).
This upgrade does not require you to update all three modules at the same time, but
conditional logic is applied to determine whether to upgrade the recorder component from
version 1.x to 2.0 when more than one of these modules is deployed to an endpoint. The
recorder updates on an endpoint as follows:
l

l

l

If Integrity Monitor is the only module installed that uses the recorder, the endpoint
updates to the new recorder when you upgrade to Integrity Monitor 2.0 or later.
If Threat Response 1.4.2 or earlier is installed along with Integrity Monitor 2.0 or later,
the previous version of the recorder is used on the endpoint until you upgrade to
Threat Response 2.0 or later.
If Map 1.2.2 or earlier is installed along with Integrity Monitor 2.0 or later and Threat
Response 2.0 or later, the endpoint updates to the new recorder. Map will not
function as expected until you upgrade to Map 2.0.

UPGRADING TO INTEGRITY MONITOR 2.4 AND LATER

Integrity Monitor 2.4 and later includes the capability to use labels that are stored on
endpoints, known as enhanced labeling. (For more information, see Legacy labeling and
enhanced labeling on page 9.) To support this functionality, when you upgrade to Integrity
2.4 or later, all existing labels will become global labels. Any user-defined custom labels
that are currently assigned to specific monitors will be migrated to a matching global label.
Any custom labels that have conflicting names will be merged into a single global label.
After upgrading, you can update individual monitors from legacy labeling to enhanced
labeling. For information about performing this update, see Update monitors from legacy
labeling to enhanced labeling on page 46.

Verify Integrity Monitor version
After you import or upgrade Integrity Monitor, verify that the correct version is installed:
1. Refresh your browser.
2. From the Main menu, click Integrity Monitor to open the Integrity Monitor Home
page.
3. To display version information, click Info

.

What to do next
See Getting started on page 12 for more information about using Integrity Monitor.
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Working with watchlists
Watchlists define a set of files or directories that you want to watch for changes. Integrity
Monitor includes watchlist templates that contain critical files and directories that are
typically monitored for Windows and Linux.
You can create your own watchlists or create watchlists from these templates, to which you
can add additional paths to watch.

Path inclusions and exclusions
If needed, you can refine the paths in a watchlist by adding path inclusions or path
exclusions.
If you define path inclusions, only files and directories in the path that match the inclusion
are monitored for the configured change types (create, write, delete, rename, or
permission). If you do not define any path inclusions, all files and directories in the path
are watched for the configured change types.
If you define path exclusions, files and directories in the path that match the exclusion are
not watched.
If you define both, all files and directories in the path are watched if they fall within one of
the inclusion definitions for the path unless they also fall within one of its exclusion
definitions.
For more information, see Reference: Watchlist path inclusions and exclusions.
Inclusions and exclusions are not required for a path. You can define multiple inclusions or
exclusions for a path. When you define path inclusions or exclusions, you can use asterisk
(*) wildcards to match any number of any character or a question mark wildcard (?) to
match any one character.

Create a watchlist
1. Select Watchlists from the Integrity Monitor menu.
2. On the Watchlists page, click Create Watchlist.
3. Enter a name and description for the new watchlist.
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4. Select a Path Style: Unix or Windows.
Note: The target endpoint operating system and paths must be consistent
within a watchlist. For example, you cannot add a Windows path to a watchlist
that targets Linux endpoints.

5. In the Watchlist Templates section, you can select one or more of the optional
templates to use for the watchlist.
6. Click Create.
The new watchlist displays after it is created.
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Note: You must create a monitor to deploy the watchlist to endpoints and record the
file events defined in the watchlist. For more information, see Working with
monitors.

View watchlist details
On the Watchlists page, you can use the Filter by name field to filter watchlists.
To view the path details for a watchlist, click the name of the watchlist you want to view to
open the watchlist details page.

From this page, you can use the Filter by name field to filter the paths that display for the
watchlist. Click Expand next to a path to view the details for that path.
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Note: The details you see for a watchlist depend on the role you are assigned in
Integrity Monitor.

Edit a watchlist
1. Select Watchlists from the Integrity Monitor menu.
2. On the Watchlists page, click the name of the watchlist to open the watchlist details
page.
3. Click Edit.

4. Edit the Name, Description or Path Style for the watchlist.
CAUTION: If you change the Path Style for a watchlist, all existing paths are
removed after you confirm the change.
5. Click Save.

Add a path
Add paths to a watchlist to define the files and directories that you want to watch for
changes.
1. Select Watchlists from the Integrity Monitor menu.
2. On the Watchlists page, click the name of the watchlist to open the watchlist details
page.

3. Click Add Paths > New.
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4. In the Details section, provide the information for the path:
l Path: Specify the absolute path for the file or directory.
You can use asterisk (*) wildcards to match any number of any character or a
question mark wildcard (?) to match any one character.
When you define a path, you can use the wildcards within a directory or file
name, but you cannot use them to specify multiple directory levels. This usage
is different from wildcard usage in path inclusions or exclusions. For example,
if you have a path /a/*/z, this path matches a/b/z, but not a/b/c/z.
l

Change Type: Select one or more change types that you want to watch for the
file or directory: Create, Write, Delete, Rename, or Permission.

5. In the Inclusions and Exclusions section, expand the Path Inclusions or Path
Exclusions sections to add path inclusions and exclusions.
Click Add in the corresponding section to add additional input fields where you can
specify more path inclusions or exclusions.
You can use asterisk (*) wildcards to match any number of any character or a
question mark wildcard (?) to match any one character.
When you use wildcards in a path inclusion or exclusion, they match zero or more
characters if you use the * wildcard or exactly one character if you use the ? wildcard,
which includes path separators (/ on Linux or \ on Windows). For example, if the
path is /a and an inclusion is */z, this inclusion matches /a/b/z, /a/b/c/z, or
/a/b/c/d/e/f/g/z.
For more information, see Reference: Watchlist path inclusions and exclusions.
6. Click Add Path to save your changes.

Import a path
You can add paths to a watchlist by importing them from a file that you configured with
another monitoring tool or a template that is provided with Integrity Monitor.
1. Select Watchlists from the Integrity Monitor menu.
2. On the Watchlists page, click the name of the watchlist.
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Add paths from a file
Tanium currently provides limited support for importing paths from Tripwire configuration,
OSSEC configuration, LCE Client policy, or CSV files. An example of a Tanium CSV file is
shown in the subsequent section.
Click Add Paths > Import From File and browse to the file on your computer. Click Import.
EXAMPLE TANIUM CSV FILE USED TO IMPORT PATHS

This CSV file is an example of the style to use to import paths to Integrity Monitor. The first
line specifies the column name and defines the order of the values in the subsequent rows.
path,ops_create,ops_delete,ops_write,ops_rename,ops_permission,excludes_
spec
C:\autoexec.bat,on,on,on,on,on,
C:\Windows\logs,on,on,on,on,off,\*
C:\Windows,on,on,on,on,on,NtServicePackUninstall
,,,,,,NtServicePackUninstall\*
,,,,,,NtUninstall
,,,,,,NtUninstall\*
,,,,,,Help
,,,,,,Help\*
C:\Windows\assembly,on,on,on,on,on,\*

C:\autoexec.bat,on,on,on,on,on,

In the preceding CSV example, this line adds a path, C:\autoexec.bat, and
enables all of the supported change types (create, delete, write, rename, permission).
C:\Windows\logs,on,on,on,on,off,\*

In the preceding CSV example, this line adds a path, C:\Windows\logs, and
enables the create, delete, write, rename change types. It does not enable the
permission change type. It adds one exclusion (\*). With this configuration, only the
watchlist path itself is watched. C:\Windows\logs is watched, but nothing below
that directory.
C:\Windows,on,on,on,on,on,NtServicePackUninstall
,,,,,,NtServicePackUninstall\*
,,,,,,NtUninstall
,,,,,,NtUninstall\*
,,,,,,Help
,,,,,,Help\*
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In the preceding CSV example, these lines add a path, C:\Windows, enable all of
the supported change types (create, delete, write, rename, permission), and add
three directory exclusions (NtServicePackUninstall, NtUninstall, and Help). This line:
,,,,,,NtUninstall excludes the directory itself. This line:
,,,,,,NtUninstall\* excludes everything below that directory.
C:\Windows\assembly,on,on,on,on,on,\*

In the preceding CSV example, this line adds a path, C:\Windows\assembly, and
enables all of the supported change types (create, delete, write, rename, permission).
It adds one file exclusion (\*). With this configuration, only the watchlist path itself is
watched. C:\Windows\assembly is watched, but nothing below that directory.

Add paths from a template
Integrity Monitor includes watchlist templates that contain critical files and directories that
are typically watched for Windows and Linux.
Click Add Paths > Import From Template and select one or more templates. Click Import.
Note: Monitors that use watchlists from the included templates might record a
significant number of events that are not necessarily cause for concern. Consult your
Technical Account Manager (TAM) for guidance in setting up watchlists and for
support if you encounter issues.

Edit a path
Edit a path to customize the types of changes that are watched on files. You can also add
path inclusions or exclusions.
1. On the Watchlists page, click the name of the watchlist.
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2. Select the path and click Edit Path.

3. In the Details section, modify the fields as needed:
l Path: Specify the absolute path for the file or directory.
You can use asterisk (*) wildcards to match any number of any character or a
question mark wildcard (?) to match any one character.
When you define a path, you can use the wildcards within a directory or file
name, but you cannot use them to specify multiple directory levels. This usage
is different from wildcard usage in a path inclusion or exclusion. For example, if
you have a path /a/*/z, this path matches a/b/z, but not a/b/c/z.
l

Change Type: Select one or more change types that you want to watch for the
file or directory: Create, Write, Delete, Rename, or Permission.
Tip: You can also modify the Change Type from the watchlist details
page. Select one or more paths and click Manage Change Type. Make the
necessary changes and click Save.

4. In the Inclusions and Exclusions section, expand the Path Inclusions or Path
Exclusions sections to add, modify, or delete path inclusions and exclusions.
l Click Add in the corresponding section to add additional input fields where you
can specify more path inclusions or exclusions.
You can use asterisk (*) wildcards to match any number of any character or a
question mark wildcard (?) to match any one character.
When you use wildcards in a path inclusion or exclusion, they match zero or
more characters if you use the * wildcard or exactly one character if you use the
? wildcard, which includes path separators (/ on Linux or \ on Windows). For
example, if the path is /a and an inclusion is */z, this inclusion matches
/a/b/z, /a/b/c/z, or /a/b/c/d/e/f/g/z.
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l

Modify existing inclusions and exclusions by updating the entry.

l

Click Delete

to delete an existing path inclusion or exclusion.

5. Click Save Path to save your changes.
See Permission recording on page 23 for special procedures to monitor permission event
types for Windows recorder.

Filter paths
Use the Filter by name field on the watchlist details page to only show paths with that text
in the path name.

l

l

Update the change types to watch for the paths by selecting one or more paths. Click
Manage Change Type. Make the necessary changes and click Save.

Delete the paths by selecting one or more paths. Click Delete

.

Delete the text in the Filter by Text field to return to the full list of paths.

Export and import watchlists
You can export a watchlist if, for example, you created the watchlist in your QA or lab
environment and you want to move it to your production environment. You might also
want to export watchlists as a backup.
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To export a watchlist, open the watchlist and click Export to export that watchlist.
To import a watchlist, click Import Watchlist on the Watchlists page and then select the
watchlist file in the Import Watchlist window. Click Import to import the file.
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Working with monitors
Use monitors to deploy watchlists to endpoints for continuous recording of file events.

Create a new monitor
1. Select Monitors from the Integrity Monitor menu.
2. On the Monitors page, click Create a New Monitor.
3. In the Details section on the Create Monitor page, enter a Name and Description for
the new monitor.
4. In the Targeting section, select the Operating System. If you selected Windows or
Linux, configure the following additional settings:
a. Select a Labeling Method. See Legacy labeling and enhanced labeling on page
9 for details on these options.
Note: If you select Enhanced Labeling when creating a monitor, you
cannot later change the monitor to use legacy labeling.
b. Select a Monitoring Method. See Monitoring methods for Windows and Linux
endpoints on page 41 for details on these options.
5. Select Computer Groups from the drop-down list. For more information about
computer groups, see Tanium Platform User Guide: Managing Computer Groups.
6. In the Watchlists section, select one or more watchlists. Only watchlists for the
operating system you selected are shown.
7. Click Create. Your new monitor and associated details are shown.

Monitoring methods for Windows and Linux endpoints
If you select Windows or Linux for the Operating System, select Event Monitoring, Hash
Monitoring, or both. It is a best practice to use both monitoring methods.
Event Monitoring
Use Event Monitoring to monitor change events, such as create, write, delete, or
rename, in real-time on files in the specified watchlist. Event Monitoring can
distinguish between similar types of changes, such as a rename versus a write and
delete. This method also provides more information about a change, such as the
associated user or process path. If you use Event Monitoring for Linux endpoints,
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you must configure the advanced settings for Maximum Endpoint Database Size,
Auditd Raw Logging, and the CPU Kill Switch Threshold.
Hash Monitoring
Use Hash Monitoring to monitor changes to the file hash or metadata at regular
intervals in the specified watchlist. Hash Monitoring is required in some
environments. An advantage to this method is that the file integrity can be verified
even if a change event is missed. Auditd is not used with Hash Monitoring on Linux
endpoints.
Selecting both Event Monitoring and Hash Monitoring
If you select this hybrid monitoring mode (both Event Monitoring and Hash
Monitoring), you will still see changes to files from Hash Monitoring even when the
event recorder is down. Hash Monitoring alone will not report the associated user or
process path for an event. Selecting a hybrid monitoring mode will also avoid
reporting events that indicate a change from the operating system but have no
content or file hash change.
ADVANCED SETTINGS FOR LINUX ENDPOINTS

Note: These settings apply only to Linux endpoints that use Client Recorder
Extension 1.0. For more information about Client Recorder Extension and Integrity
Monitor versions, see Upgrading to Integrity Monitor 2.0.
If you are creating an event monitor for Linux endpoints, expand the Advanced Settings
section and configure the following settings:
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1. Set the Maximum Endpoint Database Size. The default value for this field is 1024.
IMPORTANT: If you use Tanium™ Trace, and there is a different Maximum
Endpoint Database Size set in Trace, the larger setting will take effect. To avoid
this scenario, it is best to set the same size in both Integrity Monitor and Trace.
2. Choose one of the following settings for Auditd Raw Logging:
l Disable raw logging on endpoints: disables writing logs to disk. Use this setting
for improved event throughput and lower CPU usage. Be sure that you do not
have other, non-Tanium processes that depend on reading raw audit logs.
l

l

Enable raw logging on endpoints: writes the raw logs to disk. This setting
increases the audit log volume on the endpoint.
Do not change the logging settings on endpoints: audit log settings remain asis on the endpoint.

IMPORTANT: If you use Trace, and have different settings for Enable Auditd
Raw Logging in Trace, the Trace setting will take effect. To avoid this conflict, it
is best to use the same setting in both Integrity Monitor and Trace.
3. You can enable and define the CPU Kill Switch Threshold. This value specifies the
percent threshold for the CPU utilization kill switch for the recorder on endpoints
using this monitor. If the CPU utilization of the recorder exceeds this value, the
recorder will stop. The default value for this field is 25%.
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Prioritize monitors
Prioritize monitors when two or more monitors include the same endpoint(s) in the
computer groups for each monitor. In the case of such a conflict, the highest priority
monitor is the one that is deployed to that endpoint.
To prioritize monitors
1. On the Monitors page, click Prioritize.
2. The monitors will appear in the Prioritize Monitors window. Drag monitors into the
order you want to prioritize them.

3. Click Cancel to go back to the original order of priority. Click Save to save your
changes.
4. When you re-prioritize monitors, the Deploy Monitors button will appear again. Click
Deploy Monitors to redeploy monitors in the new prioritized order.
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Deploy monitors
1. After you create a monitor, click Deploy Monitors to see results.

2. In the Confirm Deploy window, click Yes. If you have more than one monitor, all
monitors are deployed.
Note: When you deploy a monitor, you deploy all monitors. When you take an action
on monitors (such as creating, modifying, or reprioritizing monitors) you will be
prompted to deploy all monitors. For best results, create the monitors you know you
need and then deploy them all at once.

IMPORTANT: Deploying a monitor that uses legacy labeling to an endpoint to which
a monitor that uses enhanced labeling has previously been deployed is not
supported. Migration is intended to occur only from legacy labeling to enhanced
labeling. As a best practice, avoid this condition when reprioritizing monitors or
modifying and redeploying monitors. Deploying legacy labeling to an endpoint that is
using enhanced labeling due to a previous deployment might require removal and
redeployment of Integrity Monitor tools on endpoints. For more information about
removing Integrity Monitor tools, see Remove Integrity Monitor tools from endpoints
on page 74, and consult your Technical Account Manager (TAM) for information
about best practices.

Check the status of deployed monitors
Use the Get Integrity Monitor Endpoint Tools Status and Computer name from all
machines sensor in Tanium™ Interact to check the status of the deployed monitor on
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endpoints.

Refer to Reference: Endpoint monitoring status errors on page 81 if you receive error
messages when checking the status of the monitoring of endpoints using this sensor.

Edit monitors
1. When you click on a monitor on either the Integrity Monitor Home page or the
Monitors page, you can edit that monitor by clicking Edit.
2. After editing a monitor, a Changes Pending: Deploy Monitors to Endpoints banner
displays on the Integrity Monitor Home page and NEEDS DEPLOYMENT displays next
to the monitor on the Monitors page. Click Deploy Now on the Integrity Monitor
Home page or Deploy Monitors on the Monitors page.
Note: If you edit a monitor that currently uses legacy labeling to use enhanced
labeling, you cannot change it back to legacy labeling, and any rules assigned to that
monitor are also migrated to enhanced labeling.

Update monitors from legacy labeling to enhanced labeling
In Integrity Monitor 2.4 or later, you can update monitors that use legacy labeling (which
include any monitors that existed before an upgrade to Integrity Monitor 2.4 or later) to
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enhanced labeling. For more information about legacy labeling and enhanced labeling, see
Legacy labeling and enhanced labeling on page 9.
Note: If you update a monitor to use enhanced labeling, you cannot change it back
to legacy labeling.
1. On the Monitors page, select the check box beside each monitor that you want to
update from using legacy labeling to using enhanced labeling, and click Update
Labeling.

2. Acknowledge the information in the confirmation dialog to complete the update.
3. After updating monitors, a Changes Pending: Deploy Monitors to Endpoints banner
displays on the Integrity Monitor Home page and NEEDS DEPLOYMENT displays next
to the monitor on the Monitors page. Click Deploy Now on the Integrity Monitor
Home page or Deploy Monitors on the Monitors page.
4. If any rules were assigned to the monitors you updated, those rules are also updated
to use enhanced labeling. A Changes Pending: Deploy Rules to Endpoints banner
displays on the Integrity Monitor Home page and NEEDS DEPLOYMENT displays next
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to the rule on the Rules page. Click Deploy Now on the Integrity Monitor Home page
or Deploy Rules on the Rules page.
Due to differences in the functionality between legacy labeling and enhanced labeling,
updating a monitor to enhanced labeling results in the following changes:
l
l

Existing rules assigned to the monitor are also updated to use enhanced labeling.
The Label History tab is removed, and the label history connector (if enabled) is
removed.

l

The Reports tab is removed.

l

Manual labeling controls are removed.

l

Any existing labels are removed from events. However, any migrated rules apply
enhanced labels to new events as they are recorded.
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Working with events
Integrity Monitor provides the following sensors to view events:
l

Integrity Monitor File Events Overview: Included columns for each event are process
path, file path, user, change type, date, hour, minute group, detail. The Integrity
Monitor Current Results page uses this sensor. Once you have deployed a monitor,
you can view resulting events by selecting that monitor and clicking Current Results.
Note: Using the minute group instead of the full event time stamp allows the
events to be grouped.

l

Integrity Monitor File Events Details: Included columns for each event are time
stamp, process path, file path, user, change type, detail, watchlists. This sensor is
available to use in Saved Questions in Tanium™ Connect.

For monitors that use enhanced labeling, Integrity Monitor also provides the following
sensors to view events:
l

l

l

Integrity Monitor Labeled File Events Details: This sensor contains the same
columns as the Integrity Monitor File Events Details sensor, but it returns only
events that have labels applied.
Integrity Monitor Unlabeled File Events Overview: This sensor contains the same
columns as the Integrity Monitor File Events Overview sensor, but it returns only
events that have labels applied.
Integrity Monitor Unlabeled File Events Details: This sensor contains the same
columns as the Integrity Monitor File Events Details sensor, but it returns only
events that do not have labels applied.

Run tools status sensor to resolve no results error
When an endpoint has no resulting events, the event sensors will display No integrity
violations found.
If [no results] is displayed, there is an error on the endpoint. Ask a question with the
Integrity Monitor Endpoint Tools Status sensor in Interact to identify the error. See
Tanium Interact User Guide: Asking questions for more information. See Reference:
Endpoint monitoring status errors on page 81 for help in resolving the error.
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Learn event from current results
Note: Currently, when using a monitor that is configured for enhanced labeling, you
cannot learn an event from current results.
1. When viewing the current events for a monitor, you can create a rule from an event
by selecting that event and clicking Learn Event.

2. On the Create Rule page, the Rule Criteria fields will be pre-populated with criteria
from the event you selected.
3. Complete the other necessary fields and click Create.
To learn more about rules, see Working with rules on page 64.

Label current results
Use labels to annotate alarms as you review results to mark action that needs to be taken
on an event.
Note: Currently, when using a monitor that is configured for enhanced labeling, you
cannot manually add labels to events, add notes to labeled events, or access label
history.
Integrity Monitor includes these default labels:
l

Important

l

Suspicious

l

Expected
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l

Ignored

l

Planned

The labels Important and Suspicious are configured to notify Connect. The Connect icon
displays next to these labels.
In the results table for a monitor, select one or more events, click Label and assign labels
to these events that display in the Labels column.

Tip: Integrity Monitor provides shortcuts to labels using the number keys, assuming
you have less than 10 labels. Each number corresponds to the order of the labels as
they are listed across. For example, if Expected is the third label across in the list,
when you press the 3 key with a row selected, that row is automatically labeled
Expected. After it is labeled, press the 3 key again while the row is selected to remove
the Expected label.
Use rules to enable auto-labeling and get notified of events of concern. See Working with
rules on page 64.
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Remove a label from an event
To remove a label from an event, simply follow the steps to apply the same label to that
event. Select the event and then select the label from the Label drop-down list.

Customize labels
1. Click Settings

at the top right of the Integrity Monitor Home page.

2. Click the Labels tab.

3. Click Edit Default Labels to change the label Name, Color, or Description. You can
also specify whether or not that label is included in the results information sent by
Connect. Any changes to default labels will affect every monitor.
CAUTION: If you modify default labels, you cannot return to the default
definitions.
4. Click Edit Custom Labels next to a monitor to change the labels just for that monitor.
Use Delete to delete any unnecessary labels.

Create a new label from a monitor page
1. Select the event you want to label.
2. From the Label drop-down menu, select Create Label.
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3. In the Create Label window, provide a Name for the label, specify a Color, and add
an optional Description. Select Notify Connect if you want events with this label
included in results information sent to Connect.

4. Click Save.

Add notes to labels
You can add notes to labeled events to provide additional information, such as action
being taken.
To add a note to an existing label and apply it to an event:
1. On the monitor page, select the event(s) in the results table to which you want to
apply the label.
2. From the Label drop-down menu, select Label with Note.
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3. In the Label with Note window, select the label you want to apply from the Label
drop-down menu.

4. Enter a note in the Note field.
5. Click Save.
6. Once a label with a note is applied to an event, a note icon
You can mouse over the icon to see the note.
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Note: Labels with notes are applied individually to selected events. If you apply a
label to an event after a note is applied to that label, that note will not automatically
appear for that event.

Remove a note from a label
To edit a note or remove it from a label, modify the Note field in the Label with Note
window to edit it or clear the Note field to remove the note.

Using the Label History tab
Click Label History to view historical records of how events have been labeled.

Expand an event to see label details and any notes.
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Select one or more labels and click Manage Note to add or edit a note.

Enter a new note or edit a note in the Manage Note window and click Save.
Filter labeled events by expanding Filter Results at the top of results grid and specifying
the Select filter field, Select operator, and variable.

You can narrow results even further by adding additional filters. To do this, click to add
a row or a group and use the same fields. Click Search once you are done adding filters.
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IMPORTANT:
Integrity Monitor deletes labeled events from the label history after 30 days.
Integrity Monitor will store up to 1 million labeled events. When you exceed 1 million
labeled events, Integrity Monitor deletes the oldest labeled events to bring the total
count back down to 1 million. Labeled events are kept for at least 72 hours after they
are created, regardless of whether the total count is greater than 1 million in that
time period.
If reporting is enabled for a monitor and you exceed 1 million labeled events before
the report is scheduled to run, Integrity Monitor will delete the oldest labeled events
to bring the total count back down to 1 million. A new report will be created that
includes events since the last report and any events that have been deleted.

Edit labels
On the monitor page, click Manage Labels. This will take you to the Settings page. Follow
the steps in Customize labels on page 52 to edit labels.
Note: Refer to the Tanium Interact User Guide for more information on More, Drill
Down, and Deploy Action functions.

Configure reports for current results
Note: Currently, when using a monitor that is configured for enhanced labeling, you
cannot use reports.
1. From the Integrity Monitor Home page or the Monitors page, either Create a New
Monitor or select an existing monitor.
2. Click the Reports tab.
3. Click Enable Reports.
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4. If you want to stop reporting at any time for a specific monitor, click Disable
reporting for this monitor on the right side of the page.
5. To see reports for a monitor, select the monitor and click the Reports tab. Reports
are listed showing the most recent one first. A report will show all label events for the
defined weekly report interval. Columns in the report for a monitor match the label
history for that monitor.
Note: The report will show labels that were created during the time interval
that the report covers, so if an event occurred outside that time range, but was
labeled within the time range, it will show up in the report. A report could cover
more or less than 7 days of labels if you change the report interval. Integrity
Monitor reports in this manner to prevent duplication or gaps in the reports.
Example 1: Reports run on Sunday at midnight. On Tuesday, you change the
report to run on Wednesday at midnight. The first report on Wednesday will
cover 3 days.
Example 2: Reports run on Sunday at midnight. On Thursday, you change the
report to run on Wednesday at midnight. The first report on Wednesday will
cover 10 days.
6. Download a report as a zipped CSV file using the Download link or delete a report by
clicking Delete .

Setting Weekly Report Schedule
By default, when you choose to run reports for a monitor, they are run every Sunday at
12:00 AM UTC. To change this default value
1. On the Integrity Monitor Home page, click Settings
Settings page.
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2. On the General Settings tab, change the Day of the Week and Time fields to the
Weekly Report Schedule you want for all reports.

Use Connect to send events (legacy labeling)
Note: This procedure applies only to monitors that use legacy labeling. For monitors
that use enhanced labeling, you can create saved questions that include any of the
sensors provided by Integrity monitor, including those for labeled events, and then
use those saved questions as connection sources in Tanium Connect. For more
information, see the Connect User Guide.
1. Once you have results, click Send all events to Connect at the top right of the page.
This will use events from the Integrity Monitor File Events Details sensor.

2. Click Yes in the Create Connection window. The connection is created with the
Integrity Monitor File Events Details saved question for that monitor as the source
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and results are sent to a CSV file using the file destination via Connect.

3. Under All events connection at the top right of the page, click Edit to go to Connect
to modify the connection.
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4. Once in Connect, you can change anything in the configuration such as the
Destination.

For more information about Connect, refer to the Connect User Guide.
Use the Main menu to navigate back to Integrity Monitor.
Under All events connection, click Delete to remove the connection.

Send only labeled events
1. Click Label events connection at the top right of the results table. Labels marked with
a icon are configured to be sent via Connect. This will use events from the
Integrity Monitor File Events Details sensor. The same options (View, Edit, and
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Delete) are available for this function as well. The connection is created with the
events enabled for that monitor as the source, and results are sent to a CSV file using
the file destination via Connect. Integrity Monitor creates the connection with CSV as
the destination. View the connection in Connect to see the settings and make any
updates.
2. Click Send Data Now. A check mark will appear in the column to confirm that an
alarm is being sent via Connect.

Send labeled events at defined intervals
1. Click Settings

at the top right of the Integrity Monitor Home page.

2. Click the General Settings tab.
3. Adjust the Labeled Event Sync Interval to define a regular time interval that Integrity
Monitor sends labeled results to Connect and that Connect sends out these labeled
results. The default value is 30 minutes.
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4. Click Save.
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Working with rules
Create rules to enable auto-labeling and get notified of events of concern.

Create a new rule
Note: Rules can only be applied to a single monitor. An event that has already been
reported will not be labeled by a newly created rule.
1. From the Integrity Monitor menu, select Rules.
2. In the expanded Rules section of the Integrity Monitor menu, select a rule type.
l Select Legacy Labeling to create a rule that works with a monitor that uses
legacy labeling.
l

Select Enhanced Labeling to create a rule that works with a monitor that uses
enhanced labeling.

3. On the Rules page, click Create Rule.
4. In the Summary section, enter a Rule Name and Rule Description.
5. In the Rule Criteria section, select a filter field and operator from the drop-down lists,
enter the criteria, and click Apply.
If necessary, click the icon to add criteria.
6. In the Labels section, select the Monitor to which you want to apply this rule and the
Label you want to apply. Enter any optional Label Note.
7. Click Create.

Note: Once an event occurs that should be labeled, it might take an hour or more
before it is labeled by a rule.
You can also import multiple rules that work with legacy labeling from a CSV file.
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1. On the Legacy Rulespage, click Import Rules.

2. In the Import Rules window, click Choose File.
3. Select the CSV file and click Open.
4. Click Import. The imported rules will appear on the Rules page.

Example Tanium CSV file used to import rules
name,description,note,monitor_id,label_
id,field,operator,value
app1 generated events,events generated by
app1,CR12345,1,5,,,
,,,,,process,eq,C:/Program Files/app1/app1.exe
,,,,,file,contains,C:/Program Files/app1
rule 2 name,rule 2 description,rule 2 note,1,5,,,
,,,,,event_timestamp,gt,2018-06-01T06:00:00.000Z
,,,,,event_timestamp,lt,2018-07-01T06:00:00.000Z
,,,,,file,contains,C:/Program Files
One line defines a rule. This example contains blank name, description, note, monitor_id,
and label_id fields, and defines all the filters for the rule. The filter processing for a rule is
complete when the next rule line is detected.
This CSV example contains two rules. Rule 1 defines two filters that are connected with the
AND operator.

Rule 2 defines three filters connected with the AND operator.
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Deploy rules
Rules for enhanced labeling are deployed to endpoints in order to apply labels to events
directly on endpoints.
After creating a rule for enhanced labeling, a Changes Pending: Deploy Rules to Endpoints
banner displays on the Integrity Monitor Home page and NEEDS DEPLOYMENT displays
next to the rule on the Rules page. Click Deploy Now on the Integrity Monitor Home page
or Deploy Rules on the Rules page.

Deactivate a rule
If you no longer want a rule to run, you can deactivate it. On the Rules page, select the rule
you want to deactivate and click Deactivate; confirm deactivation. Deactivating a rule does
not delete any existing labels that rule applied
Note: If you want to reactivate the rule, you must clone it and save it.

Clone a rule
You cannot directly edit a rule due to auditing restrictions; however, you can accomplish a
similar result by cloning and then deactivating an existing rule.
1. On the Rules page, select the rule you want to clone and click Clone.
2. On the Create Rule page, fields are pre-populated with information from the rule you
cloned with the Rule Name followed by cloned [date and time].
3. Make any necessary edits to the rule and click Save.

Delete a rule
To delete a rule, on the Rules page, select the rule and click Delete; confirm deletion.
CAUTION: If you delete a rule, you also delete all labeled events associated with that
rule.
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Integrating with IT workflows
When you integrate Integrity Monitor with IT workflows in ServiceNow Change
Management, Integrity Monitor can automatically label events based on change requests or
change tasks in ServiceNow, which lets you determine which events are authorized and
filter out events within authorized change windows.
Note: You can have only one integration configured at a time.

Integrating with ServiceNow Change Management
You can configure Integrity Monitor to synchronize change requests and/or change tasks in
ServiceNow Change Management to determine authorized change windows for specific
Tanium endpoints (which are synchronized with ServiceNow configuration items). For
events that occur on endpoints mapped to those configuration items during an authorized
change window, Integrity Monitor automatically applies the ServiceNow label and the ID of
the change request and/or change task from ServiceNow.
Work with your Technical Account Manager (TAM) during this process to help successfully
integrate Integrity Monitor with your specific change management workflow in ServiceNow.

Before you begin
l
l

You must be using the ServiceNow Madrid release or later.
Endpoints must be defined in ServiceNow as configuration items (CIs). One method
to do this is exporting data from Tanium Asset to your ServiceNow CMDB. For more
information, see Tanium Asset User Guide: Exporting data to destinations.

Create the integration and specify details
1. From the Integrity Monitor home page, click Settings
Integrations tab.

, and then click the

2. Click Create Integration.
3. In the Summary section, enter a name for the integration and set the log verbosity to
record for this integration.
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Configure and establish the connection to ServiceNow
1. In the Destination section, enter the URL of your ServiceNow instance.
2. Enter the user name and password for a ServiceNow account that has read privileges
to query Change Management and CMDB data.
3. Click Establish Connection.

Configure ServiceNow mappings
Integrity Monitor uses the statuses of Open, Closed, and Canceled to manage authorized
change windows.
You must map these statuses to the states used in your ServiceNow change requests and
change tasks. Additionally, you must map the attributes that identify an endpoint in
ServiceNow to the appropriate Integrity Monitor sensors.
1. In the Mapping Type section, select whether to synchronize change requests, change
tasks, or both with ServiceNow to define authorized change windows.
2. In the Change Requests section, map the Integrity Monitor Statuses to the
appropriate ServiceNow states.
l For each Integrity Monitor status, select an available ServiceNow state.
l

To add an additional mapping for a specific Integrity Monitor status, click
an existing row that contains that status.

in

Note: You must have at least one ServiceNow state mapped to each
Integrity Monitor status.
3. In the Change Tasks section, map the Integrity Monitor Statuses to the appropriate
ServiceNow states.
4. From the Task Types list, select the task types that you want to use to define
authorized change windows.
5. In the Endpoints section, select a ServiceNow attribute that helps identify an
endpoint, and select the corresponding Integrity Monitor sensor.
To add an additional attribute to help identify endpoints, click beside a row.

Configure the schedules to synchronize data with ServiceNow
To enable the integration, you must enable and configure schedules to synchronize change
data from ServiceNow.
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1. In the Schedule section, select Sync this mapping on a defined schedule.
2. Configure the ServiceNow Sync schedule, which determines when the Tanium server
synchronizes change windows from ServiceNow, maps configuration items from
ServiceNow to Tanium endpoints, and generates rules.
3. Configure the Tanium Endpoint Sync schedule, which when the Tanium server
gathers identification data from endpoints. This synchronization should be more
frequent than the ServiceNow synchronization. The data is synchronized with
ServiceNow during the following ServiceNow synchronization.
4. Configure the remaining advanced settings as necessary.
Setting

Description

Request
Timeout

The time in seconds that Integrity Monitor waits for a response from ServiceNow.
Valid values range from 30 to 180 seconds.

Batch Size

The number of records to request from ServiceNow at one time. Valid values
range from 500 to 10000 records.

Look Back
Days /
Look
Ahead
Days

The number of days into the past and future for which Integrity Monitor should
synchronize change requests or change tasks. Valid values range from 1 to 14
days.

Concurrent The number of concurrent requests to submit to ServiceNow. A lower value might
Requests
lessen the performance impact on your ServiceNow instance. Valid values range
from 1 to 8 requests.
Distribute
Rules Over

The number of minutes over which the Tanium server should distribute the
automatically generated rules that apply the ServiceNow label. The distribution is
randomized over the specified duration to avoid spikes in network or other
resource utilization. Valid values range from 5 to 30 minutes.

Change
Window
Extension

The number of hours to extend the beginning and end of a change window
determined from ServiceNow. The ServiceNow label is still applied during this
extended time. Changing this value affects only newly synchronized change
windows; any existing change windows keep the extended time that was
configured when they were first synchronized. Valid values range from 1 to 24
hours.
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Setting

Description

Additional
Lifetime
Before
Pruning
Open
Requests

The number of additional days to keep records of previously synchronized
open change requests or change tasks before they are pruned from the
database. Open change requests and change tasks are kept longer than other
change states to account for label updates that might be needed due to
updates in the change window, which can occur if an open change is
overdue.
A higher value for this setting can significantly increase the size of the
database, which might affect performance. A lower value reduces the size of
the database, but if you exceed this time plus the look back days before
adjusting the dates of the change request or change task in ServiceNow,
events might be labeled according to rules for multiple change windows.
Valid values range from 1 to 60 days.

Manage authorized events
SERVICENOW CHANGE REQUESTS OR TASKS WITH AN OPEN STATE

When Integrity Monitor synchronizes data with ServiceNow, it determines authorized
change windows from change requests and/or change tasks with a state that you mapped
to the Open status during configuration.
Integrity Monitor applies the ServiceNow label to events that fall within these authorized
change windows on associated Tanium endpoints.
SERVICENOW CHANGE REQUESTS OR TASKS WITH A CLOSED STATE

For change requests or change tasks with a ServiceNow state that you have mapped to the
Closed status, Integrity Monitor no longer applies the ServiceNow label to associated
events.
SERVICENOW CHANGE REQUESTS OR TASKS WITH A CANCELED STATE

For change requests or change tasks with a ServiceNow state that you have mapped to the
Canceled status, Integrity Monitor removes the ServiceNow label from associated events if
it has previously been applied.
REVIEW EVENTS

When viewing events, you can apply a filter to include only events that do not contain the
ServiceNow label. The resulting list of events then includes only those that are not
associated with approved changes in ServiceNow Change Management. For more
information about viewing events, see Working with events on page 49. For more
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information about filtering question results, see Tanium Intreract User Guide: Filter
question results.
Additionally, you can ask questions in Tanium Interact that include the sensors that use
enhanced labeling:
l

l

l

Integrity Monitor Labeled File Events Details: This sensor contains the same
columns as the Integrity Monitor File Events Details sensor, but it returns only
events that have labels applied.
Integrity Monitor Unlabeled File Events Overview: This sensor contains the same
columns as the Integrity Monitor File Events Overview sensor, but it returns only
events that have labels applied.
Integrity Monitor Unlabeled File Events Details: This sensor contains the same
columns as the Integrity Monitor File Events Details sensor, but it returns only
events that do not have labels applied.

When you review events with the ServiceNow label, you can use the change request or
change task from the ID of the event to locate the associated change request or change
task in ServiceNow Change Management.
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Best practices
Defining watchlists
Be specific when defining watchlists. For example, watching the C:\ or / directories of
your endpoints will result in a lot of alarm activity just from normal operation. As a rule,
follow these guidelines:
l
l

l

l

Add multiple specific file paths over a single directory path.
If you must add a directory path, review that directory path for things to exclude (log
files, log directories, temp directories, etc.).
Keep your watchlists small and focused on specific items; having one watchlist for
each application, software component, or system configuration area will help keep
the system maintainable.
Build up your monitors using many small watchlists. Remember that your monitors
are associated with computer groups. Build one monitor per computer group and be
as specific as you can to define the relevant watchlists for that computer group.

Setting up computer groups
Be specific when defining computer groups for Integrity Monitor targeting. Monitor
prioritization will be used when there is an overlap in the computer groups, but having
specific non-overlapping computer groups for monitors will result in a more predictable
deployment.
For more information about computer groups, see Tanium Platform User Guide: Managing
Computer Groups.

© 2020 Tanium Inc. All Rights Reserved

Page 72

Troubleshooting
Collect logs
Collect logs within Integrity Monitor
Note: You must have either an Administrator or Content Administrator role in Integrity
Monitor to collect logs.
To collect logs required for troubleshooting
1. At the top right of the Integrity Monitor Home page, click Help

.

2. Click the Troubleshooting tab.

3. Click Collect and then click Download to get the zipped file required by Tanium to
assist you with troubleshooting.

Manually collect logs
If you are unable to collect logs within Integrity Monitor or need to collect logs manually:
1. Log in to the machine hosting the Tanium Module Server.
2. Go to C:\Program Files\Tanium\Tanium Module
Server\services\integrity-monitor-service-files and provide the
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files in this directory to Tanium to assist you with troubleshooting.

Remove Integrity Monitor tools from endpoints
If needed, you can deploy a pre-configured package to remove Integrity Monitor tools from
an endpoint or computer group.

Linux
1. Using Interact or a Saved Question, run the Integrity Monitor Endpoint Tools
Status Sensor and the Is Linux Sensor.
2. From the Linux endpoints that have Integrity Monitors tools installed, drill down and
select the targets.
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3. Deploy the Integrity Monitor - Remove Tools [Linux] package to those targets.

Windows
1. Using Interact or a saved question, run the Integrity Monitor Endpoint Tools
Status Sensor and the Is Windows sensor.
2. From the Windows endpoints that have Integrity Monitor tools installed, drill down
and select the targets.
3. Deploy the Integrity Monitor - Remove Tools [Windows] package to those targets.
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AIX
1. Using Interact or a saved question, run the Integrity Monitor Endpoint Tools
Status Sensor and the Is AIX sensor.
2. From the Windows endpoints that have Integrity Monitor tools installed, drill down
and select the targets.
3. Deploy the Integrity Monitor Endpoint Tools Removal [AIX] package to those
targets.

Solaris
1. Using Interact or a saved question, run the Integrity Monitor Endpoint Tools
Status Sensor and the Is Solaris sensor.
2. From the Windows endpoints that have Integrity Monitor tools installed, drill down
and select the targets.
3. Deploy the Integrity Monitor Endpoint Tools Removal [Solaris] package to those
targets.

Specify Diagnostic Settings
1. To specify minimum log level, at the top right of the Integrity Monitor Home page,
click Help .
2. Click the Troubleshooting tab.
3. Select the needed Log Level. The default for this setting is INFO.

Override Configuration Settings
While working with your TAM to troubleshoot an issue, you might need to upload a JSON
file to override low-level configuration settings.
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CAUTION: Updating these settings without careful consideration can cause serious
system degradation. Do not override these settings unless you are working with your
TAM.

Note: These settings do not apply automatically to endpoints that use Client
Recorder Extension 2.0. For more information about Client Recorder Extension and
Integrity Monitor versions, see Upgrading to Integrity Monitor 2.0.
1. From the Integrity Monitor Home page, click Help

.

2. Click the Troubleshooting tab.
3. In the Configuration Override section, click Upload and browse to the JSON file.
4. Click Import.
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Uninstall Integrity Monitor
IMPORTANT: Consult with your TAM before you uninstall Integrity Monitor in a
production environment so that you understand the potential repercussions.
1. From the Main menu, click Tanium Solutions. Under Integrity Monitor, click
Uninstall. Click Uninstall to complete the process.
2. Delete any remaining Integrity Monitor related scheduled actions and action groups.
3. Remove Integrity Monitor Tools from your endpoints. To see which endpoints have
the Integrity Monitor tools installed, ask the question Get Integrity Monitor Tools
Status from all machines. If any endpoints are returned by this question and you
want to remove Integrity Monitor Tools from the endpoint, contact your TAM.
4. The uninstall process creates a folder with a backup of the Integrity Monitor files
called integrity-monitor-service-files. If you have access to the file
system on the machine hosting the Module Server, you can keep or delete this folder.
If any other Integrity Monitor artifacts remain on your Module Server, contact your
TAM.

Uninstall Integrity Monitor tools from legacy Windows endpoints
IMPORTANT: Consult with your TAM before you uninstall Integrity Monitor from
legacy Windows endpoints in a production environment so that you understand the
potential repercussions.
If you used Integrity Monitor 2.2.1 or earlier with legacy Windows endpoints, and you want
to remove the legacy Integrity Monitor tools from those endpoints, you can deploy the
Integrity Monitor Remove Windows Legacy Tools package.
1. In Interact, ask the question Get Is Windows from all machines with Windows OS
Major Version matches ^5\..*|^6\.0. This question returns a single line that
reports True in the Is Windows column, which represents all legacy Windows
endpoints.
2. Select the check box in the grid beside True.
3. Click Deploy Action. Select the Integrity Monitor Remove Windows Legacy Tools
package.
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4. Click Preview and then click Deploy Action.
5. Confirm the action.
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Reference: Endpoint monitoring status
errors
Standard cross platform endpoint status error messages
Correlation Engine - Error: Correlation Engine potentially hung
The correlation engine process has not written to the database recently. The
Deploy Integrity Monitor Endpoint Process Start [OS] action
will automatically restart the process if it gets stuck in this state.
Correlation Engine - Error: Correlation Engine not running
This message is normal for a short period of time after a reboot or after deploying
the Integrity Monitor - Tools [Windows] package. The Deploy
Integrity Monitor Endpoint Process Start [OS] action will
automatically correct this issue.
Correlation Engine - Error: Correlation Engine is disabled
The correlation engine process was manually disabled. You can enable it again by
using the Integrity Monitor Enable or Disable Endpoint
Process [OS] packages.
Index - Error: Tanium Index is not running
Index is not running. This message is reported only when the monitor is in event
mode or hybrid mode (using both event monitoring and hash monitoring).
Recorder - Error: Recorder not installed
Install Needed: Recorder not installed
Recorder needs to be installed. Note: Both messages are generated at the same time.
Recorder - Error: Error getting results from recorder DB
An exception occurred trying to gather data from the recorder's database.
Recorder - Error: Missing the recorder database file monitor.db
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The recorder generates this file when it runs. This error should resolve itself when
recorder runs again.
Recorder - Error: Event recorder is not running
The recorder process is not running. This message is reported only when the monitor
is in event mode.
Recorder - Error: Missing the recorder database file monitor.db
The recorder was manually disabled.
Rules Engine - Error: Rules Engine potentially hung
The rules engine process has not written to the database recently. The Deploy
Integrity Monitor Endpoint Process Start [OS] action will
automatically restart the process if it gets stuck in this state.
Rules Engine - Error: Rules Engine not running
This message is normal for a short period of time after a reboot or after deploying
the Integrity Monitor - Tools [Windows] package. The Deploy
Integrity Monitor Endpoint Process Start [OS] action will
automatically correct this issue.
Rules Engine - Error: Rules Engine is disabled
The rules engine process was manually disabled. You can enable it again by using the
Integrity Monitor Enable or Disable Endpoint Process [OS]
packages.
Rules Engine - Error: Rules Engine in failed state
The rules engine had an internal failure and is not performing its full function.
Restart the rules engine with the Deploy Integrity Monitor Endpoint
Process Start [OS] action. If the error still occurs, consult with your TAM.
Rules Engine - Error: Rules Engine incompatible
The rules engine is not running on the endpoint because Python 3 is not deployed.
Consult with your TAM.

© 2020 Tanium Inc. All Rights Reserved

Page 82

Standard Windows-specific endpoint status error messages
Recorder - Error: Missing "TaniumSystemMonitor" from Event Tracing sessions
Install Needed: Missing "TaniumSystemMonitor" from Event Tracing sessions
The recorder is not registered with Event Tracing for Windows (ETW). No events will
be recorded. Note: Both messages are generated at the same time.
Recorder - Error: Event Tracing for Windows checks timed out
Checking on ETW failed. Check for issues with ETW. Recorder is likely missing events.
Recorder - Error: File permission auditing is disabled
The Audit File System permission is not set correctly on the endpoint. For more
information, see Permission recording.

Standard Linux-specific endpoint status error messages
Recorder - Error: im_recorder.json file not found
Install Needed: im_recorder.json file not found
A necessary configuration file for recorder is missing. Reissue the Integrity
Monitor - Tools [Linux] action to add it. Note: Both messages are
generated at the same time.
Recorder - Error: Disabled due to the CPU usage exceeding the threshold of X%
The recorder is disabled because it used more than the configured CPU limits for too
long. Note: X is the threshold configured on the endpoint.
Recorder - Error: Failed to extract cpuThreshold: Error <Detailed Error Message>
An exception occurred trying to get the cpuThreshold from recorder.
Recorder - Error: The "service" binary is not installed on this system. Please install it
first.
The system is missing the standard Linux service binary file. This file must be
installed for recorder to run.
Recorder - Error: Auditd is not installed on this system. Please install first.
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The system is missing the auditd package. This package must be installed for
recorder to run.
Recorder - Error: Trouble loading recorder audit rules ("key=TaniumRecorder"
missing from "auditctl -l" output)
Recorder auditd rules are not configured correctly, so the recorder will not get any
events.
Integrity Monitor - Error: Python Core Library for Tanium not installed
Tools Install Required: Python Core Library for Tanium not installed
The Python Core Library for Tanium is missing. Deploy the latest tools to pick it up.
Tools Install Required: Updated status sensor not installed
Deploy the latest tools to pick up the status sensor.
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Reference: Watchlist paths, inclusions, and
exclusions
When you add paths to a watchlist, you can use wildcards and define path inclusions and
exclusions to refine the list of files and directories to watch.

Paths
When you define a path, you can use wildcards within a directory or file name, but you
cannot use them to specify multiple directory levels. This usage is different from wildcard
usage in path inclusions or exclusions.

Examples
EXAMPLE 1

You can add a path with a ? wildcard for any character in the path. On Windows, you can
use this wildcard to specify that a specific folder should be watched, regardless of which
drive it is on. If you add the path ?:\Program Files, the following directories are
watched:
C:\Program Files
D:\Program Files
...

EXAMPLE 2

When used in a path, the * wildcard can be used within a folder or file name, but cannot
be used to specify multiple directory levels. For example, if you define the path /a/b*/c,
the following files and directories are watched:
/a/b/c
/a/b/c/myfile.txt
/a/bin/c
/a/bin/c/myfile.txt
/a/b/c/d/myfile.txt

With only this path specified, the following files and directories are not watched:
/a/b
/a/b/c.txt
/a/b/d/c
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Path inclusions
If you define path inclusions, only files and directories in the path that match the inclusion
are watched for the configured change types (create, write, delete, rename, or permission).
If you do not define any path inclusions, all files and directories in the path are watched for
the configured change types.

Examples
EXAMPLE 1

If you add the path /mypath and you add a path inclusion, test, the following directory
is watched:
/mypath/test

With only this path and inclusion combination specified, these files and directories are not
watched:
/mypath/test.txt
/mypath/test1
/mypath/test/myfile.txt
/mypath/mydir/test
/myotherpath/test

This example does not use wildcards in the inclusion, so only the single included directory
is watched, non-recursively.
EXAMPLE 2

If you add the path /mypath and you add a path inclusion, test*, the following
directories and files are watched:
/mypath/test
/mypath/test.txt
/mypath/test1
/mypath/test/myfile.txt
/mypath/test/mydir/myfile.txt

With only this path and inclusion combination specified, this file is not watched:
/mypath/myfile.txt
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This example uses a wildcard (*) at the end of the inclusion. The watchlist includes any
combination of directory separators and valid path characters at the end of
/mypath/test.
EXAMPLE 3

If you add the path /mypath and you add a path inclusion, *test, the following
directories and files are watched:
/mypath/test
/mypath/mydir1/mydir2/test
/mypath/Xtest
/mypath/mydir1/mydir2/Xtest
/mypath/myfile.test

This example uses a wildcard (*) at the beginning of the inclusion. The watchlist includes
any combination of directory separators and valid path characters after /mypath that end
with test.
EXAMPLE 4

If you add the path /mypath and you add a path inclusion, test?, the following
directories and files are watched:
/mypath/test1

With only this path and inclusion combination specified, these files and directories are not
watched:
/mypath/test
/mypath/test.txt

This example uses a one-character wildcard (?) at the end of the inclusion. The watchlist
includes any combination of directories and paths after /mypath that end with test plus
one additional character.
EXAMPLE 5

If you add the path /mypath and you add a path inclusion, */*.log, the following files
are watched:
/mypath/mydir/mylog.log
/mypath/mydir/mysubdir/mylog.log

© 2020 Tanium Inc. All Rights Reserved

Page 87

With only this path and inclusion combination specified, this file is not watched:
/mypath/mylog.log

This example defines an inclusion in which the matching file or directory must be in a
directory that is at least one directory level below the path.

Path exclusions
If you define path exclusions, files and directories in the path that match the exclusion are
not watched.

Examples
EXAMPLE 1

If you add the path /mypath and you add a path exclusion, test, the following directory
is not watched:
/mypath/test

With only this path and exclusion specified, these files and directories are watched because
they are not excluded:
/mypath/test.txt
/mypath/test1
/mypath/test1/myfile.txt
/mypath/mydir/test

This example does not use wildcards, so only a single directory is excluded, nonrecursively.
EXAMPLE 2

If you add the path /mypath and you add a path exclusion, *, only the exact path is
watched. The following directories are not watched:
/mypath/test
/mypath/mydir
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Path inclusions used with path exclusions
If you define both inclusions and exclusions for a path, all files and directories in the path
are watched if they fall within one of the inclusion definitions for the path unless they also
fall within one of its exclusion definitions.

Examples
EXAMPLE 1

If you add the path /mypath and you add a path inclusion, mydir/*, and a path
exclusion, *.log, the following files and directories are watched:
/mypath/mydir/myfile.txt
/mypath/mydir/mysubdir/myscript.sh

With only these inclusions and exclusions specified, the following file is not watched:
/mypath/mydir/myprogram.log

EXAMPLE 2

You can use this pairing to define a path inclusion, but limit its depth. This configuration is
useful for directories that have many nested directories and files, such as the
C:\Windows\System32 folder.
If you add the path C:\Windows and you add a path inclusion, System32\*, and a path
exclusion, System32\*\*, the following directory is watched:
C:\Windows\System32\wwapi.dll

With only these inclusions and exclusions specified, these directories are not watched:
C:\Windows\System32\WinMetadata\Windows.Data.winmd

This inclusion with a wildcard is paired with an exclusion ending in *\* to end the
recursion at a specified depth. If you want to watch files in directories with depth n, add
n+1 wildcards (*) separated by slashes (\ or /, depending on the target endpoint
operating system).
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