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Patch overview
Use Patch to manage operating system patching across your enterprise at the speed and
scale of Tanium™. You can deploy a single patch to a computer group immediately. You can
also perform more complex tasks, such as using advanced rule sets and maintenance
windows to deliver groups of patches across your environment at specified times.

You can define custom workflows and schedule patches based on rules or exceptions built
around patch lists, blacklists, and maintenance windows. For example, you might always
apply critical Microsoft patches to all machines except for datacenter servers, or always
exclude .NET patches, or install patches during non-working hours.

Patch generates in-depth reports and returns current patch applicability results from every
endpoint. For any patch or patch list deployment, the following details are provided:

l The patch details, such as severity, release date, applicable Common Vulnerabilities
and Exposures (CVE), files, and links to knowledge base articles.

l The status of the patch, split out by computer group.

l The assigned patch lists or blacklists for the patch.

Patch scanning options

You can choose from several scan methods to determine the installed and missing patches
across your network. Scan configurations define a scan method, scan frequency, and the
computer groups that are being scanned, known as an enforcement. One scan
configuration is applied to an endpoint. If an endpoint is included in multiple computer
groups, the highest priority scan configuration is applied. For more information, see
Enforcing scan configurations on page 60.

Review the following list of scanning options to decide the best method to use for each
computer group.
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Scan
method

Platform
OS

Updates
included

Client
impact

Connectivity Details

Offline
CAB file1

Windows l Security
Updates

l Service
Packs

l Update
Rollups

Moderate,
during
scanning
activity

l The CAB file is
stored locally by
the Tanium
Client.

l With the direct
download option
for isolated
endpoints, the
endpoint
contacts
Microsoft
directly.

l Requires
600+MB
download of
CAB file.

l Does not
include
routine
updates, out
of band fixes,
hotfixes, and
enhancements
that are
included with
WSUS or
Online to
Microsoft scan
methods.

l Supports
direct patch
downloads
from Microsoft
to isolated
endpoints.

Table 1: Available patch scanning options
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Scan
method

Platform
OS

Updates
included

Client
impact

Connectivity Details

Online to
Microsoft

Windows l Scanning:
Critical
Updates,
Security
Updates,
Definition
Updates,
Update
Rollups,
Service
Packs,
Tools,
Feature
Packs,
Updates,
Upgrades,
Drivers

l Installing:
Critical
Updates,
Security
Updates,
Update
Rollups,
Service
Packs,
Tools,
Updates

l Moderate,
during first
scan

l Low,
subsequent

l The Tanium
Client must
contact Microsoft
directly.

l With the direct
download option
for isolated
endpoints, the
endpoint
contacts
Microsoft
directly.

l Requires
additional
network traffic
to Microsoft
directly.

l Feature Pack
and Driver
updates
should be
blacklisted for
installation.

l Supports
direct patch
downloads
from Microsoft
to isolated
endpoints.
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Scan
method

Platform
OS

Updates
included

Client
impact

Connectivity Details

Tanium
Scan

Windows 7
or later

l Critical
Updates

l Feature
Packs

l Security
Updates

l Service
Packs

l Tools

l Update
Rollups

l Updates

l Moderate,
during first
scan

l Low,
subsequent

l A client database
file is stored
locally by the
Tanium Client.

l With the direct
download option
for isolated
endpoints, the
endpoint
contacts
Microsoft
directly.

l The Patch
service is
configured to
synchronize
update
metadata and
detection
rules from
Microsoft
Update or a
Microsoft
WSUS server.

l Supports
direct patch
downloads
from Microsoft
to isolated
endpoints.
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Scan
method

Platform
OS

Updates
included

Client
impact

Connectivity Details

Windows
Server
Update
Services
(WSUS)
Scan

Windows l Scanning:
Critical
Updates,
Security
Updates,
Definition
Updates,
Update
Rollups,
Service
Packs,
Tools,
Feature
Packs,
Updates,
Upgrades,
Drivers

l Installing:
Critical
Updates,
Security
Updates,
Update
Rollups,
Service
Packs,
Tools,
Updates

Low l The Tanium
Client must
contact the WSUS
server.

l With the direct
download option
for isolated
endpoints, the
endpoint
contacts the
location that is
defined by the
WSUS server
directly.
Depending on
WSUS server
configuration,
the location is
the WSUS server
or Microsoft.

l Must deploy
and configure
one or more
WSUS servers.

l Updates must
be approved
in WSUS prior
to scanning or
deployment.

l Feature Pack
and Driver
updates
should be
blacklisted for
installation.

l Supports
direct patch
downloads
from Microsoft
or the WSUS
server to
isolated
endpoints.

Repository
Scan2

l Red Hat

l CentOS

l Oracle
Linux

l Amazon
Linux

All updates in
the Yum
repositories

Moderate,
during
scanning
activity

The Tanium Client
must contact the
Yum repositories for
scanning as well as
patch downloads.

l Must deploy
and configure
one or more
Yum
repositories.

l Updates must
be maintained
in the Yum
repositories.
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Scan
method

Platform
OS

Updates
included

Client
impact

Connectivity Details

Tanium
Scan2

l Red Hat

l CentOS

l Oracle
Linux

All updates in
the Yum
repositories

Moderate,
during
scanning
activity

The Tanium Client
stores the
repository scanning
logic locally.

l Internal or
external Yum
repositories
can be used.

l Only the
Tanium Server
needs
connectivity to
the Yum
repositories.

1 Offline CAB file includes only Security Updates, Service Packs, and Update Rollups updates.
Because other scan methods include more updates than Offline CAB file includes, if you change
the scan configuration technique on an active deployment from Offline CAB file to another
technique, additional patches might be installed on endpoints.

2 For more information, see Tanium dependencies on page 1 and Linux scan techniques on page
1.

Note: If you are using Microsoft System Center Configuration Manager (SCCM) with
your WSUS server, do not use Tanium for WSUS scanning with the same server.

Patch lists and blacklists

A patch list contains patches that can be applied. A blacklist contains patches that must be
excluded. Patch provides a baseline reporting patch list for each supported operating
system. You can also create patch lists and blacklists. These lists can be determined by any
detail included in the patch information.

For example, you could

l Create lists based on severity, prioritize the most critical and most recent updates
first.

l Focus only on CVE issues.

l Create lists based on the month or a specific release date.
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As new patches come out, you can use dynamic rules to automatically assess and populate
patches to the appropriate lists. You can iteratively develop these lists by creating new
versions. You can deploy any version of the list as needed.

Superseded patches

Each patch includes a column that indicates if the patch has been superseded, or effectively
replaced by a newer patch. A patch is marked as superseded when a single endpoint
reports that the patch is superseded. Including superseded patches in patch lists can be
useful when you want to find or install a specific patch that was superseded. For example,
you might need to find or install superseded patches when they are referenced in a security
advisory recommendation. Superseded patches are automatically included in blacklists.

Microsoft update and servicing details

Microsoft provides software patch updates in different ways depending on the operating
system of the endpoint. Microsoft changes these terms occasionally, and it is important to
understand how these policies affect your patching processes.

l Windows 10, Windows Server 2016, and Windows Server 2019
l Feature Updates: Feature builds are essentially a new build of Windows 10.

These upgrades are published twice a year with a target of March and
September of each year (for example 1709, 1803, 1809, 1902, 1909). Consider
the following Tanium capabilities when you select a solution for Windows
feature updates.

l Tanium Deploy provides out of the box capabilities that enable efficient
assessment, reporting, and deployment of Windows feature updates. For
more information, see Windows 10 Upgrades and Servicing Made Easy
With Tanium.

l Tanium Core with custom sensors and custom packages

l 2019-XX Cumulative Update: Released monthly, a cumulative update supersedes
any previous cumulative update for Windows 10. Contains all security and non-
security fixes for the month and all previous months.

l Windows 7, 8.1, 2008, 2008R2, 2012, 2012R2
l 2019-XX Security Monthly Quality Rollup: Package is a cumulative update for

current and all previous months. Only the current month will be applicable. All
previous versions are superseded.

https://docs.tanium.com/deploy/deploy/index.html
https://www.tanium.com/2019/03/19/windows-10-upgrades-and-servicing-made-easy-with-tanium/
https://www.tanium.com/2019/03/19/windows-10-upgrades-and-servicing-made-easy-with-tanium/
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l 2019-XX Security Only Quality Update: Security updates for the specified month
only. Does not include updates from any previous month. Previous monthly
updates will still be applicable and needed.

Do not deploy both the Security Monthly Quality Rollup and the Security Only Quality
Update for the same month at the same time. If both updates are targeted to an
endpoint, the Windows Update Agent installs the Security Monthly Quality Rollup, and
the Security Only update is ignored. The download size increases without any benefit.

For more information, see Exclude patches with blacklists on page 73.

Deployments

Deployments compile patches, typically from lists, and then distribute Patch packages to
the target computers. You can configure deployment options to set when and how patches
are installed or uninstalled.

For example, you might want to restart an endpoint after patches are installed to apply the
changes. If a patch comes out that would normally be blacklisted but is needed for some
reason, you can override the blacklist for that specific deployment rather than making a
new version the blacklist. In urgent situations, you can even override a closed maintenance
window.

You can choose whether to restart the endpoint after patch installation, to inform the user
about the restart, and to allow the user to postpone the restart.

Maintenance windows

Maintenance windows designate the permitted times that the targeted computer groups
are open for patches to be installed or uninstalled. You can have multiple maintenance
windows, even with overlapping times. Maintenance windows do not interfere with each
other. For a patch deployment to take effect, the deployment and maintenance window
times must be met.

Consider establishing a maintenance cycle that keeps your endpoints as up-to-date as
possible. You can avoid many security risks with good operational hygiene. Some
considerations might include coordinating with the Microsoft Patch Tuesday releases, on
weekends, or outside the core work hours for your network.
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Repository snapshots

A Yum repository snapshot captures point-in-time metadata that determine patch versions
and their dependencies, and provide control over dependencies for Linux endpoint
patches.

Note: Repository snapshots are not recommended for the official CentOS mirrors.
Those mirrors might not have all of the required dependencies that a snapshot lists
after a certain amount of time. For best results with CentOS, create and maintain a
metadata source repository and manage packages. Snapshots are not supported for
Amazon Linux.

Repository snapshots have the following requirements:

l Minimum Patch version:
l For deployments to Red Hat and CentOS Linux endpoints, Patch 2.4.1.

l For deployments to Oracle Linux endpoints, Patch 2.4.3.

l The Patch process must be running on all Linux endpoints. For more information,
see Patch process is not running.

l Patch must be enabled for Linux endpoints. For more information, see Enable Patch
for Linux endpoints.

l You must use the Tanium Scan for Linux scan method. For more information, see
Tanium Scan on page 65.

l You must create a repository snapshot. For more information, see Manage Linux
repository snapshots on page 68.

l You must create a scan configuration with the Deployment Snapshots option
enabled. For more information, see Create a scan configuration (Windows and Linux
scan techniques) on page 65.

Integration with other Tanium products

Patch integrates with other Tanium products to provide additional features and reporting.

Comply

From Tanium™ Comply vulnerability report results, you can open Patch to view details
about the patch that resolves a reported vulnerability. You can also quickly install the patch
to endpoints directly from the patch details page. For more information, see vulnerability
report results in Tanium Comply User Guide: Working with reports.

https://docs.tanium.com/comply/comply/working_reports.html
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Trends

Patch has built in integration with Tanium™ Trends for additional reporting of patch data.
The Patch board displays information about missing patches, service-level-agreement
(SLA) based compliance reports, time between a patch release and its installation, endpoint
status, and scan errors. The following panels are in the Patch board:

l Patch Coverage

l Patch Visibility

l Workstations - Mean Time to Patch

l Servers - Mean Time to Patch

l Missing Patches by Severity - Latest

l Missing Patches by Severity - Last 90 days

l Online Endpoints - Patch Compliance

l Historical - Patch Compliance

l Online Endpoints - 30 Day SLA Compliance

l Historical - 30 Day SLA Compliance

l Days Since Last Patch Scan

l Scan Errors - Last 7 Days

For more information, see Tanium Trends User Guide: Importing the initial gallery.

This documentationmayprovide access to or information about content, products (including hardware and software), and services provided by third parties
(“Third Party Items”).With respect to such Third Party Items, Tanium Inc. and its affiliates (i) are not responsible for such items, and expressly disclaim all
warranties and liability of any kind related to such Third Party Items and (ii) will not be responsible for any loss, costs, or damages incurred due to your access to
or use of such Third Party Items unless expressly set forth otherwise in an applicable agreement between you and Tanium.

Further, this documentation does not require or contemplate the use of or combinationwith Tanium products with any particular Third Party Items and neither
Tanium nor its affiliates shall have any responsibility for any infringement of intellectual property rights caused byany such combination. You, and not Tanium,
are responsible for determining that any combination of Third Party Items with Tanium products is appropriate andwill not cause infringement of any third party
intellectual property rights.

https://docs.tanium.com/trends/trends/importing_gallery.html
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Succeeding with Patch
Follow these best practices to achieve maximum value and success with Tanium Patch.
These steps align with the key benchmark metrics: increasing patch coverage and reducing
visibility and mean time to patch.

Figure  1: Steps to succeed with Patch

Step 1: Gain organizational effectiveness

☐ Develop a dedicated Change management on page 23 process.

☐ Define distinct roles and responsibilities in a RACI chart on page 23.

☐ Validate cross-functional Organizational alignment on page 30.

☐ Track Operational metrics on page 30.

Step 2: Configure global settings

☐ Increase the client cache size to accommodate the maximum CAB file size (2 GB).

☐ Increase the Hot cache percentage to 80%.



©2020 Tanium Inc. All Rights Reserved Page 20

See Configure global settings on page 50.

Step 3: Install Tanium modules

☐ Install Tanium End-User Notifications. See Tanium End-User Notifications User Guide:
Installing End-User Notifications.

☐ Disable Windows Update restart prompts on page 49.

☐ Install Tanium Patch. See Installing Patch on page 44.

☐ Install Tanium Trends. See Tanium Trends User Guide: Installing Trends.

☐ Import the Patch board from Trends initial gallery. See Tanium Trends User Guide:
Importing the initial gallery.

Step 4: Organize computer groups and set the Patch action group

☐ Create computer groups. See Tanium Console User Guide: Create computer groups.

Additional computer groups might be required to fulfill the requirements of your
organization. See Organize computer groups on page 46.

☐ Add computer groups to Patch action group on page 48.

☐ Ensure all operating systems that are supported by Patch are included in the Patch
action group.

Step 5: Enable Patch features and initialize endpoints

☐ Enable Patch for Linux endpoints on page 46.

☐ Enable Tanium Scan for Windows on page 62.

☐ Initialize Patch on page 49.

Step 6: Create scan configurations

☐ Create a scan configuration for each of the supported operating systems in your
environment.

☐ (Windows) Use the Tanium Scan technique. If you use other products that use WSUS
technology on the same endpoints, such as SCCM, select Enable Managed
WSUS Compatibility to enable an additional scan to ensure compatibility.

☐ (Linux) Use the Tanium Scan technique.

https://docs.tanium.com/end-user_notifications/end-user_notifications/installing.html
https://docs.tanium.com/end-user_notifications/end-user_notifications/installing.html
https://docs.tanium.com/trends/trends/installing.html
https://docs.tanium.com/trends/trends/importing_gallery.html
https://docs.tanium.com/trends/trends/importing_gallery.html
https://docs.tanium.com/platform_user/platform_user/console_computer_groups.html#Create_computer_groups
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☐ Set the Frequency value to less than three days for all scan configurations.

☐ Ensure that every endpoint that is supported by Patch is targeted by at least one scan
configuration.

See Create a scan configuration (Windows and Linux scan techniques) on page 65.

Step 7: Create patch lists

☐ Create a patch list for each of the supported operating systems in your environment.

☐ Avoid choosing specific patches based on vulnerability reports. Instead, use dynamic,
rule-based patch lists. These lists should be cumulative. For example, do not create any
rules that prevent patches that are older than a specific date from being included in a patch
list.

☐ Include patches for the current month.

☐ Expand endpoint diversity in patch testing groups to increase the chances of identifying
newly-released problematic patches prior to deploying them to production environments.

See Create a patch list on page 72.

Step 8: Create maintenance windows

☐ Create a maintenance window for each of the supported operating systems in your
environment.

☐ Ensure that maintenance windows are at least four hours long, repeat at least once each
month, and properly overlap with deployment times and change control process timelines.

See Setting maintenance windows on page 94.

Step 9: Create deployments

☐ Create a deployment to install patches for each of the supported operating systems in
your environment.

☐ Ensure that deployment windows are at least four hours and properly overlap with
maintenance window times.

☐ Use the Restart option.

☐ Use the Notify User option and set the Deadline for restart value to less than a few
days. To decrease both the Patch visibility and the mean time to patch metrics, the optimal
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value for this setting depends on your patching cycle. Successful customers find that
setting the Deadline for restart value to less than three days is optimal. (Window endpoints
only).

☐ Begin the process of testing new monthly patches the day they are released, typically
Patch Tuesday (second Tuesday of each month).

☐ Avoid waiting longer than two weeks after a patch release to start patching production
systems. The longer you wait to start patching production systems, the more aggressive the
subsequent deployments need to be to complete the patching cycle in a reasonable time.

☐ Do not stagger deployments in an attempt to distribute the load on your network or
Tanium. The more endpoints that are being patched simultaneously, the more efficient
Tanium becomes with overall WAN usage. For bandwidth-constrained locations, you can
implement site throttles. For more information, see Tanium Console User Guide: Configure
site throttles.

☐ For deployments that are scheduled in the future, select the Download immediately
option. If you find that endpoints are still not completing patch installations within the
specified windows, schedule the deployments even further in advance.

See Deploying patches on page 79.

Step 10: Monitor Patch metrics

☐ From the Trends menu, click Boards and then click Patch to view the Patch Coverage,
Patch Visibility, Workstations - Mean Time to Patch, and Servers - Mean Time to Patch
panels.

☐ Monitor and troubleshoot Patch coverage on page 103.

☐ Monitor and troubleshoot Patch visibility on page 104.

☐ Monitor and troubleshoot mean time to patch on page 105.

https://docs.tanium.com/platform_user/platform_user/console_bandwidth_throttling.html#Configur2
https://docs.tanium.com/platform_user/platform_user/console_bandwidth_throttling.html#Configur2
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Gaining organizational effectiveness
The four key organizational governance steps to maximizing the value that is delivered by
Patch are as follows:

l Develop a dedicated change management process. See Change management on page
23.

l Define distinct roles and responsibilities. See RACI chart on page 23.

l Track operational maturity. See Operational metrics on page 30.

l Validate cross-functional alignment. See Organizational alignment on page 30.

Change management

Develop a tailored, dedicated change management process for patch management, taking
into account the new capabilities provided by Tanium.

l Update SLAs with elevated expectations, from patch identification to patch
deployment. For example, if you are an organization that typically patches critical OS
vulnerabilities within 15 days with legacy tooling, transition to a five-day SLA.

l Identify internal and external dependencies to your patch management process
(example: contractors who are responsible for a subset of IT estate).

l Designate change or maintenance windows for various patch management scenarios
(example: emergency patching versus general maintenance patching).

l Create a Tanium steering group (TSG) for patching activities, to expedite reviews and
approvals of processes that align with SLAs.

RACI chart

A RACI chart identifies the team or resource who is Responsible, Accountable, Consulted,
and Informed, and serves as a guideline to describe the key activities across the security,
risk/compliance, and operations teams. Every organization has specific business processes
and IT organization demands. The following table represents Tanium’s point of view for
how organizations should align functional resources against patch management. Use the
following table as a baseline example.
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Task IT
Security

IT
Operations

IT
Risk/Compliance

Executive Rationale

Standard patch
notification

See Standard
patch workflow
on page 28.

I A/R I - Standard patch
cycles, such as
Patch Tuesday,
are owned by the
operations team
and have
predefined
notifications so
that the security
and
risk/compliance
teams are
informed.

Zero-day/threat
intel notification

See Zero-day
patch workflow
on page 29.

A/R I I C Zero-days have a
high security
impact. The
security team is
accountable for
informing the
operations and
risk/compliance
teams, and
consulting with
the executive
team.

Vulnerability scan
patch notification

See Vulnerability
scan patch
workflow on page
30.

A I R C The
risk/compliance
team identifies
vulnerabilities
based on tooling
and notifies the
security team.
The security
team is
accountable and
informs the
operations team
of the known
threat.
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Task IT
Security

IT
Operations

IT
Risk/Compliance

Executive Rationale

Risk exposure scan C C A/R I The
risk/compliance
team owns the
tools that run the
scan to
understand risk
and consults with
the security and
operations
teams.

Deploy patches to
test environment
for user
acceptance testing
(UAT)

I A/R I - The operations
team informs the
security and
risk/compliance
teams when
patching is
completed so
they can verify
results.

Verification of
remediation in test
environment

C C A/R - The
risk/compliance
team owns the
tools to verify
that the systems
are no longer
vulnerable, and
consults with the
security and
operations teams
on the results.

Deploy patches to
production
environment

I A/R I - The operations
team informs the
security and
risk/compliance
teams when
patching is
completed so
they can verify
the results.
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Task IT
Security

IT
Operations

IT
Risk/Compliance

Executive Rationale

Verification of
remediation in
production
environment

C C A/R - The
risk/compliance
team owns the
tools to verify
that the systems
are no longer
vulnerable, and
consults with the
security and
operations teams
on the results.

Track actions
taken and
escalation
requests

C A R I The
risk/compliance
team is
responsible for
the
vulnerabilities in
the environment,
informs the
executive team,
and consults with
the security
team. The
operations team
is accountable for
taking any
actions based on
the escalation.
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Task IT
Security

IT
Operations

IT
Risk/Compliance

Executive Rationale

Reporting
metrics/dashboard
of remediation

A A/R I I The operations
team is
responsible and
accountable for
remediation
reporting,
consults with the
security team on
any questions,
and informs the
risk/compliance
and executive
team.

Reporting
metrics/dashboard
of risk

C C A/R I The
risk/compliance
team is
responsible and
accountable for
risk reporting,
consults with the
security and
operations teams
on any questions,
and informs the
executive team.
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Figure  2: Standard patch workflow
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Figure  3: Zero-day patch workflow
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Figure  4: Vulnerability scan patch workflow

Organizational alignment

Successful organizations use Tanium across functional silos as a common platform for
high-fidelity endpoint data and unified endpoint management. Tanium provides a common
data schema that enables security, operations, and risk/compliance teams to assure that
they are acting on a common set of facts that are delivered by a unified platform.

In the absence of cross-functional alignment, functional silos often spend time and effort in
litigating data quality instead of making decisions to improve patch management.

Operational metrics

Patch maturity

Managing a patching program successfully includes operationalization of the technology
and measuring success through key benchmarking metrics. The four key processes to
measure and guide operational maturity of your Tanium Patch program are as follows:
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Process Description

Usage how and when Tanium Patch is used in your organization

Automation how automated Tanium Patch is, across endpoints

Functional
Integration

how integrated Tanium Patch is, across IT security, IT operations, and IT
risk/compliance teams

Reporting how automated Tanium Patch is and who the audience of patch reporting is

Benchmark metrics

In addition to the key patch processes, the four key benchmark metrics that align to the
operational maturity of the Tanium Patch program to achieve maximum value and success
are as follows:

Executive
Metrics

Patch Coverage Patch Visibility Workstations -
Mean Time to
Patch

Servers - Mean
Time to Patch

Description Percentage of
endpoints that are
running the Patch
tools and
reporting a
successful scan
within the past
three days.

Percentage of
endpoints that are
missing critical or
important patches
released more
than 30 days ago.

Average number
of days between
patch release and
patch installation
for workstations.

Average number
of days between
patch release and
patch installation
for servers.

Instrumentation Number of
endpoints with a
patch scan age
less than three
days divided by
total endpoints
that are
supported by
Patch.

Number of
endpoints that
require critical or
important patches
that were released
over 30 days ago
divided by the
number of
endpoints with a
scan
configuration.

The time it takes
for 95% of
workstations to
be fully patched
and restarted,
based on the start
of the patching
cycle (example:
Patch Tuesday for
Windows
endpoints).

The time it takes
for 95% of servers
to be fully
patched and
restarted, based
on the start of the
patching cycle 
(example: Patch
Tuesday for
Windows
endpoints).
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Executive
Metrics

Patch Coverage Patch Visibility Workstations -
Mean Time to
Patch

Servers - Mean
Time to Patch

Why this metric
matters

If you are not
scanning all
endpoints, then
you are at risk.
That risk must be
highlighted and
mitigated through
other means
(example: network
isolation).

The sooner you
know about an
endpoint having
an outstanding
patch, the sooner
you can deploy
the patch or
mitigate the risk
until the patch is
available.

If it takes you too
long to deploy a
patch and validate
that it was
applied, then you
are at risk of being
exploited by the
vulnerabilities
that are
addressed by that
patch.

If it takes you too
long to deploy a
patch and validate
that it was
applied, then you
are at risk of being
exploited by the
vulnerabilities
that are addressed
by that patch.

Use the following table to determine the maturity level for Tanium Patch in your
organization.
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Level 1
(Needs
improvemen
t)

Level 2
(Below
average)

Level 3
(Average)

Level 4
(Above
average)

Level 5
(Optimize
d)

Proces
s

Usage Patch
configured

Patch used
by exception
(zero day or
subset of
environmen
t)

Patch used
to audit
efficacy of
legacy
tooling

Patch used
as default
tooling for
patch
managemen
t; Legacy
tooling used
to audit
patch efficacy

Patch used
as default
tooling for
patch
management

Automation Manual Manual Partially
automated
(>50% of
patch
deployment
process
automated)

Partially
automated
(>75% of
patch
deployment
process
automated)

Fully
automated
(>90% of
patch
deployment
process
automated)

Functional
integration

Functionally
siloed

Consult with
or take
direction
from peers in
enterprise
vulnerability
managemen
t, and threat
managemen
t

Consult with
or provide
direction for
peers in
enterprise
vulnerability
managemen
t, threat
managemen
t, and asset
managemen
t

Connect,
Trends, and
Asset
integrated
into
enterprise
vulnerability
managemen
t, threat
managemen
t, and asset
management
tools

Connect,
Trends, and
Asset
integrated
into
enterprise
vulnerability
managemen
t, threat
managemen
t, and asset
management
tools

Reporting Manual;
Reporting for
Operators only

Manual;
Reporting for
Operators
and peer
group only

Automated;
Reporting for
Operators
and peer
group only

Automated;
Reporting
tailored to
stakeholders
ranging
from Operato
r to Executive

Automated;
Reporting
tailored to
stakeholders
ranging from
Operator to
Executive
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Level 1
(Needs
improvemen
t)

Level 2
(Below
average)

Level 3
(Average)

Level 4
(Above
average)

Level 5
(Optimize
d)

Metrics Patch
Coverage

<93% 93-95% 95-97% 97-99% ≥99%

Patch
Visibility

>15% 10-15% 5-10% 2-5% <2%

Workstation
s - Mean
Time
to Patch

>30 days 25-30 days 20-25 days 15-20 days <15 days

Servers -
Mean Time
to Patch

>60 days 45-60 days 30-45 days 21-30 days <21 days
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Requirements
Review the requirements before you install and use Patch.

Tanium dependencies

In addition to a license for Patch, make sure that your environment also meets the
following requirements.

Component Requirement

Tanium™
Core
Platform

7.2 or later (Windows endpoints)

7.2.314.3235 or later

l Red Hat1 6 or 7 and CentOS 6 or 7 Linux endpoints with Patch 2.3.5 or later

l Oracle Linux 6 or 7 and Amazon Linux 1 or 2 endpoints with Patch 2.4.3 or later

Installing Tanium™ Interact is recommended.

To support smart card authentication, including common access cards (CAC), see
Tanium Core Platform Deployment Reference Guide: Smart card authentication.

Tanium
Client

6.0.314.1540 or later

l Windows 7 Service Pack 1 or later

l Windows Server 2008 R2 Service Pack 1 or later

7.2.314.3476 or later

l Windows 7 Service Pack 1 or later with Patch 2.3.8 or later to use Tanium Scan for
Windows

l Windows Server 2008 R2 Service Pack 1 or later with Patch 2.3.8 or later to use
Tanium Scan for Windows

l Red Hat1 6 or 7 and CentOS 6 or 7 Linux endpoints with Patch 2.3.5 or later

l Oracle Linux 6 or 7 and Amazon Linux 1 or 2 endpoints with Patch 2.4.3 or later

7.4 or later (requires Patch 2.3.12 or later)

https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/smart_card_authentication.html
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Component Requirement

Tanium
products

If you clicked Install with Recommended Configurations when you installed
Patch, the Tanium Server automatically installed all your licensed modules at the
same time. Otherwise, you must manually install the modules that Patch requires
to function, as described under Tanium Console User Guide: Manage Tanium
modules.

The following modules are optional, but Patch requires the specified minimum
versions to work with them:

l Tanium Comply 2.1.0 or later

l Tanium End-User Notifications 1.2.0.004 or later (supports Windows endpoints
only)

l Tanium Trends 2.4.4 or later

Computer
groups

When you first log into the Tanium Console after installing the Tanium Server, the
server automatically imports the computer groups that Patch requires:

l All Windows

l All Windows Servers

l All Red Hat 6

l All Red Hat 7

l All CentOS 6

l All CentOS 7

1 For more information, see Configuring TDownloader for Red Hat Linux endpoints on page 1.

Tanium Server and Module Server computer resources

Patch is installed and runs as a service on the Module Server host computer. The impact on
the Module Server is minimal and depends on usage. You might need to tune the Tanium
Server download bytes and download limit settings (DownloadBytesPerSecondLimit) for
your environment.

Patch downloads and distributes updates regularly. The Tanium Server stores these
packages within the Downloads directory. Adequate disk space is required on the Tanium
Server.

For more information, see Tanium Core Platform Installation Guide: Host system sizing
guidelines.

https://docs.tanium.com/platform_user/platform_user/console_solutions.html#manage_Tanium_modules
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#manage_Tanium_modules
https://docs.tanium.com/platform_install/platform_install/reference_host_system_sizing_guidelines.html
https://docs.tanium.com/platform_install/platform_install/reference_host_system_sizing_guidelines.html
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Endpoints

Supported operating systems

The following endpoint operating systems are supported with Patch. Specific version
requirements depend on the version of Patch and components that you are using.

Operating
System

OS Version

Windows Version depends on Tanium Client version. For specific requirements, see Tanium
dependencies on page 35.

Linux Red Hat Enterprise Linux 6.x, 7.x

CentOS 6.x, 7.x

Oracle Linux 6.x, 7.x

Amazon Linux 1, 2

For specific requirements, see Tanium dependencies on page 35.

Resource requirements

In the Tanium Console Global Settings, set the Tanium Client cache limit
(ClientCacheLimitInMB) to 2048MB and set the Hot cache (HotCachePercentage) to 80%.
For more information, see Tanium Platform User Guide: Managing Global Settings.

If VDI is used in your environment, see the Tanium Client User Guide: VDI.

Third-party software

Patch requires that Windows endpoints have Windows Update Agent version 6.1.0022.4 or
later installed. Enhanced functionality is available on Windows 7 systems with version
7.6.7601.19161 and later. See Microsoft KB313861. If you are controlling all patch
deployments through Tanium, we suggest disabling the Windows Update Agent automatic
functions at the domain level.

Host and network security requirements

Specific processes and URLs are needed to run Patch.

https://docs.tanium.com/platform_user/platform_user/console_global_settings.html
https://docs.tanium.com/client/client/os_imaging.html#VDI
https://www.microsoft.com/en-us/download/details.aspx?id=51212
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Security exclusions

If security software is in use in the environment to monitor and block unknown host system
processes, your security administrator must create exclusions to allow the Tanium
processes to run without interference.

The Tanium Client uses the Windows Update offline scan file, Wsusscn2.cab, to assess
computers for installed or missing operating system and application security patches. If
your endpoint security solutions scan archive files, refer to the Microsoft KB for
information on how to configure those tools to interact appropriately with the
Wsusscn2.cab file.

Target device Process

Module Server <Module Server>\services\patch-service\node.exe

Windows endpoints <Tanium Client>\Patch\tanium-patch.min.vbs

<Tanium Client>\Patch\scans\Wsusscn2.cab

<Tanium Client>\Patch\tools\active-user-
sessions.exe

<Tanium
Client>\Patch\tools\TaniumExecWrapper.exe

<Tanium Client>\Patch\tools\TaniumFileInfo.exe

<Tanium Client>\Python27\TPython.exe (7.2.x clients)

<Tanium Client>\Python38\TPython.exe (7.4.x clients)

<Tanium Client>\Python38\*.dll (7.4.x clients)

<Tanium Client> (exclude from on-access or real-time scans)

<Tanium Client>\TaniumCX.exe

<Tanium Client>\Tools\Patch\7za.exe

Linux endpoints <Tanium Client>/python27/python (7.2.x clients)

<Tanium Client>/python27/bin/pybin

<Tanium Client>/python38/python (7.4.x clients)

Table 2: Patch security exclusions

https://support.microsoft.com/en-us/kb/900638
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Internet URLs

If security software is deployed in the environment to monitor and block unknown URLs,
your security administrator must whitelist the following URLs.

l *.delivery.mp.microsoft.com

l *.prod.do.dsp.mp.microsoft.com

l *.update.microsoft.com

l *.windowsupdate.com

l *.windowsupdate.microsoft.com

l http://crl.microsoft.com

l http://go.microsoft.com/fwlink/?linkid=74689

l http://ntservicepack.microsoft.com

l http://windowsupdate.microsoft.com

l http://wustat.windows.com

l https://download.microsoft.com

l https://sws.update.microsoft.com

User role requirements

Patch role-based access control (RBAC) permissions control access to the Patch workbench.

Permission Patch
Administrator

Patch
Service
Account

Patch
Operator

Patch
User

Patch
Read
Only
User

Show Patch

View the Patch workbench

1 1 1 1 1

Patch Use API

Perform Patch operations
using the API

1 1 1 1 1

Table 3: Patch user role permissions
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Permission Patch
Administrator

Patch
Service
Account

Patch
Operator

Patch
User

Patch
Read
Only
User

Patch Module Read

Read access to the Patch
module

1

Patch Module Write

Write access to the Patch
module

Patch Settings Write

Write access to all global
settings in the Patch
module

Patch Operator Settings
Write

Write access to a subset of
global settings in the Patch
module

Trends Integration Service
Account2

Access for module service
accounts to read and write
data, and to define sources
and boards
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Permission Patch
Administrator

Patch
Service
Account

Patch
Operator

Patch
User

Patch
Read
Only
User

Trends Api Board Read2

View boards, sections, and
panels for content sets

Trends Api Board Write2

Create, edit, delete, and
configure boards, sections,
and panels for content sets

Trends Api Source Read2

View and list sources for
content sets

Trends Api Source Write2

Create, edit, and delete
sources for content sets

Trends Data Read2

Run data queries against
sources for content sets
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Permission Patch
Administrator

Patch
Service
Account

Patch
Operator

Patch
User

Patch
Read
Only
User

Trends Import2

Import from file or gallery

1 Denotes a provided permission.

2 Denotes a permission when Trends 2.4.4 or later is installed.

Permission Role
Type

Content
Set for
Permission

Patch
Administrator

Patch
Service
Account

Patch
Operator

Patch
User

Patch
Read
Only
User

Read User
Group

Micro
Admin

Read
Computer
Group

Micro
Admin

Ask Dynamic
Questions

Advanced

Read Sensor Advanced Base

Read Sensor Advanced Reserved

Read Sensor Advanced Default

Read Sensor Advanced Patch
Content Set

Read Action Advanced Patch
Content Set

Table 4: Provided Patch Micro Admin and Advanced user role permissions
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Permission Role
Type

Content
Set for
Permission

Patch
Administrator

Patch
Service
Account

Patch
Operator

Patch
User

Patch
Read
Only
User

Read Package Advanced Patch
Content Set

Execute
Plugin

Advanced Patch
Content Set

Execute
Plugin1

Advanced Trends

Write
Package

Advanced Patch
Content Set

Write Saved
Question

Advanced Patch
Content Set

Write Action Advanced Patch
Content Set

Approve
Action

Advanced Patch
Content Set

1 Denotes a permission when Trends 2.4.4 or later is installed.

For more information and descriptions of content sets and permissions, see the Tanium
Core Platform User Guide: Users and user groups.

https://docs.tanium.com/platform_user/platform_user/console_rbac_overview.html
https://docs.tanium.com/platform_user/platform_user/console_rbac_overview.html
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Installing Patch
Use the Tanium Solutions page to install Patch and choose either automatic or manual
configuration:

l Automatic configuration with default settings (Tanium Core Platform 7.4.2 or later
only): Patch is installed with any required dependencies and other selected products.
After installation, the Tanium Server automatically configures the recommended
default settings. This option is the best practice for most deployments. For more
information about the automatic configuration for Patch, see Import and configure
Patch with default settings on page 44.

l Manual configuration with custom settings: After installing Patch, you must
manually configure required settings. Select this option only if Patch requires settings
that differ from the recommended default settings. For more information, see Import
and configure Patch with custom settings on page 45.

Before you begin

l Read the release notes.

l Review the Requirements on page 35.

l If you are upgrading from a previous version, see Installing Patch on page 44.

Import and configure Patch with default settings

When you import Patch with automatic configuration, the following default settings are
configured:

l The Patch service account is set to the account that you used to import the module.

l Computer groups that Patch requires are imported:
l All Windows

l All Windows Servers

l All Red Hat 6

l All Red Hat 7

l All CentOS 6

l All CentOS 7

l The Patch action group target is set to the following computer groups using the OR
operator:

https://kb.tanium.com/Category:Patch_Management
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l All Windows

l All Red Hat 6

l All Red Hat 7

l All CentOS 6

l All CentOS 7

l The [Global Blacklist] - Windows blacklist is created and targets the All Windows

computer group. This blacklist excludes Security Only patches on Windows systems.
Additional example blacklists are created but are not targeted. For more information,
see Microsoft update and servicing details on page 15.

l A maintenance window is created to block patch installations and reboots on All

Windows Servers without first enabling another maintenance window. Additional
blacklists are created but are not targeted.

l A default scan configuration is created for each operating system and enforced by the
recommended computer group.

l Tanium Scan for Windows is configured and synchronized.

l Default reporting patch lists are created.

l A sample deployment template is created.

To import Patch and configure default settings, be sure to select the Apply Tanium
recommended configurations check box while performing the steps in Tanium Console
User Guide: Manage Tanium modules. After the import, verify that the correct version is
installed: see Verify Patch version on page 50.

Import and configure Patch with custom settings

To import Patch without automatically configuring default settings, be sure to clear the
Apply Tanium recommended configurations check box while performing the steps in
Tanium Console User Guide: Manage Tanium modules. After the import, verify that the
correct version is installed: see Verify Patch version on page 50.

Configure service account

The service account is a user that runs several background processes for Patch. This user
requires the Tanium Administrator or Patch Service Account role. For more information
about Patch permissions, see User role requirements on page 39.

https://docs.tanium.com/platform_user/platform_user/console_solutions.html#manage_Tanium_modules
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#manage_Tanium_modules
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#manage_Tanium_modules
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Enable Patch for Linux endpoints

Before you begin, ensure that you meet the prerequisites listed Tanium dependencies on
page 35.

1. From the Patch Home page, click Settings .

2. In the Operating Systems tab, select RedHat, CentOS, Oracle, Amazon and click
Save.

IMPORTANT: After you enable this option, you cannot disable it.

3. In the Configuration Settings tab, set the Patch List Applicability Bin Count value in
the Saved Question Settings section to 10, and click Save. For more information
about how to fine-tune this setting, consult your TAM.

4. (Optional) In the Yum Repositories tab, add any custom Yum repositories.

5. (Optional) In the Yum Repositories tab, create snapshots of Yum repositories.
Snapshots capture point-in-time metadata that determine patch versions and their
dependencies. You can use snapshots for Linux endpoint patch deployments when
you use the Tanium Scan method. For more information about snapshots, see
Tanium Scan.

Organize computer groups

One way to apply patches and view deployment results is by computer group. Create
relevant computer groups to organize your endpoints. Some options include:

l Endpoint type, such as servers or employee workstations

l Endpoint location, such as by country or time zone

l Endpoint priority, such as business-critical machines

l Endpoint configuration needs, such as VDI machines

Manual computer groups are not supported in Patch. For more information, see Tanium
Core Platform User Guide: Managing computer groups.

Best Practice: Organize computer groups by operating system generation for useful
visibility and scan configuration targeting.

https://docs.tanium.com/platform_user/platform_user/console_computer_groups.html
https://docs.tanium.com/platform_user/platform_user/console_computer_groups.html
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Computer group Filter Purpose

All Windows1 Is Windows equals True l Visibility

l Patch action group

All Windows Servers1 Windows OS Type equals Windows Server l Visibility

l Scan configuration
targeting

All Windows Servers -
Physical

Windows OS Type contains windows and Is Virual
equals no

Scan configuration
targeting

All Windows Servers -
Virtual

Windows OS Type contains windows and Is Virual
equals yes

Scan configuration
targeting

All Windows
Workstations

Windows OS Type equals Windows Workstation Scan configuration
targeting

All Windows
Workstations -
Physical

Windows OS Type contains windows workstation
and Is Virtual equals no

Scan configuration
targeting

All Windows
Workstations - Virtual

Windows OS Type contains windows workstation
and Is Virtual equals yes

Scan configuration
targeting

All CentOS 61 Operating System Generation equals CentOS 6 l Visibility

l Scan configuration
targeting

All CentOS 71 Operating System Generation equals CentOS 7 l Visibility

l Scan configuration
targeting

All Red Hat 61 Operating System Generation equals Red Hat
Enterprise Linux 6

l Visibility

l Scan configuration
targeting

All Red Hat 71 Operating System Generation equals Red Hat
Enterprise Linux 7

l Visibility

l Scan configuration
targeting

All Oracle 6 Operating System Generation equals Oracle Linux
Server 6

l Visibility

l Scan configuration
targeting
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Computer group Filter Purpose

All Oracle 7 Operating System Generation equals Oracle Linux
Server 7

l Visibility

l Scan configuration
targeting

All Amazon Linux 1 Operating System Generation equals Amazon Linux
1

l Visibility

l Scan configuration
targeting

All Amazon Linux 2 Operating System Generation equals Amazon Linux
2

l Visibility

l Scan configuration
targeting

Tanium Scan
Supported Windows

Windows OSMajor Version > 6.0 and Tanium Client
Version >= 7.2.314.3211

l Visibility

l Scan configuration
targeting

All Supported Linux Operating System Generation matches "(Amazon
Linux(1|2)|(Oracle Linux Server (6|7))|(Red Hat
Enterprise Linux.*(6|7))|(CentOS (6|7))"

l Visibility

l Patch action group

1 Patch 2.4.2 or later creates this computer group if you select the Apply Tanium recommended
configurations option during installation on Tanium Core Platform 7.4.2 or later.

Add computer groups to Patch action group

Importing the Patch module automatically creates an action group to target specific
endpoints. Select the computer groups to include in the Patch action group. By default,
Patch targets No Computers.

Best Practice: Deselect No Computers and ensure that all operating systems that are
supported by Patch are included in the Patch action group.

1. From the Patch Home page, in the Configure Patch section, click the Select
Computer Groups step and click Configure Action Group.

Note: If the Configure Patch section is not visible in the Patch Home page, click
Manage Home Page, select Configure Patch, and click Save.

2. Select the computer groups that you want to include in the action group. If you select
multiple computer groups, choose an operand (AND or OR) to combine the groups.
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3. (Optional) In the All machines currently included in this action group section, review
the included endpoints.

Note: These results might take a few moments to populate.

4. Click Save.

Initialize Patch

Patch installs a set of tools on each endpoint that you have targeted.

1. From the Patch Home page, in the Configure Patch section, click the Initialize
Endpoints step and click Initialize Endpoints to start the Patch service and begin
distributing these tools to your endpoints.

Note: If the Configure Patch section is not visible in the Patch Home page, click
Manage Home Page, select Configure Patch, and click Save.

2. Enter the Tanium credentials and click Confirm.

Install the Tanium End-User Notifications solution

By installing the Tanium End-User Notifications solution, you can create a notification
message with your deployment to notify the user that the system is going to restart, and
give the user the option to postpone the restart.

For more information, see Tanium End-User Notifications User Guide: Installing End-User
Notifications.

To check whether your endpoints have the end user notification tools, ask the Get End-
User Notifications - Has Tools from all machines with Is Windows equals True

question.

Disable Windows Update restart prompts

The Windows Update Agent automatically prompts users to restart their machine when an
update is installed from any user or source. The following Windows Local/Group Policies
should be configured to allow Tanium End-User Notifications to control endpoint restarts.

1. In the Windows Local Group Policy Editor, go to Computer Configuration >
Administrative Templates > Windows Components > Windows Update.

2. Enable the No auto-restart for scheduled Automatic Updates installations

https://docs.tanium.com/end-user_notifications/end-user_notifications/installing.html
https://docs.tanium.com/end-user_notifications/end-user_notifications/installing.html
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parameter.

3. Disable the Re-prompt for restart with scheduled installations parameter.

Configure global settings

You can configure the Tanium platform for optimal delivery of larger payloads, which are
typically associated with patching activity.

1. From the Main menu, click Administration > Global Settings.
2. To increase the client cache size, click New Setting, provide the following

information, and click Save.
Setting Name: ClientCacheLimitInMB
Setting Value: 2048
Affects: Client
Value Type: Numeric

3. To increase the Hot cache percentage, click New Setting, provide the following
information, and click Save.
Setting Name: HotCachePercentage
Setting Value: 80
Affects: Client
Value Type: Numeric

Note: Changes to global settings can take up to five hours to propagate to clients.

Upgrade Patch

For the steps to upgrade Patch, see Tanium Console User Guide: Manage Tanium modules.
After the upgrade, verify that the correct version is installed: see Verify Patch version on
page 50.

Verify Patch version

After you import or upgrade Patch, verify that the correct version is installed:

1. Refresh your browser.

2. From the Main menu, click Patch to open the Patch Home page.

3. To display version information, click Info .

https://docs.tanium.com/platform_user/platform_user/console_solutions.html#manage_Tanium_modules
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Configuring TDownloader for Red Hat Linux
endpoints
To use Patch on Red Hat Linux endpoints, you must configure Tanium Downloader 
(TDownloader) to use certificate authentication for downloads to the Red Hat Satellite
server.

The available scanning techniques include Repo Scan and Tanium Scan. For the Repo Scan
technique, you can use all repositories from which an endpoint can pull. For the
Tanium Scan technique, you must use Red Hat Content Delivery Network, Red Hat Satellite
6 or later, or custom repositories.

For best results, create separate scan configurations for each major operating system. For
more information, see Red Hat Linux endpoints stuck in Waiting for Initial Scan status on
page 101.

Before you begin

Complete the tasks in Enable Patch for Linux endpoints on page 46 and ensure that you
meet the following prerequisites:

l Minimum versions of the following components as listed in Tanium dependencies on
page 35

l Tanium Core Platform

l Tanium Client

l Patch 2.3.5 or later

l Yum version 3.2.29-22.el6 or later

l Obtain a valid SSL client certificate and private key and the SSL certificate authority
(CA) certificate of the satellite server from the Red Hat, Inc. website. For more
information, see Creating a Red Hat certificate for Tanium downloads (login required)
and Reference: TDownloader (login required).

Configure TDownloader on Tanium™ Appliance

1. Upload the SSL client private key and client certificate to your Tanium Appliance. Use
SFTP with the tancopy account and copy the files to the /incoming folder.

2. Using the TanOS menu, verify that the Tanium Server can reach cdn.redhat.com or
the Red Hat Satellite server by name:

https://www.redhat.com/
https://tanium.zendesk.com/hc/en-us/articles/360006666352
https://tanium.zendesk.com/hc/en-us/articles/360021716371-Reference-TDownloader
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a. Enter 3 to go to the Tanium Support menu.

b. Enter 4 to go to the Run Network Diagnostics menu.

c. Enter 1 to select the Ping Remote System option.

3. On each Tanium Server, add the CA root certificate for the Red Hat Satellite or
content delivery network (CDN) server:

a. Enter 2 to go to the Tanium Operations menu.

b. Enter 2 to go to the Tanium Configuration Settings menu.

c. Enter 13 to go to the Control RedHat CA Cert menu.

d. Enter 2 to select the Install redhat-uep.pem option.

4. On each Tanium Server, add the Red Hat Entitlement client certificate and key:
a. Enter 2 to go to the Tanium Operations menu.

b. Enter 2 to go to the Tanium Configuration Settings menu.

c. Enter 4 to select the Add Tanium Server TDL Auth Cert option.

d. Enter the URL (https://cdn.redhat.com or the Red Hat Satellite server), client
certificate file name, and the SSL client private key file name at each prompt.

e. At the #Line Content display, enter R to return to the previous menu.

For more information, see Tanium Appliance Deployment Guide: Manage authentication
certificates for Tanium Patch connections with Red Hat.

Configure TDownloader on Windows

1. Copy the SSL client private key, client certificate, and satellite server certificate to
your Tanium Server.

2. Ensure that the Tanium Server can reach cdn.redhat.com or the Red Hat Satellite
server by name.
Example:
ping cdn.redhat.com

3. On each Tanium Server, configure TDownloader to use certificate authentication for
downloads to the Red Hat Satellite server.
Example:
cmd-prompt>TDownloader.exe add-auth-cert --url
https://cdn.redhat.com --cert C:\client-certificate.pem --
key C:\client-key.pem
where:

l https://cdn.redhat.com is the URL prefix for the satellite server
download URLs

https://docs.tanium.com/appliance/appliance/tanium_operations_menu.html#TDL_redhat
https://docs.tanium.com/appliance/appliance/tanium_operations_menu.html#TDL_redhat
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l C:\client-certficate.pem is the client certificate

l C:\client-key.pem is the client certificate private key

4. Check the TDownloader config to see that your certificate has been configured.

cmd-prompt>TDownloader.exe config list
Keys:

- Auth:
- Auth.0:

- Auth.0.Certificate: -----BEGIN CERTIFICATE----------END CERTIFICATE-----

- Auth.0.PrivateKey: (protected)
- Auth.0.URL: https://rhelpatchsatellite01.prodqa.local

- LogVerbosityLevel: 41
- ProxyPassword:
- ProxyPort:
- ProxyServer:
- ProxyType: NONE
- ProxyUserid:
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- TrustedCertPath: C:\Program Files\Tanium\Tanium
Server\Certs\installedcacert.crt
- TrustedHostList: localhost,tanium.local,win-2012-r2

5. To configure TDownloader to work with the Red Hat CDN, use a text editor to append
the PEM-encoded certificate for cdn.redhat.com to the end of the certificate file as
referenced by the TrustedCertPath value from the previous step (Example:
C:\Program Files\Tanium\Tanium
Server\Certs\installedcacert.crt).
-----BEGIN CERTIFICATE-----

-----BEGIN CERTIFICATE-----©2020 Tanium Inc. All Rights Reserved Page 55

XdakVkF+dXm9ZBwv5UBf5ITSyMXL3qlusIOblJVGUQizumoq0LiSnjwbkxh2XHhd
XD/B/qax7FnaNg+TfujR/kk3kF1OpqWx/wC/qPR+zho1+35Al31gZOfNIn/sReoM
tcci9LFHGvijIy4VUDQK8HmGjIxJPrIIe1nB5BkiGyjwn00D5q+BwYVst1C68Rwx
iRZpyzOZmeineJvhrJZ4Tvs=
-----END CERTIFICATE-----
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
-----BEGIN CERTIFICATE-----
MIIHZDCCBUygAwIBAgIJAOb+QiglyeZeMA0GCSqGSIb3DQEBBQUAMIGwMQswCQYD
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-----END CERTIFICATE-----
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Downloading patches in an air-gapped
environment
When your Tanium Server is in an air-gapped environment, the server cannot download
patches from the internet. You must configure Patch to install patches from an alternate
file location in the Patch Settings for Windows endpoints.

Before you begin

If you want to configure a UNC share on a Tanium Appliance, you must add an
authentication user for TDownloader as described in the Tanium Appliance User Guide:
Add an authentication user for TDownloader.

Configure air gap for Windows endpoints

1. From the Patch Settings, click Airgap Configuration, and select Enable Settings for
Airgap - Windows.

2. Provide an Alternate Patch File Location where all air-gapped files are staged.

IMPORTANT: If you select a UNC share, ensure that the account that runs the
Tanium Server service on the Tanium Server has access to the UNC share.
Patch does not support hidden or administrative UNC shares.

3. Click Save and then click Yes to confirm your action.

4. From the Main menu, click Administration > Whitelisted URLs to verify that the
configured alternate Patch file location is listed.

Download airgap-downloader utility

You must run this utility on a Windows computer that can access the internet.

From the Airgap Configuration tab of the Patch Settings, click Download Utility to
download the airgap-downloader.exe utility.

Generate a list of remote package files

From the Generate Download Manifest section of the Airgap Configuration tab of the
Patch Settings, select the Include CAB File and Include MS-CVEs.dat File options and click
Export Download URLs to generate a list of files that the Tanium Server requires.

https://docs.tanium.com/appliance/appliance/tanium_operations_menu.html#TDL_auth_user
https://docs.tanium.com/appliance/appliance/tanium_operations_menu.html#TDL_auth_user


©2020 Tanium Inc. All Rights Reserved Page 58

A urls.txt file is downloaded to your computer. For example:

http://download.windowsupdate.com/microsoftupdate/v6/wsusscan/wsusscn2.c
ab
https://content.tanium.com/files/hosted_dats/MS-CVEs.dat

Note: The Patch Applicability filter options apply blacklists to the results.

Download remote package files

Use the urls.txt file that you generated from the Tanium Server to download files from
a computer that is connected to the internet.

1. Copy the urls.txt and airgap-downloader.exe files to a computer that is
connected to the internet and open a command prompt to that directory.

2. To download the package files from sources contained in urls.txt, run:

airgap-downloader.exe download_files --no_rename

If the urls.txt and airgap-downloader.exe files are not in the same
directory, you must also include the --urls_source option.

3. The command downloads the files in the list and generates a results.zip archive
that contains:

l The downloaded files

l A manifest results.txt

Extract the contents of the results.zip file to your alternate Patch file location.

Verify the configuration

To verify that air gap was configured correctly, you can confirm the following:

1. Verify that the Tanium Server has the staged files:
a. From the Main menu, click Content > Packages.
b. Select the Patch - External File References - Windows package and click Edit.
c. In the Files section, click wsusscn2.cab and verify that the SHA-256 field has a

non-empty hash value.
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d. Click MS-CVEs.dat and verify that the SHA-256 field has a non-empty hash
value.

2. Verify that the Windows endpoints can scan against the staged files:
a. From the Main menu, click Content > Packages.
b. Select the Patch - Distribute Patch Manifests - Windows package and click Edit.

c. In the Files section, click required-files-manifest and then click Download .

d. Open the required-files-manifest file and verify that the <hash>
value for the wsusscn2.cab file matches the non-empty hash value in step
1c.

e. Verify that the <hash> value for the MS-CVEs.dat file matches the non-
empty hash value in step 1d.
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Enforcing scan configurations
The list of available patches comes from scanning the endpoints in your network. The scan
configuration determines a scanning technique and frequency. A scan configuration is
enforced by targeting computer groups.

For Windows endpoints, the available scanning techniques include the offline CAB file
(recommended), online Microsoft Windows Update, Windows Server Update Services
(WSUS) Scan, and Tanium Scan.

For Windows scan configurations, you can enable isolated endpoints to download patch
files directly from Microsoft instead of the Tanium Server to free network resources. An
isolated endpoint is a Tanium Client that has no peer Tanium Clients. To download directly
from Microsoft, an isolated endpoint must be connected to a user-configured list of
Tanium Zone Servers or IP address ranges for split-tunnel VPN clients. For more
information, see Enable direct patch downloads from Microsoft on page 63.

For Linux endpoints, the available scanning techniques include Repository Scan and
Tanium Scan.

Windows scan techniques

Offline CAB file

The CAB file is stored locally by the Tanium Client and contains cumulative security and
quality patches for all products in the Microsoft Update Catalog, including Windows and
Office. On the Patch Home page, the latest status of the offline CAB file is available. The
active CAB file is the most recent, verified file published by Microsoft. Patch uses only the
active CAB file for scan configurations. A rejected CAB is not pushed to a computer group.
Patch checks for an updated CAB file every hour. You can click Update CAB to force a new
download outside of the normal schedule.

Figure  5: Example CAB file status
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If enabled in Configuration Settings, this scan technique supports direct download of
patches from Microsoft to isolated endpoints. For more information, see Enable direct
patch downloads from Microsoft on page 63.

Online to Microsoft Windows Update

This option creates additional network traffic between the Tanium Client and Microsoft and
is for Windows operating system updates only. The full range of patches are available for
the Windows operating system:

l Critical patches

l Cumulative security and quality patches

l Non-security and optional updates

Note: Offline CAB file includes only Security Updates, Service Packs, and Update
Rollups updates. Because other scan methods include more updates than Offline
CAB file includes, if you change the scan configuration technique on an active
deployment from Offline CAB file to another technique, additional patches might be
installed on endpoints.

If enabled in Configuration Settings, this scan technique supports direct download of
patches from Microsoft to isolated endpoints. For more information, see Enable direct
patch downloads from Microsoft on page 63.

Tanium Scan

IMPORTANT: If you are using a WSUS server or other WSUS-like server to patch your
Windows endpoints, consult your TAM for best practices on implementing Tanium
Scan for Windows.

Tanium Scan for Windows allows Patch to assess all Microsoft Products (excluding
Microsoft Office 365 Client) and Update Classifications (excluding Drivers, Definition
Updates, and Upgrades) on supported Windows 7 or later endpoints. The Patch service on
the Module Server is configured to synchronize update metadata and detection rules from
Microsoft Update or a Microsoft WSUS server.

After the update metadata and detection rules are synchronized, the Patch service
distributes portions of this data (in a client database file) to applicable machines on the
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network. The Windows Update Agent performs the scan against selected products and
classifications and return data in the form of applicable and not applicable patches.

Tanium Scan for Windows is much less resource intensive than the offline CAB file scan
method and provides more robust scan results. Tanium Scan does not rely on each
endpoint having network access to Microsoft Update or a local WSUS server. For more
information about Tanium Client requirements, see Requirements on page 35.

If enabled in Configuration Settings, this scan technique supports direct download of
patches from Microsoft to isolated endpoints. For more information, see Enable direct
patch downloads from Microsoft on page 63.

ENABLE TANIUM SCAN FOR WINDOWS

1. From the Patch Home page, click Settings .

2. In the Tanium Scan for Windows tab, select Enable Tanium Scan for Windows and
click Save.

3. Click Perform Initial Synchronization to perform the required initial synchronization.

4. Select products to include in scans or select Available Products to select all current
and future products.

Best Practice: Synchronize all products, regardless of which products are
present in the environment. Selectively choosing products can cause gaps in
patch visibility.

5. Select update classifications or select Available Classifications to select all
classifications.

Best Practice: Select Critical Updates, Security Updates, Service Packs, and
Update Rollups.

6. Select Enable Daily Synchronization if you want to synchronize daily and click Save.

Best Practice: Click Synchronize Now after you save any changes.

WSUS Scan

Using WSUS servers for patching activities gives the option for the full range of patch types
for all products in the Microsoft Update Catalog, including Windows and Office. However,
some additional configuration is required. The Tanium Client must be able to contact the
WSUS server, and patches must be approved before they can be downloaded.
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The guidelines about how many clients a WSUS server can support are similar to the
Microsoft guidelines for SCCM: up to 150,000 clients per WSUS server. See Microsoft Docs:
Size and scale numbers for System Center Configuration Manager.

If enabled in Configuration Settings, this scan technique supports direct download of
patches from Microsoft to isolated endpoints. For more information, see Enable direct
patch downloads from Microsoft on page 63.

CONFIGUREWSUS SCAN

1. Add the WSUS Server URL to the whitelist.
a. From the Patch Home page, go to Settings .

b. In the Configuration Settings tab, WSUS Server Configuration section, enter
the URL and click Submit.

c. A regular expression for the URL is generated and added to the whitelist. Click
View Whitelisted URLs, or go to Administration > Whitelisted URLs to view the
entry that was added.

2. On the WSUS server, change the following settings:
l Set the intranet URL for detecting updates and the statistics server to:

http://<WSUS server URL>:<port>.

l We recommend disabling the Configure Automatic Updates setting.

Enable direct patch downloads from Microsoft

For Windows scan configurations, you can enable direct patch downloads from Microsoft
to isolated remote endpoints. This option reduces the impact on network resources. If the
direct download fails, the endpoint downloads patches from the Tanium Server.

Cautions and considerations

Endpoints must be in a list of virtual private network (VPN) subnets or allowed Zone
Servers that you configure. Only configure VPN ranges where clients have a direct path to
the Microsoft URLs that are listed in Internet URLs on page 39. The following are
recommended configurations:

l Define the IP address ranges that are used by endpoints that connect to Tanium over
a split-tunnel VPN. Use for split-tunnel VPN ranges with a separate route to download
patches from the Internet. Isolated endpoints within the defined ranges attempt to
download patches directly from Microsoft.

https://docs.microsoft.com/en-us/sccm/core/plan-design/configs/size-and-scale-numbers#bkmk_clientnumbers
https://docs.microsoft.com/en-us/sccm/core/plan-design/configs/size-and-scale-numbers#bkmk_clientnumbers
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l Define the public IP addresses or Internet-resolvable fully qualified domain names of
Internet-facing Zone Servers. Isolated Tanium Clients that are connected to these
Zone Servers attempt to download patches directly from Microsoft.

Do not specify the following VPNs or Zone Servers:

l Split-tunnel VPNs where endpoints still send traffic bound for Microsoft URLs through
the internal corporate network.

l Full-tunnel VPNs.

l Zone Servers that are used in an internal security zone.

Clients that use WSUS Scan configuration leverage the location that is defined by WSUS.
Unless the WSUS server is configured to download patches from Microsoft instead of
storing them locally, do not enable direct downloads for a WSUS Scan configuration. For
more information about how to specify where updates are stored, see Microsoft article
Update storage options.

1. From the Patch Home page, click Settings .

2. Click the Configuration Settings tab, and in the Patch Direct Downloads section,
specify network information:

a. Click VPN Networks, Zone Servers, or both.
b. Add one or more networks or servers, or, if previously created, choose from the

list.

3. Click Save.
4. If prompted, provide your credentials, and confirm the action.

Tracking direct download status

Review current and past patch downloads directly from Microsoft over the Internet.

1. In Interact, ask the Get Patch - Direct downloads statuses from all machines

question.

2. Choose the time period in hours; for example, downloads in the last three hours.

3. Choose whether to include in-progress downloads in the results.

4. Choose whether to include failed downloads in the results.

5. Click Go.

The results grid displays a row for each download attempt and its status.

https://docs.microsoft.com/en-us/previous-versions/orphan-topics/ws.10/dd939910(v=ws.10)?redirectedfrom=MSDN#update-storage-options


©2020 Tanium Inc. All Rights Reserved Page 65

Linux scan techniques

Repository Scan

Using Yum repositories for patching activities gives the option for the full range of patch
types for all updates in the Yum repositories. However, you must configure one or more
Yum repositories, and updates must be maintained in the Yum repositories. The Tanium
Client must be able to contact the Yum repositories for scanning as well as patch
downloads.

Tanium Scan

Tanium Scan for Linux can use both internal or external Yum repositories, and only the
Tanium Server needs connectivity to the Yum repositories. The Tanium Client stores the
repository scanning logic locally.

Tanium Scan supports Red Hat, CentOS, and Oracle Linux distributions. With Tanium Scan
for Linux, you can create and use Yum repository snapshots for deployments. For more
information, see Repository snapshots on page 17.

Create a scan configuration (Windows and Linux scan techniques)

You can create multiple scan configurations and add computer group enforcements as
needed.

Best Practice: Any endpoint that is supported by Patch should be targeted by at least
one scan configuration.

1. In the Patch menu, click Scan Management.
2. Click Create Configuration, provide a name, and select an operating system.

3. Choose the configuration options.

a. Select a Configuration Technique and applicable options.
(Windows) If you choose Offline CAB File, select Download and scan
immediately upon new CAB release to ensure that the endpoints are scanned
whenever a new CAB file is published. Selecting this setting overrides the
frequency settings when a new CAB file is detected, but scans still wait for the
scan window if configured.
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Best Practice:
l (Windows) Choose Tanium Scan. If you use other products that use

WSUS technology on the same endpoints, such as SCCM, select
Enable Managed WSUS Compatibility to enable an additional scan
to ensure compatibility.

l (Linux) To use repository snapshots for Linux deployments, choose
Tanium Scan.

b. In the Frequency field, enter a number and a time parameter.

Best Practice: Set this value to less than three days to improve the Patch
coverage metric.

c. (Optional) Enable Random Scan Delay and enter a time to distribute the
network activity.
The default is 120 minutes.

Tip: For VDI environments, set a longer scan delay, such as 480 minutes
or higher, depending on the density and hardware performance of your
VDI environment, to reduce the impact of the scan on the host system.

d. (Optional) Enable Limit Scan Times to define the scan window options, such as
browser time or local time on the endpoint, how often the window repeats, and
override options. For more information, see Scan windows on page 67.

Note: The scan window specifies when a scan can start. If you enabled
Random Scan Delay, scans can potentially start as late as the specified
delay after the end of the scan window. For example, if a scan attempts to
start one minute before the end of the scan window, but receives the full
random scan delay of 120 minutes, the scan does not start until after that
120 minutes and continues to run until completion, even though the scan
window is already closed.

e. (Optional, Linux) To use repository snapshots for Linux deployments, select
Deployment Snapshots and choose the repository name and the snapshot in
the Repositories section.
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f. (Optional, Windows) To enable remote endpoints to download patches directly
from Microsoft, select Direct Download. For more information, see Enable
direct patch downloads from Microsoft on page 63.

4. Click Save.
5. On the Scan Configuration Details page, add one or more computer groups.

a. Click Add Computer Group.
Enabling the patch applicability results provides a refined aggregation for the
specific computer group.

b. Click Add, provide your credentials, and click Confirm.

The list of available patches might be displayed within 15-30 minutes. Longer scan delays
might result in patches appearing slowly. If no data appears after the scan delay, contact
your TAM. If an endpoint cannot be scanned, for example if it is offline, it is scanned at the
earliest opportunity.

Scan windows

You can set a scan window to restrict scans to a certain time of day or day of the week. For
example, you can create a scan configuration to scan your endpoints daily, but restrict the
scans to run during non-business hours, such as from 6:30 PM to 11:30 PM. Additionally, if
some of your endpoints are offline during the scan window, you can choose the Override
option to scan any endpoints that have a scan age older than a specified amount of time, in
hours or days.

Best Practice: Scan windows are optional. If you decide to use them, the Override
option should be set to less than two days to increase the Patch coverage metric.

1. In the Scan Configuration Options section, enable Limit Scan Times.
2. In the Scan Window section, configure your preferences

a. Select between your browser time or local time on the endpoint.

b. Choose whether to repeat the scan window daily or weekly and specify a start
date and time and how often the scan window repeats.

c. (Optional) Enable the Override option and specify how many hours or days can
elapse before triggering an immediate scan.

Best Practice: Set this value to less than two days.
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Manage Linux repository snapshots

You can manage snapshots from a scan configuration. For more information about
snapshots, see Repository snapshots on page 17.

1. In the Patch menu, click Scan Management.
2. On the Scan Configurations tab, click Manage Linux Snapshots.
3. To create a snapshot, select a repository and then click Create Snapshot. Name the

snapshot and click Create.
4. To rename a snapshot, select the snapshot and click Rename Snapshot. Type a new

name and click Rename.
5. To permanently remove unneeded snapshots, select the snapshots, and click Delete

Snapshots.
6. To remove failed snapshots across all repositories; for example, those for which the

environment was not properly set up, click Delete Failed Snapshots

View enforcement status

By reviewing a scan configuration, you can see which endpoints in the computer group
contain the enforced configuration.

1. In the Patch menu, click Scan Management.
2. On the Scan Configurations tab, select a configuration.



©2020 Tanium Inc. All Rights Reserved Page 69

3. Expand the computer group to see more details about the scan status.

Best Practice: Investigate endpoints with scan errors that have scan results
older than two days and resolve the errors for each endpoint. For more
information, see Troubleshoot scan errors on page 100.

4. Click Interact to open the question results for each endpoint.
The Interact results grid shows the endpoint status and the reason, if it is not
enforced.

Prioritize scan configurations

You can create multiple scan configurations with multiple computer groups. The order of
the configuration in the Scan Configurations list decides its priority. If an endpoint is in
multiple computer groups with conflicting configurations, only the highest priority
configuration in the list is applied to the endpoint.

Note: The highest priority configuration has a Conflict Resolution Order of 1.

1. In the Patch menu, click Scan Management.
2. On the Scan Configurations tab, click Prioritize.
3. Move the scan configuration by dragging and dropping it or entering a number into

the Conflict Resolution Order field and pressing Enter.

4. Click Save.

Edit a scan configuration

1. In the Patch menu, click Scan Management.
2. On the Scan Configurations tab, select a configuration.

3. Click Edit.

Note: You cannot edit a scan configuration if the Allow Scan Configuration
Editing option is disabled in the Patch settings.

4. Make your changes.

5. Preview the changes.

6. Click Save.
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Remove a scan enforcement

Removing a computer group from a scan configuration removes the enforcement.

1. In the Patch menu, click Scan Management.
2. On theScan Configurations tab, select a configuration.

3. Delete the computer group.

Delete a scan configuration

After the enforcements are removed, you can delete a scan configuration.

1. In the Patch menu, click Scan Management.
2. On the Scan Configurations tab, select a configuration.

3. If the scan configuration is enforced against Computer Groups, remove all groups.

4. In the upper right, click Delete.
5. Confirm the deletion.
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Managing patches
You can manage patches with patch lists and blacklists. Patch lists are groups of patches
that can be applied on the targeted computer groups. Blacklists are groups of patches that
are specifically excluded from being downloaded or deployed to the targeted computer
groups.

Baseline reporting patch lists

During installation and at endpoint initialization, Patch creates a baseline reporting patch
list for each supported and enabled operating system. Do not delete these patch lists.
Baseline reporting patch lists are used in the Patch board in Trends. Without these patch
lists, several board panels have no content.

The Windows patch list reports patches that are associated with security updates, update
rollups, and service packs.

The Linux patch list reports security patches, patches with a severity that is greater than
none, or patches that are associated with a CVE.

Patch list rules

Although you can manually select patches to include in a patch list, it is more efficient to
use rules to dynamically populate lists of patches. As patches are added to the Available
Patches list, Tanium assesses those patches for inclusion on a list by comparing them to
rules. You can create rules from customized conditions that define which part of the patch
description to examine.

Best Practice:
l Include patches for the current month.

l Avoid waiting longer than two weeks after a patch release to start patching
production systems.

l Expand endpoint diversity in patch testing groups to increase the changes of
identifying newly-released problematic patches for deploying patches to
production.

By default, superseded patches are not included when you configure a patch list. You can
choose to include superseded patches when you create a rule. Consider including
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superseded patches if you want to install a specific superseded patch or if you want to see
installed patches where a patch has been superseded.

Build conditions using one option from each condition field:

Condition Available options

Column l Title

l Severity

l Release Date

l Bulletins

l KB Articles

l CVE

l Custom Field

l Product

l Classification

Type l Contains

l Equals

l Does Not Contain

l Release Date on or After

l Release date on or Before

Expression The search criteria used in the expression.

Table 5: Rule condition options

IMPORTANT: When a rule has more than one condition, the conditions are
connected with the AND operand. Patches must meet both conditions to be included.
When a list has multiple rules, the rules are connected with the OR operand, so
patches that meet either rule are included on the list.

Create a patch list

Sort patches into manageable patch lists for use in deployments. You can add individual
patches to the list or populate the list dynamically with rules.
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Best Practice: For testing environments, create a patch list to deploy the latest
patches. For production environments, create a separate patch list for each month by
using the Release Date on or Before option and specifying a date.

1. In the Patch menu, click Patch Lists.
2. Click Create Patch List, name the list, and select an operating system.

3. Add patches.

Adding patches dynamically Add patches manually

a. Click Add Rule.
b. Name the rule.

c. Select Include superseded
patches when applying rules if
you want to include these
patches in your patch list.

d. Select a Comparison Column
and Comparison Type.

e. Type in the expression to search.
Searches are not case sensitive.

a. Click Add Patches Manually.
b. Select the patches that you want.

c. (Optional) Click the patch title to see the details in a
new browser tab.

Best Practice: Avoid choosing specific
patches based on vulnerability reports.
Instead, use dynamic, rule-based patch lists.
These lists should be cumulative. For example,
do not create any rules that prevent patches
that are older than a specific date from being
included in a patch list.

You can get details about the patch, visibility into the results by computer group, and
the associated lists.

4. Preview the changes.

5. Click Create.

To distribute the patches to endpoints, see Create a deployment to install patches on page
79.

Exclude patches with blacklists

A blacklist is a collection of patches that are prohibited from downloading or deploying to
the targeted computer groups. You can add individual patches to the list or populate the
list dynamically with rules. Unlike patch lists, you do not need to create a deployment to
enforce a blacklist.
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Best Practice: Use blacklists only for patches that are never deployed to one or more
computer groups.

Tip: Blacklist patches with the Title containing either "Quality Rollup" or "Security
Only" to avoid redundant patch deployments.

1. In the Patch menu, click Blacklists.
2. Click Create Blacklist, name the list, and select an operating system.

3. Add patches.

Adding patches dynamically Adding patches manually

a. Click Add Rule.
b. Name the rule.

c. Superseded patches are
automatically included in
blacklists.

d. Select a Comparison Column
and Comparison Type.

e. Type in the expression to search
against. Searches are case-
insensitive.

a. Click Add Patches Manually.
b. Select the patches that you want.

c. (Optional) Click the patch title to see the details in a
new browser tab.

Best Practice: If a patch is known to cause
issues for a subset of endpoints, create a
blacklist with the patch KB number and target
only the computer group that contains the
endpoints that are adversely affected by that
patch.

You can get details about the patch, visibility into the results by computer group, and
the associated lists.

4. Preview the changes.

5. Click Create.
6. On the Blacklist Details page, scroll down and select the targeted computer groups.

The Blacklist is distributed to the selected endpoints, blocking those patches.

Note: If an endpoint is brought online with a patch already installed that is
blacklisted, the patch remains until it is uninstalled.
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yum.conf exclusions for Linux endpoints

If a Linux endpoint has excluded packages in the yum.conf file, Patch honors those
exclusions and will not install them.

Note: Tanium Patch blacklisting occurs on an Advisory basis. Because a Linux
Advisory consists of a list of packages that need to be installed on Linux, a non-
blacklisted Advisory might not be installed if it includes packages that are associated
with a blacklisted Advisory.

Create lists from the Patches view

In addition to creating a list from the Patch Lists or Blacklists page, you can also select
individual patches to build lists.

1. In the Patch menu, click Patches.
2. Select one or more patches.

3. From the More drop-down menu, select the list type.

4. Complete the list.

Edit a list

When a user changes an existing list, the changes become a new version of the list. With
some basic changes, such as adding a rule for each new month, you can refine your patch
testing and roll up changes without creating a new list.

1. In the Patch menu, click Patch Lists or Blacklists.
2. Click the list name.

3. Click Edit.

Note: You cannot edit a blacklist if the Allow Blacklist Editing option is
disabled in the Patch settings.

4. Make your changes.

5. Preview the changes.

6. Click Save.
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Check patch visibility

You can get details about the patch, the installation results by computer group, and the
associated lists.

1. In the Patch menu, click Patches. To see only patches that are not installed, expand
Filter Results: and select Applicable from the Patches drop-down menu.

2. Click the patch name.

3. Expand the section you want to see.
l Patch Summary shows the severity and the associated lists. Patch Details has

release date, bulletins, KB articles, CVEs, files, size, URLs, and a link to Microsoft
support.

l Visibility splits out the patch results by computer group. To see results by
endpoint, hover over the name and click the Interact icon.
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l Patch Lists and Blacklists are summaries that include the number of patches
on the list, rules, version, and creation details.

Export a list

You can facilitate the migration of patch content by exporting lists. The exported file
includes rules manually added patches. This is particularly useful in progressive
deployment models where patches must be moved from a testing environment to a
production environment.

1. In the Patch menu, click Patch Lists or Blacklists.
2. Click the list name.

3. (Optional) Select the version.

4. Click Export .

The JSON file is available in your downloads folder. The file name is the list identifier, the
actual list name appears after import.

Import a list

You can import an exported list into a new environment. The import contains the latest
version of the list and the version is set to 1 in the new environment.

Note: You cannot import a list with the same name as an existing list.

1. In the Patch menu, click Patch Lists or Blacklists.

IMPORTANT: Take care to only import the list as the right type.

2. Click Import .

3. Browse to the list JSON file.

4. Click Import.
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Delete a list

Deleting a list does not delete patches, it only deletes the assembled list and any previous
versions.

Note: Remove computer group enforcements before deleting a blacklist.

1. In the Patch menu, click Patch Lists or Blacklists.
2. Select the list name.

3. Click Delete.
4. On the confirmation window, click Delete.

Add a custom Patch field

You can add a custom field to your patches based on a mapping that you provide in a
CSV file. You might use this custom field to override the severity of a patch.

1. From the Patch Home page, click Settings and then click Custom Field.
2. Click Choose File and add the CSV file.

3. The Custom Column shows up in your patch list views.

Example CSV

The following example maps the Vendor KB value to a new custom value.

KB,IAVM
KB829438,1234-A-0016
KB822362,1234-A-0016
kb828037,1234-A-0017
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Deploying patches
Use deployments to install or uninstall patches on a set of target computers. Deployments
can run once, or be ongoing to maintain operational hygiene for computers that come
online after being offline.

Best Practice:
l Use ongoing deployments for general patch management and manual

deployments for exigent circumstances.

l Do not stagger deployments in an attempt to distribute the load on your
network or Tanium. The more endpoints that are being patched
simultaneously, the more efficient Tanium becomes with overall WAN usage.
For bandwidth-constrained locations, you can implement site throttles. For
more information, see Tanium Console User Guide: Configure site throttles.

Before you begin

l Organize the available patches into lists. See Create a patch list on page 72.

l If you want to notify the end users of your endpoints about the restarts that occur
after patch installations, install the Tanium End-User Notifications solution. See
Install the Tanium End-User Notifications solution on page 49 and Endpoint restarts
on page 82.

Create a deployment to install patches

Deployments download and install or uninstall patches on target computers. You can
create a single deployment or set up ongoing deployments to ensure that offline endpoints
are patched when they come online.

Best Practice:
l Use single deployments with a defined start and end time instead of

continuously creating new deployments and manually stopping them after the
patch window ends.

l Avoid creating multiple deployments with the same patches to the same or
overlapping endpoints.

https://docs.tanium.com/platform_user/platform_user/console_bandwidth_throttling.html#Configur2
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l Start with older patches first.

1. In the Patch menu, go to Deployments > Installs and click New.

Tip: You can also create a deployment from the Patches view. Select a group of
patches and click Install.

2. Name the deployment and select an operating system.

3. Select deployment options.
a. Designate the deployment times and repetition pattern.

Choose your browser time or the local time on the endpoint.

b. Choose whether to base this deployment on a deployment template. To create
a new deployment template based on this template, select Create Deployment
Template. For more information, see Create a deployment template on page
91.

c. Specify a deployment type. You can do a single deployment with a specific start
and end time, or an ongoing deployment that does not have an end time.

d. If you want the endpoints to download the patch content before the installation
time, select Download immediately.

Best Practice: Select this option for future deployments. If you find that
endpoints are not completing patch installations within the specified
windows, schedule the deployments even further in advance.

e. To minimize concurrent CPU utilization and disk input/output, select Distribute
over time and indicate the time.

f. If you want to ignore patching restrictions, select Override Blacklists or
Override Maintenance Windows.

g. Select whether to restart the endpoint.

h. (Windows only) If you enabled endpoint restarts, you can enable end user
notifications about the restarts. Select Notify User and configure the following
settings. For more information, see Endpoint restarts on page 82.

l (Optional) Configure settings that allow the end user to postpone the
restart.

l Specify the Message Content that informs the user about the restart.
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l (Optional) Select additional languages and provide translated title and
body text for endpoints that are configured for other languages.

l To preview the window that displays the message and postponement
options, click Show Preview.
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Best Practice: Ensure that the Deadline for restart value is less than a
few days. To decrease the Patch visibility metric, the optimal value for
this setting depends on your patching cycle. Successful customers find
that setting the Deadline for restart value to less than three days is
optimal.

4. (Windows) Add one or more patch lists, including version, or add patches manually.

Note: Offline CAB file includes only Security Updates, Service Packs, and
Update Rollups updates. Because other scan methods include more updates
than Offline CAB file includes, if you change the scan configuration technique
on an active deployment from Offline CAB file to another technique, additional
patches might be installed on endpoints.

(Linux) Select whether you want to install All updates, All security updates, Patch
lists, including version, or Individual patches.

Best Practice: Avoid choosing specific patches based on vulnerability reports.
Instead, use dynamic, rule-based patch lists. These lists should be cumulative.
For example, do not create any rules that prevent patches that are older than a
specific date from being included in a patch list.

5. Add targets.

Select any or all of the following targeting methods. Click Add Target, and complete
the fields as needed:

6. Preview the changes.

7. Click Deploy.

To change the number of retries for each phase of a deployment, see Adjust the
deployment retries on page 91.

Endpoint restarts

Patch can trigger a restart of any system after updates have been installed. You can choose
between the following options for the restart:

l Restart silently and immediately after deployment. This option is typically used for
servers and production machines in conjunction with maintenance windows and
change control processes.
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l (Windows endpoints) Notify the system user about the pending restart and give the
system user the option to defer the restart for a specified amount of time. Configure
the following options:

Deadline for restart
Specify the amount of time in minutes, hours, or days before the endpoint
must be restarted. The deadline is calculated by adding this value to the time
the deployment completed for each endpoint.

Countdown to deadline
Specify the amount of time in minutes to show the final notification before
restarting the endpoint. This notification also shows a countdown until restart.
If this notification is dismissed, it will reappear after one minute. Set a low
value because this option is meant to signal a forced restart that cannot be
postponed.

Allow User to Postpone
If you want to give the user an option to defer the restart for a specified
amount of time, select this option. A user cannot postpone beyond the
deadline.

User Postponement Options
Specify the amount of time in minutes, hours, or days that a user can postpone
the restart.

Message Content
Specify the title and body of the notification message. Upload optional icon and
body images for branding to avoid confusing users and to limit support calls.
Enable additional languages and provide translated title and body text.
Enabling additional languages requires End-User Notifications 1.6 or later and
Patch 2.4.1 or later. By default, the notification displays content in the system
language on the endpoints. If you enable additional languages, the user can
select other languages to display. Click Show Preview to preview the
notifications.
This message is configurable, and might look like the following example:
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After the deadline for restart passes, the user gets a message that they cannot
postpone:

Tip: End user notifications can be added to existing deployments by stopping,
reconfiguring, and reissuing the deployment.
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IMPORTANT: If your deployment is configured for a notification, but the endpoint
does NOT have the End User Notifications Tools installed, the endpoint installs the
updates, but does NOT restart. A status message is displayed in the Patch workbench
about the missing tools.

Note: If no user is logged into an endpoint, the endpoint restarts immediately after a
deployment completion even if the deployment is configured for a notification.

Create a deployment to uninstall patches

You can uninstall any patch deployment that was started from Tanium Patch.

1. In the Patch menu, go to Deployments > Uninstalls and click New.

2. Name the deployment and select an operating system.

3. Select the deployment options.
a. Designate the deployment times.

Choose from your browser time or local time on the endpoint.

b. Choose whether to base this deployment on a deployment template. To create
a new deployment template based on this template, select Create Deployment
Template. For more information, see Create a deployment template on page
91.

c. To minimize concurrent CPU utilization and disk input/output, select Distribute
over time and indicate the time.

d. If you want to ignore patching restrictions, select Override Maintenance
Windows.

e. Select whether the endpoint must restart.

f. (Windows only) If you enabled endpoint restarts, you can enable end user
notifications about the restarts. Select Notify User and configure the following
settings. For more information, see Endpoint restarts on page 82.

l (Optional) Configure settings that allow the end user to postpone the
restart.

l Specify the Message Content that informs the user about the restart.

l (Optional) Select additional languages and provide translated title and
body text for endpoints that are configured for other languages.
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l To preview the window that displays the message and postponement
options, click Show Preview.
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Best Practice: Ensure that the Deadline for restart value is less than a
few days. To decrease the Patch visibility metric, the optimal value for
this setting depends on your patching cycle. Successful customers find
that setting the Deadline for restart value to less than three days is
optimal.

4. Add one or more patches.

Note: The applicability count in the grid is for endpoints that do not have the
patch installed.

5. Add targets.

Select any or all of the following targeting methods. Click Add Target, and complete
the fields as needed:

6. Preview the changes.

7. Click Deploy.

Review deployment summary

You can get the deployment results by status, any error messages, and the deployment
configuration details.

1. In the Patch menu, click Deployments.
2. Select Installs or Uninstalls.
3. Select either the Active or Inactive tab.

Expand the sections to see summary information about the deployment, such as the
number of targets, lists, issue details. For inactive deployments, it includes either
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expired or stopped.

4. Click the deployment name.

5. Expand the section you want to see.
l Install Summary shows the OS, list count, number of patches, and number of

targeted computer groups.

l Install Results has the install status, number of online endpoints, and the date
and time of the last status update.
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The results are split out by status, expanding a status provides more
information and the Interact icon to see the results by endpoint.

l Error Messages include the patch list or blacklist number, a brief description,
the error number, the count of affected machines, and the Interact icon to drill
down.

If no list number is provided, it indicates a general issue.

l Deployment Details provides all the configuration information.

l Targeted Computer Groups lists the targeted computer groups for the
deployment.

Add targets to an existing deployment

You can add more targets to a deployment. For example, you can limit patch testing to a
select computer group and then roll it out to more groups after it has been validated. All
other deployment options remain the same and deployment results from the previous
Install deployments are preserved.

1. From the Patch menu, click Deployments.
2. Select Installs or Uninstalls.
3. Click the deployment name.

4. Under the Install Summary, click Add.
5. From the drop-down menu, select a computer group.

6. Click Add.
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Reissue a deployment

You can restart a stopped deployment or reissue a one-time deployment. Reissuing a
deployment creates a new deployment with the same configuration and targets.

1. From the Patch menu, click Deployments.
2. On the Active tab, click the deployment name.

3. Click Reissue.
4. (Optional) Make any necessary changes.

5. Preview the changes.

6. Click Deploy.

Stop a deployment

You can stop a patch deployment. Stopping changes the deployment end time to now. It
does not remove patches that have already completed installation.

1. In the Patch menu, click Deployments.
2. On the Active tab, click the deployment name.

3. Click Stop.
4. Go to the Inactive tab and click the deployment name to verify the status.
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Adjust the deployment retries

You can change how many times Patch attempts each stage of a deployment. For example,
with the default of five times, Patch tries to download the patches five times, install five
times, and so on.

1. From the Patch Home page, click Settings .

2. From the Retry Limit drop-down menu, select the number of retries.
The default is five.

3. In the Reset Frequency field, type in the number of hours.

4. Click Save.

Create a deployment template

You can create an install or uninstall deployment template. This template saves settings for
a deployment that you can issue repeatedly. You can either create a deployment template
from the Deployment Templatesmenu item, or you can select an option when you create
a deployment to save the options as a template.

1. From the Patch menu, click Deployment Templates.
2. Click either Install Template or Uninstall Template.
3. Click Create Template, name the deployment template, and select an operating

system.

4. Select deployment options. These options are the same as the options you can
configure in an individual deployment.

5. Click Save.
6. You can use this template when you create a deployment.

Reference: Patch status

Deployment status

The following is a list of all possible deployment status groups and the sub-statuses. If
there has been more than one attempt, the status might be appended with - Retry #,
for example Downloading - Retry 2.
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Status
group

Sub-status

Waiting l Waiting for Deployment Configuration File

l Waiting for Deployment Start Time

l Waiting for Maintenance Window

l Waiting for Scan Configuration File

Downloading l Downloading

l Downloading - Retry

l Download Complete, Waiting for Deployment Start Time

l Download Complete, Waiting for Maintenance Window Configuration File

l Download Complete, Waiting for Blacklist Configuration File

l Download Complete, Waiting for Maintenance Window

l Download Complete, Awaiting User Acceptance (this includes user-postponed
restarts)

Installing l Pre-Install Random Delay

l Pre-Install Scan

l Installing

l Pending Restart, Waiting for Maintenance Window

l Pending Restart, Waiting for Maintenance Window Configuration File

l Pending Restart, Awaiting User Acceptance [this includes user has postponed]

l Pending Restart, Missing End-User Notification Tools

l Pending Restart, End-User Notification Unsupported

l Post-Install Scan

Complete l Complete, All Patches Applied / Complete, All Patches Removed

l Complete, Some Patches Applied / Complete, Some Patches Removed (if you
have exhausted your retries)

l Error, No Patches Applied / Error, No Patches Removed

l Error, Install Aborted / Error, Uninstall Aborted

l Error, Deployment Ended Before Any Action Was Taken

Enforcement status

Status group Sub-status

Blacklists and maintenance windows l Enforced

l Unenforced
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Status group Sub-status

Scan configurations l Unenforced

l Waiting For Initial Scan

l Complete, Waiting For Next Scan

l Downloading

l Scanning
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Setting maintenance windows
Maintenance windows control when patches can be applied to a computer group. A
maintenance window is separate from the deployment start and end time. After a
maintenance window is applied to a computer, that endpoint does not install patches or
restart to complete patch installation, unless it is currently in an open maintenance
window. To install a patch, the maintenance window must be open during the configured
deployment time.

Best Practice: Ensure that maintenance windows are at least four hours long, repeat
at least once each month, and properly overlap with deployment times and change
control process timelines.

Note: A maintenance window is different from a scan window. For more information
about limiting scan activity to a designated scan window, see Scan windows on page
67.

Maintenance window options

You can configure maintenance windows for the times that are best for your environment.
Apply maintenance windows by enforcing them against computer groups. Multiple
maintenance windows can affect a computer group, creating several times that patch
activity is permitted.

If you want . . . After the date and time, select . . .

A one-time window Does Not Repeat

A window that repeats every few
days

Daily and the number of days between windows

A window that repeats on the same
days of the week

Weekly, the number of weeks between windows, and which
days of the week it opens on

A window that repeats on the same
date each month

Monthly, the number of months between windows, and Day
of the Month

A window that repeats on the same
day each month

Monthly, the number of months between windows, and Day
of the Week
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If you want . . . After the date and time, select . . .

A window that repeats on the same
day of the year

Yearly and the number of years between windows

IMPORTANT: If a maintenance window does not repeat and it is the only one
enforced against a computer group, patches cannot be applied after the window
closes.

Create a maintenance window

You can open multiple maintenance windows to customize when patches are applied to
your endpoints. For example, you can create windows that allow deployments to install
patches during periods of low network activity or outside of core working hours.

1. In the Patch menu, click Maintenance Windows.
2. Click Create Window.

3. Name the window and select an operating system.

4. Choose from your browser time or local time on the endpoint.

5. Configure the window repetition.
a. Select the repetition time frame.

b. Set additional options, such as day of the week, day of the month, and how
often the window repeats.
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For example, to account for Patch Tuesday, you could use these settings for the
Wednesday a week after patch updates are typically released by Microsoft.

6. Use the date and time pickers to set the start and end time of the window.

Note: If a maintenance window repeats, it does not have an end date. You must
remove the enforcement against the target computer groups to stop the
maintenance window.

7. Click Create.
8. Add one or more target computer groups.

Edit a maintenance window

1. In the Patch menu, click Maintenance Windows.
2. Select a window.
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3. Click Edit.

Note: You cannot edit a maintenance window if the Allow Maintenance
Window Editing option is disabled in the Patch settings.

4. Make your changes.

5. Preview the changes.

6. Click Save.

Override a maintenance window

You can apply a patch outside of a maintenance window by configuring the Override
Maintenance Windows option during a patch deployment. For more information, see
Deploying patches on page 79. Note that if you also choose to restart the endpoint in the
deployment options, the endpoint restarts immediately after the patch is installed.

Delete a maintenance window

After the enforcements have been removed, you can delete a maintenance window.

1. In the Patch menu, click Maintenance Windows.
2. Select a window.

3. If the window is enforced against computer groups, remove all groups.

4. In the upper right, click Delete.
5. Confirm the deletion.
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Troubleshooting Patch
If Patch is not performing as expected, you might need to do some troubleshooting or
change settings.

Best Practice: To prevent issues that might occur due to endpoint health issues,
ensure that endpoints have:

l At least 5 GB of free space

l A healthy Windows Update Agent

l An up-time of less than 90 days

Collect a troubleshooting package

For your own review or to assist support, you can compile Patch logs and files that are
relevant for troubleshooting.

1. Get the Patch log.
a. On the Patch Home page, click Help .

b. Click Collect Troubleshooting Package.
The log zip file might take a few moments to download. The files have a timestamp
with a Patch-YYYY-MM-DDTHH-MM-SS.mmmZ format.

2. (Optional) On the endpoint, copy the <Tanium Client>\Patch\scans folder,
excluding the CAB file.

Configure endpoint logging

Distribute the Patch - Set Patch Process Options package to your endpoints to change the
default logging type and log rotation settings.

1. Target the systems on which you want to configure logging.

2. Click Deploy Action. Select the Patch - Set Patch Process Options package.
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3. Configure the logging type and log rotation settings.

By default, a new log is created when the log size reaches 1 MB. For example, you
might have patch0.log, patch1.log, patch2.log, and so on, up to 10 log
files.

Patches are not listed in the Patches view

If you are having difficulty getting patches to appear:

1. Verify that the Patch - Is Process Running sensor returns Yes for your endpoints.

2. Check the scheduled actions for Patch.
a. From the Patch menu, click Actions > Scheduled Actions.
b. In the Action Groups pane, click Patch.
c. Review the issue details of the Patch - Ensure Patch Process and Patch -

Distribute Deployment # (name) actions.
3. Check the endpoint log at <Tanium Client>\Patch\patchx.log.

4. For offline CAB file scan configurations, check that a CAB file is available at <Tanium
Client>\Patch\Scans\Wsusscn2.cab.

5. For WSUS or Microsoft Online scan configurations, check the
c:\Windows\WindowsUpdate.log for details.

6. In the Scan Configuration, change the Random Scan Delay setting.
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Troubleshoot scan errors

Investigate endpoints with scan errors that have scan results older than two days and
resolve the errors for each endpoint. For more information about how to find and resolve
common scan errors, see How to Clear Those Pesky Patch Scan Errors: Troubleshooting
Common Errors to Enable Successful Scans.

Scans are not completed on Linux endpoints

Patch 2.3.5 supports Red Hat and CentOS Linux endpoints. Patch 2.4.3 also supports Oracle
and Amazon Linux endpoints. If you are having difficulty getting scans to run on Linux
endpoints:

1. Verify that the RedHat, CentOS, Oracle, Amazon option is enabled in the
Operating Systems tab of the Patch Settings .

2. Verify that the Patch - Is Process Running sensor returns Yes for your Linux
endpoints.

3. Verify that repomd.xml file can be reached by appending
/repodata/repomd.xml to the configured baseurl value.

4. Check the endpoint log at
/opt/Tanium/TaniumClient/Tools/Patch/logs/scan-process.log
for errors.

Sensors return Could not get results on Linux endpoints

If your sensors return Could not get results on Linux endpoints, the Patch tools
might not be installed on your Linux endpoints.

1. Verify that the RedHat, CentOS, Oracle, Amazon option is enabled in the
Operating Systems tab of the Patch Settings .

2. If the Patch tools are not installed on your Linux endpoints, the Patch - Tools Version
sensor returns:
Not Installed
Linux Package Required

3. To install the Patch tools on your Linux endpoints, Initialize Patch on page 49.

https://community.tanium.com/s/article/How-to-clear-those-pesky-Patch-scan-errors
https://community.tanium.com/s/article/How-to-clear-those-pesky-Patch-scan-errors
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Red Hat Linux endpoints stuck in Waiting for Initial Scan
status

If you configure a scan that includes both Red Hat Enterprise Linux 6 Server (RPMs) and
Red Hat Enterprise Linux 7 Server (RPMs) repositories, your targeted endpoints might
appear to be stuck in the Waiting for Initial Scan status.

1. Verify that each major operating system is configured in separate scan
configurations.

2. Target Linux endpoints by major operating systems.

Linux repository snapshots issues

If you encounter issues creating or using snapshots, review the following solutions.

Patch Home page warning

The Patch Home page displays a warning message to indicate that a snapshot failed. To
modify the snapshot, click Manage Repository Snapshots. To remove the warning, click
Dismiss warning.

Connectivity issue

On the Yum Repositories tab of the Patch Settings , the following error message appears:
Repo URLs found but unable to snapshot metadata files, likely
due to connectivity issue. This message indicates that Patch could not access
the source repository for download. To resolve this issue:

l Ensure that the the Tanium Server can access the repository upstream URL.

l Ensure that you have properly configured the Red Hat certificate. For more
information, see Configuring TDownloader for Red Hat Linux endpoints on page 51.

l If the problem persists, contact your TAM for assistance. Provide logs from the time
period during which the problem occurred. For more information, see Collect a
troubleshooting package on page 98.

Patch process is not running

Start the Patch process:

1. In Interact, ask the Get Operating System from all machines question.

2. From the grid, select the Linux operating systems.

3. Click Deploy Action. Choose the Patch - Start Patch Process - Linux package.



©2020 Tanium Inc. All Rights Reserved Page 102

4. Click Preview and then click Deploy Action.
5. Confirm the action.

Snapshot controls are disabled

On the Yum Repositories tab of the Patch Settings , Create Snapshots is disabled and
the following message appears: Selected repo <repository_name> is
missing required yum variables. This issue indicates that Patch could not
gather Yum variables for the operating system type of the selected repository. This issue
might occur after you import a new version of Patch. To resolve:

1. Ensure that the Patch process is running on Linux endpoints. For more information,
see Patch process is not running on page 101.

2. Re-create the Yum variables by clicking the Interact icon in the message.

Yum variable mismatch

On the Yum Repositories tab of the Patch Settings , the following error message appears:
Repo URLs were found but the snapshot could not be created,
likely due to a Yum variable mismatch. This issue indicates that Patch
could not resolve the listed Yum variables in the repository upstream URL. To resolve:

1. Ensure that the Patch process is running on Linux endpoints. For more information,
see Patch process is not running on page 101.

2. Ensure that custom Yum variables in the URL are accurate.

3. Ensure that you have defined the custom Yum variables on your Linux endpoints.

4. Reinitialize Patch, which synchronizes static saved questions and runs the Patch -

Yum variables question to gather Yum variables from Linux endpoints. For more
information, see Initialize Patch on page 49. Alternatively, wait up to three hours for
normal Patch processing to gather the variables.

Change the patch visibility aggregation

When a configuration scan is enforced against a computer group, a saved question is sent
to the endpoints to check if a patch is applicable. This returns as an aggregate count in the
Patch Visibility section. If you need to reduce the load on the Tanium Service or Client, you
can limit which computer groups are included in the aggregation. Patch actions are still
performed on all targeted endpoints; however, the applicability counts only include the
selected computer groups.
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1. On the Patch Home page, click Settings .

2. From the Computer Groups for Patch Visibility grid, select the computer groups.
The All Computers group is targeted by default, resulting in a single saved question
that is necessary for Patch to function. Each additional computer group creates an
additional saved question.

3. Click Save.

Note: Only users with the administrator role can make changes to Patch
settings.

Note: Patch actions are still performed on all targeted endpoints; however, the
applicability saved questions only include the selected computer groups.

Check and update the Windows Update Agent

You can use Tanium to check which Windows Update Agent versions are installed on your
Windows endpoints.

1. In Interact, ask the Get File Version["C:\Windows\System32\wuaueng.dll"] from

all machines question.

2. Update any below 6.1.0022.4. See the Microsoft article Updating the Windows Update
Agent.

Monitor and troubleshoot Patch coverage

The following table lists contributing factors into why the Patch coverage metric might be
lower than expected, and corrective actions you can make.

Contributing factor Corrective action

Gaps in Patch action group
membership

Ensure all operating systems that are supported by Patch are included
in the Patch action group.

Gaps in scan configuration
coverage

Review each scan configuration and which computer groups are
targeted by each configuration.

Ensure that every endpoint that is supported by Patch is targeted
by at least one scan configuration.

https://msdn.microsoft.com/en-us/library/windows/desktop/aa387285(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/aa387285(v=vs.85).aspx
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Contributing factor Corrective action

Scan frequency value is set
too high

Review each scan configuration to ensure that the Frequency value is
set to less than three days for all scan configurations.

Scan windows are too
restrictive

Scan windows are optional. If you decide to use them, the Override
option should be set to less than two days.

Unmitigated scan failures Investigate endpoints with scan errors in scan results that are older
than two days.

Remediate the error conditions on each endpoint. See
Troubleshoot scan errors on page 100.

Patch process is not running Ensure that there are no conditions that could prevent the Patch
process from running on endpoints that are included in the Patch
action group.

Monitor and troubleshoot Patch visibility

The following table lists contributing factors into why the Patch visibility metric might be
higher than expected, and corrective actions you can make.

Contributing factor Corrective action

Selective patching as a
practice

Avoid choosing specific patches based on vulnerability reports.
Instead, use dynamic, rule-based patch lists. These lists should be
cumulative. For example, do not create any rules that prevent patches
that are older than a specific date from being included in a patch list.

Patches are deployed only
for the current month

Use dynamic, rule-based patch lists. These lists should be cumulative.
For example, do not create any rules that prevent patches that are
older than a specific date from being included in a patch list.

Having an n-1 patching
policy

Include patches for the current month.

Expand endpoint diversity in patch testing groups to increase the
changes of identifying newly-released problematic patches for
deploying patches to production.
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Contributing factor Corrective action

Not enforcing post-
deployment restarts

Use the Restart option within deployments.

(Windows) Use the Notify User option and set the Deadline for
restart value to less than a few days. To decrease both the Patch
visibility and the mean time to patch metrics, the optimal value for
this setting depends on your patching cycle. Successful customers
find that setting the Deadline for restart value to less than three
days is optimal.

Monitor and troubleshoot mean time to patch

The following table lists contributing factors into why the mean time to patch metric might
be higher than expected, and corrective actions you can make.

Contributing factor Corrective action

Delayed testing cycle Begin the process of testing newmonthly patches the day they are
released, typically Patch Tuesday (second Tuesday of each month).

Delayed start of production
cycle

Avoid waiting longer than two weeks after a patch release to start
patching production systems. The longer you wait to start patching
production systems, the more aggressive the subsequent
deployments need to be to complete the patching cycle in a
reasonable time.

Staggering deployments to
distribute the load on the
network

Do not stagger deployments in an attempt to distribute the load on
your network or Tanium. The more endpoints that are being
patched simultaneously, the more efficient Tanium becomes with
overall WAN usage.

For bandwidth-constrained locations, you can implement site
throttles. For more information, see Tanium Console User Guide:
Configure site throttles.

Staggering deployments to
distribute the load on the
Tanium Server or Patch

Do not stagger deployments in an attempt to distribute the load on
your network or Tanium.

https://docs.tanium.com/platform_user/platform_user/console_bandwidth_throttling.html#Configur2
https://docs.tanium.com/platform_user/platform_user/console_bandwidth_throttling.html#Configur2


©2020 Tanium Inc. All Rights Reserved Page 106

Contributing factor Corrective action

Endpoints do not have
enough time to install
patches

Ensure that deployment windows are at least four hours and
properly overlap with maintenance window times.

Ensure that maintenance windows are at least four hours long,
repeat at least once each month, and properly overlap with
deployment times and change control process timelines.

For deployments that are scheduled for the future, select the
Download immediately option. If you find that endpoints are not
completing patch installations within the specified windows,
schedule the deployments even further in advance.

Attempting to minimize
disruption to users with
maintenance windows

Use Tanium End-User Notifications instead of restrictive maintenance
windows.

Not enforcing post-
deployment restarts

Use the Restart option within deployments.

(Windows) Use the Notify User option and set the Deadline for
restart value to less than a few days. To decrease both the Patch
visibility and the mean time to patch metrics, the optimal value for
this setting depends on your patching cycle. Successful customers
find that setting the Deadline for restart value to less than three
days is optimal.

Unmitigated installation
failures

Identify endpoints with patch installation failures.

Investigate the specific error codes.

Remediate the conditions that caused the failures.

Endpoint health issues Ensure that endpoints have at least 5 GB of free space, a healthy
Windows Update Agent, and an up-time of less than 90 days.

Uninstall Patch

If you need to uninstall Patch, first clean up the Patch artifacts on the endpoint and then
uninstall Patch from the server.

1. Clean up patch artifacts from the endpoints.
a. Use Interact to target endpoints. To get a list of endpoints that have Patch, you

can ask the Patch - Is Process Running question.
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b. Click Deploy Action. Choose the Patch - Clean Up Patch 2 Processes and Files
package.

c. Check the status of the action on the Actions > Action History page.

2. Remove the Patch solution from the Tanium Module Server. From the Main menu,
click Tanium Solutions.

a. In the Patch section, click Uninstall and follow the process.

b. Click Proceed with Uninstall.
c. The uninstaller disables any actions and reissuing saved questions.

d. Return to the Tanium Solutions page and verify that the Import button is
available for Patch.
If the Patch module has not updated in the console, refresh your browser.

Restore the state of the Patch database

You can import the patch.db file to restore the Patch configuration.

1. Stop the Patch service on the Tanium Module Server.

2. Copy your patch.db file into the <Module Server>\services\patch-
service\ directory, replacing the existing file.

3. Restart the Patch service.

4. In the Tanium Console, refresh the Patch workbench.

5. Reset the service credentials. Click Set your service account and enter your user
name and password.

6. Any existing data, including patch lists, deployments, and associated patches and
actions are displayed in the Patch workbench.

Note: If a deployment scheduled action is missing, you might need to wait up
to 5 minutes for it to show up.
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